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Migrating Your Firewall

This guide provides step-by-step guidance for migrating configuration settings from older SonicWall firewalls to
newer Gen8 TZ and NSa Series models. It covers supported models, firmware requirements, limitations, and
caveats to ensure a smooth, efficient migration that preserves existing policies and minimizes downtime.

SonicWall Generation 8 TZ and NSa Settings
Migration

Upgrading to a Generation 8 (Gen8) firewall is streamlined through built-in features in the TZ and NSa Series,
which allow you to import configuration settings directly from supported legacy SonicWall devices. This
eliminates the need for manual reconfiguration and reduces the risk of errors.

Key Advantages

e Saves time with automated configuration migration
e Maintains consistent policies across hardware generations

e Simplifies deployment and rollback planning

Settings Import Feature

e Export/Import Settings:

In a typical greenfield deployment, devices must be configured from scratch. However, when upgrading
from select current or previous generation models, Gen8 TZ and NSa firewalls allow you to import an
existing settings (. exp) file directly to the new device.

e Prerequisites — Supported Source Firewalls:
Gen8 target models that support settings migration are as follows:
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* TZ Series: TZ80, TZ280, TZ280P, TZ280W, TZ380, TZ380W, TZ480, TZ580, TZ680
* NSa Series: NSa 2800, NSa 3800, NSa 4800, NSa 5800, and NSa 6800

Topics:

e Supported Models and Firmware
* Migration Considerations

e Known Migration Issues
 Interfaces with Unmatched Cases
e Other Expected Behavior

¢ Recommended Migration Steps

Supported Models and Firmware

The SonicWall TZ80, TZ280, TZ280P, TZ280W, TZ380, TZ380W, TZ480, TZ580, TZ680, NSa 2800, NSa 3800,
NSa 4800, NSa 5800, and NSa 6800 firewalls support in-product migration, allowing you to import settings from
supported devices running specific firmware versions. The migration paths listed below are the most common
ones, but all available options are described in Understanding Your Migration Options. The settings import
process also includes certain caveats, which are addressed in the sections that follow.

¢ SOHO/SOHO-W — TZ80
e TZ270 — TZ280

e TZ570P — TZ280P

o TZ270W — TZ280W

e TZ370 — TZ380

e TZ370W — TZ380W

e TZ470 — TZ480

e TZ570 — TZ580

» TZ670 — TZ680

* NSa2600/NSa 2650 — NSa 2800
e NSa 2700 — NSa 2800

e NSa 3600 — NSa 3800

e NSa 3700 — NSa 3800

* NSa4700 — NSa 4800

e NSa 5700 — NSa 5800

e NSa 6700 — NSa 6800

Only certain releases are supported for migration to the latest SonicWall product, so refer to the following tables
to see which models are compatible:

SOHO Firmware

MR 5.9.1.8-100 and later
MR 5.9.2.14-120 and later
GR 5.9.1.7-20

MR 5.9.1.4-40
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SOHOW Firmware

MR
GR

6.5.4.14 and later
6.5.4.13-105n and later GRs

SonicOS 6 / SonicOS 6.5 Firmware

MR
GR

6.5.4.14 and later
6.5.4.13-105n and later GRs

SonicOS Migration: From Gen 7 to Gen 8

Gen7 Gen 8
7.0.1-X 8.0.0 and later
7.1.1-X 8.0.0 and later
71.2 8.0.0 and later
713 8.0.0 and later
7.2.X 8.1.0 and later
7.3.X 8.1.0 and later
@ | NOTE:

¢ SonicOS 8.1 will be available for the following models: TZ80, TZ280, TZ380, TZ380W, TZ480, TZ580,

TZ680, NSa 2800, NSa 3800, NSa 4800, and NSa 5800.
e The TZ280P, TZ280W, and NSa 6800 will instead receive SAML updates and additional features in

SonicOS 8.2.0.

e SonicOS 8.2.0 is the planned release that will unify support for all new products currently supported

on SonicOS 8.0.4, while also incorporating the features introduced in version 8.1.0.

Migration Considerations

When migrating to a Gen8 firewall, review the following limitations, known issues, and special cases to ensure a

smooth transition.

Unsupported Features

Migration is not possible if these are configured:

e Wiremode/Tapmode on TZ80

e Internal Wireless configuration (hardware limitation)

e PoE configuration (hardware limitation)

e Port Redundancy, Active/Active Clustering, DPI

e Advanced Switching, Dell Switch Integration
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e VLAN, WLAN tunnel, or other tunnel interfaces (must be removed before migration)
e GMS Configurations, Capture Client Enforcement, Advanced BWM
e L3 Link Aggregation

Unsupported Settings

The following settings are not migrated and require manual reconfiguration.
e CFS 3.0 (replaced by CFS 5.0)
e High Availability (HA) control interfaces
e Certificates (must be exported/imported separately)
e Certain VPN and IP-Helper policies

e Syslog server configurations in some migrations

Known Migration Issues

e Unsupported interfaces block migration

e VLAN, WLAN tunnel, or other tunnel interfaces must be removed before import.
¢ Address object discrepancies

e Default address objects could be discarded if the target device lacks equivalent interfaces.
¢ Feature settings may be dropped

e Advanced BWM, Port Redundancy, and PoE configurations are removed on devices that do not
support them.

e Encryption changes

e Certain deprecated algorithms (such as AESGCM128) are automatically replaced or set to “None”
where unsupported.

Interfaces with Unmatched Cases

The following interfaces return with unmatched cases.
¢ SOHOW to TZ80 migrations
e VLAN or tunnel interfaces on the SOHOW source device are not supported.
e Interface WO does not exist on the TZ80. Any configurations referencing WO are dropped.

e WO-related default address objects and groups are discarded. Configurations that reference these
objects must be manually corrected after migration.
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Other Expected Behavior

e TZ80 X4 port behavior

e The X4 portis an SFP port and remains in a no-link state after migration.

e Link speed for X4 displays as “N/A.”

Recommended Migration Steps

The following steps outline the recommended process for migrating to a Gen8 firewall.

1.

I

Confirm Compatibility — Verify that the source device and firmware are supported for migration.
Remove Unsupported Interfaces — Delete any VLAN, tunnel, or WLAN configurations prior to export.

Export Configuration File — Generate an .exp file from the source device.

Use the Migration Tool (if needed) — Convert the settings for intermediate compatibility where required.

Import to Gen8 Device — Upload the settings file to your new TZ or NSa Series firewall.

Validate the Configuration — Review key policies, address objects, and settings to ensure they
transferred correctly.
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Understanding Your Migration Options

Your current device type determines the migration strategy and the steps required to migrate earlier SonicOS
platforms to SonicOS 8 devices. With the release of SonicOS 8.0 for SonicOS 8 firewall platforms, direct
migration from a legacy source device (SonicOS 6/6.5 and SOHO-SonicOS 5) to SonicOS 8 target devices is
supported.

Table Legend

The following legend applies to the tables appearing in Migrating SonicOS 6 to SonicOS 8 and Migrating
SonicOS 7 to SonicOS 8.

Y Supported
N  Unsupported
Y* Supported but the import fails when VLAN or tunnel interfaces are present in the settings file.

Y# In-product migration is not supported; a Migration App accessible through NSM is required to perform a
settings migration.

@ | NOTE: Use the Migration App on NSM when migrating between NSa 2650 and the NSa 2800 because of
interface differences.

@ | IMPORTANT: Importing settings from supported firewalls fails if VLANSs or tunnel interfaces are present,
except when migrating between equivalent models (for example, NSa 2700 — NSa 2800 or NSa 3700 —
NSa 3800). To ensure the settings import succeeds, remove any VLAN or tunnel interface configurations
before continuing.

Recommended: Alternatively, use the existing Migration Tool to convert the settings to the equivalent Gen 7
firewall format, and then import them into the Gen 8 firewalls.

The following sections summarize the migration paths that best suit your devices.
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Topics:

Migrating SonicOS 6 to SonicOS 8

Use the following table to determine migration compatibility when moving from SonicOS 6 to SonicOS 8.

SonicOS 6/6.5 | TZ80 | TZ280 | TZ280W | TZ280P | TZ380 | TZ380W | TZ480 | TZ580 | TZ680 | NSa 2800 | NSa 3800 | NSa 4800 | NSa 5800 | NSa 6800
Device

SOHOW Y Y- Y* Y Y* Y* Y* Y* Y* Y* Y* Y* Y* Y*
SOHO250 M ¥* ¥* ¥* Y* ¥* Y* ¥* Y* Y* Y* Y* ¥* Y*
SOHO250W N Y Y* ¥* Y* Y* Y* ¥* ¥* Y* Y* Y* Y* ¥*
TZ300 M Y- Y* Y Y* Y* Y* Y* Y* Y* Y* Y* Y* Y*
TZ300P M Y+ Y* ¥* Y* Y* Y* ¥* Y* Y* Y* i i e
TZ300W N ¥* ¥ ¥* Y* ¥ ¥* ¥* ¥* * * Y* ¥ ¥*
TZ350 M Y- Y* Y Y* Y* Y* Y* Y* Y* Y* Y* Y* Y*
TZ350W M Y- Y* ¥+ Y* Y* Y* ¥* Y+ Y* Y* Y* Y* Y+
TZ400 N ¥* Y ¥* Y* Y Y* ¥* ¥* * * Y* Y ¥*
TZ400W N Y- Y* ¥* Y* Y* Y* ¥* ¥* Y* Y* Y* Y* ¥*
TZ500 M N M N Y* Y* Y* Y* Y* Y* Y* Y* Y* Y*
TZ500W N N M N Y* Y Y* ¥* ¥* * * Y* Y ¥*
TZ600 N N M N Y* Y* Y* ¥* ¥* Y* Y* Y* Y* ¥*
TZG00P M N M N Y Y Y* ¥* Y* Y* Y* Y* Y* Y*
MNSa 2600 M N M N M M M N N Y* Y* Y* ¥* Y*
NSa 2650 N N M N N M N N N Y& Y* Y* Y* ¥*
MSa 3600 M N M N M M M N N Y* Y* Y* Y* Y*
MNSa 3650 M N M N N M M N N N Y* Y* Y* Y*
NSa 4600 N N M N N M N N N N * Y* ¥ ¥*
MSa 4650 M N M N M M M N N N Y* Y* Y* Y*
MNSa 5600 M N M N M M M N N N N Y* Y* Y+
NSa 5650 M N M N M M M N N N N Y* Y ¥*
MNSa 6600 M N M N M M M N N N N M Y* Y*
MNSa 6650 M N M N N M M N N N N N Y Y*
SM9200 N N M N M M N N N N N N M ¥*
NSa 9250 N N M N N M N N N N N N M ¥*
SM3400 M N M N N M M N N N N N M Y*
MNSa 9450 M N M N M M M N N N N N M Y*
SMIE00 N N M N N M N N N N N N M ¥*
MNSa 9650 M N M N N M M N N N N N M Y*
SM9800 M N M N N M M N N N N N M N
NSsp 12400 M N M N N M M N N N N N M N
MSsp 12800 M N M N M M M N N N N M M N

Migrating SonicQOS 7 to SonicOS 8

Use the following table to determine migration compatibility when moving from SonicOS 7 to SonicOS 8.
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SonicOS 7 TZ80 |TZ280|TZ280W | TZ280P | TZ380 | TZ380W | TZ480 | TZ580 | TZ680 | Nsa 2800 | Nsa 3800 | NSa 4800 | NSa 5800 NSa 6800
Device
TZ270 N Y* Y* Y* Y* Y Y* Y* Y* Y* Y* Y* Y Y
TZ270W N Y Y Y Y Y Y Y Y Y Y Y Y Y
TZ370 N Y* Y* Y* Y* Y Y* Y* Y* Y* Y* Y* Y Y
TZ370W N Y* Y* Y* Y* Y Y* Y* Y* Y* Y* Y* Y Y
TZ470 N Y Y* Y* Y Y Y Y Y Y* Y* Y* Y Y
TZ470W N Y* Y Y* Y* Y Y* Y* Y* Y* Y* Y* Y Y
TZ570 N Y Y* Y* Y Y Y Y Y Y* Y* Y* Y Y
TZ570P N Y* Y* Y Y* Y Y* Y* Y* Y* Y* Y* Y Y
TZ570W N Y* Y Y* Y* Y Y* Y* Y* Y* Y* Y* Y Y
TZE70 N N N N N N Y Y Y Y* Y* Y* Y Y
NSa 2700 N N N N N N N N N Y Y* Y* Y Y
NSa 3700 N N N N N N N N N Y* Y Y* Y Y
NSa 4700 N N N N N N N N N N Y* Y* Y Y
NSa 5700 N N N N N N N N N N N Y Y Y
NSa 6700 N N N N N N N N N N N N Y Y
NSsp 10700 N N N N N N N N N N N N N N
NSsp 11700 N N N N N N N N N N N N N N
NSsp 13700 N N N N N N N N N N N N N N
NSsp 15700 N N N N N N N N N N N N N N

Migrating SonicOS 6/7 to SonicOS 8 using NSM

Use the following table to determine migration compatibility when moving from SonicOS 6/7 to SonicOS 8 using
Network Security Manager (NSM).

The Migration App, introduced in NSM version 3.1 and later, is integrated within the platform to facilitate seamless
migration of configuration settings. Initial support is provided for GEN8 TZ and NSa models, as listed below.

Source Firewalls Target Model
NSa 2600, NSa 2650, NSa 2800
NSa 2700

NSa 3600, NSa 3650, NSa 3700 NSa 3800
TZ300, TZ300W, TZ300P, TZ350, TZ350W, TZ380

TZ370, TZ370W

SOHO, SOHOW TZ80
® | NOTE: SOHOW is partially supported through NSM.

TZ400, TZ400W TZ480

TZ470, TZ470W

T2600, TZ600P TZ680
TZ2670

SOHO, SOHOW, SOH0250, SOHO250W, TZ300, TZ300W, TZ300P TZ280
T2270, TZ270W

SOHO, SOHOW, SOH0250, SOHO250W, TZ300, TZ300W, TZ300P TZ280P
T2270, TZ270W
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Source Firewalls Target Model

SOHO, SOHOW, SOH0250, SOHO250W, TZ300, TZ300W, TZ300P TZ280W

TZ2270, TZ270W
TZ300, TZ300W, TZ300P, TZ350, TZ350W, TZ400W, TZ500W TZ380W

TZ370, TZ370W, TZ470W, TZ570W

NSa 4600, NSa 4650 NSa 4800
NSa 4700
NSa 5600, NSa 5650 NSa 5800
NSa 5700
NSa 6600, NSa 6650 NSa 6800
NSa 6700
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Licensing Requirements

With the release of SonicOS 8, SonicWall is offering licensing tiers to support the TZ80, TZ280, TZ280P,
TZ280W, TZ380, TZ380W, TZ480, TZ580, TZ680, NSa 2800, NSa 3800, NSa 4800, NSa 5800, and NSa 6800
firewalls.

@ | NOTE: With the following licensing models, the firewall checks in with MySonicWall every 30 days to confirm
active subscriptions. When a firewall's license expires, it is out of subscription compliance. However, the
service remains active for an additional 90 days after the license expiration, but the firewall will not pass any
additional traffic until the new license key has been applied.

The licensing tiers are identified as follows:

¢ Secure Connect Lite
Supporting TZ80

e Secure Connect
Supporting TZ80

e Advanced Protection Security Suite
Supporting SonicOS 8

¢ Managed Protection Security Suite
Supporting SonicOS 8

Some form factors can also offer Hardware Only (a naked firewall with no license/software subscription).

Unified Management License Subscriptions

Unified Management has the following license packaging options:

* Monthly subscription:
With this option, you can pay a monthly subscription fee for 24/7 access to Unified Management. This
option is excellent for organizations with unpredictable or fluctuating cloud security needs.

¢ Annual subscription:

With this option, you can pay a yearly subscription fee for 24/7 access to Unified Management. This is an
excellent option for organizations with predictable cloud security needs and who would like to save money
on the overall cost of the platform.
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SonicWall Support

Technical support is available to customers who have purchased SonicWall products with a valid maintenance
contract.

The Support Portal provides self-help tools you can use to solve problems quickly and independently, 24 hours a
day, 365 days a year.

The Support Portal enables you to:
« View Knowledge Base articles and Technical Documentation
¢ View and participate in the Community Forum discussions
* View Video Tutorials
e Access MySonicWall
e Learn about SonicWall Professional Services
¢ Review SonicWall Support services and warranty information

e Register at SonicWall University for training and certification
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https://www.sonicwall.com/support/technical-documentation/?language=English
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https://www.sonicwall.com/support/video-tutorials/#t=All&sort=relevancy&numberOfResults=12
https://platform.sonicwall.com/
https://www.sonicwall.com/partners/partner-enabled-services/
https://www.sonicwall.com/support/support-services/
https://www.sonicwalluniversity.com/
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Updated - December 2025

Software Version - 8

232-006155-00 Rev D

Copyright © 2025 SonicWall Inc. All rights reserved.

The information in this document is provided in connection with SonicWall and/or its affiliates’ products. No license, express or implied,

by estoppel or otherwise, to any intellectual property right is granted by this document or in connection with the sale of products.
EXCEPT AS SET FORTH IN THE TERMS AND CONDITIONS AS SPECIFIED IN THE LICENSE AGREEMENT FOR THIS
PRODUCT, SONICWALL AND/OR ITS AFFILIATES ASSUME NO LIABILITY WHATSOEVER AND DISCLAIMS ANY EXPRESS,
IMPLIED OR STATUTORY WARRANTY RELATING TO ITS PRODUCTS INCLUDING, BUT NOT LIMITED TO, THE IMPLIED
WARRANTY OF MERCHANTABILITY, FITNESS FOR A PARTICULAR PURPOSE, OR NON-INFRINGEMENT. IN NO EVENT
SHALL SONICWALL AND/OR ITS AFFILIATES BE LIABLE FOR ANY DIRECT, INDIRECT, CONSEQUENTIAL, PUNITIVE,
SPECIAL OR INCIDENTAL DAMAGES (INCLUDING, WITHOUT LIMITATION, DAMAGES FOR LOSS OF PROFITS, BUSINESS
INTERRUPTION OR LOSS OF INFORMATION) ARISING OUT OF THE USE OR INABILITY TO USE THIS DOCUMENT, EVEN IF
SONICWALL AND/OR ITS AFFILIATES HAVE BEEN ADVISED OF THE POSSIBILITY OF SUCH DAMAGES. SonicWall and/or its
affiliates make no representations or warranties with respect to the accuracy or completeness of the contents of this document and
reserves the right to make changes to specifications and product descriptions at any time without notice. and/or its affiliates do not
make any commitment to update the information contained in this document.

For more information, visit https://www.sonicwall.com/legal.

End User Product Agreement

To view the SonicWall End User Product Agreement, go to: https://www.sonicwall.com/legal/end-user-product-agreements/.

Open Source Code

SonicWall Inc. is able to provide a machine-readable copy of open source code with restrictive licenses such as GPL, LGPL, AGPL
when applicable per license requirements. To obtain a complete machine-readable copy, send your written requests, along with
certified check or money order in the amount of USD 25.00 payable to “SonicWall Inc.”, to:

General Public License Source Code Request
Attn: Jennifer Anderson

1033 McCarthy Blvd

Milpitas, CA 95035
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