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Safety Guidelines

WARNING! Read and understand all sections in this guide before installing or operating this product.

WARNING! Connect this product to an AC power source whose voltage is within the range specified
on the product’'s nameplate. Operating this product outside the nameplate voltage range may result
in electric shock, fire, personal injury and death.

WARNING! Connect this product to an AC power source that is current limited by a suitably rated
fuse or circuit breaker in accordance with national and local electrical codes. Operating this product
without proper current limiting may result in electric shock, fire, personal injury and death.

WARNING! Connect this product to a protective earth ground. Never use a "ground lift adaptor”™
between the product’s plug and the wall receptacle. Failure to connect to a protective earth ground
may result in electric shock, fire, personal injury and death.

WARNING! This product contains no user serviceable parts. Do not open, alter or disassemble this
product. All servicing must be performed by qualified personnel. Disconnect power before servicing
this product. Failure to comply with this warning may result in electric shock, personal injury and
death.

WARNING! Use this product in a dry location. Failure to use this product in a dry location may result
in electric shock, personal injury and death.

WARNING! Do not rely on this product’s receptacle lamps, receptacle relay switches or any other
receptacle power on/off indicator to determine whether power is being supplied to a receptacle.
Unplug a device connected to this product before performing repair, maintenance or service on the
device. Failure to unplug a device before servicing it may result in electric shock, fire, personal injury
and death.

WARNING! Only use this product to power information technology equipment that has a UL/IEC
60950-1 or equivalent rating. Attempting to power non-rated devices may result in electric shock, fire,
personal injury and death.

WARNING! Do not use a Raritan product containing outlet relays to power large inductive loads such
as motors or compressors. Attempting to power a large inductive load may result in damage to the
relay.

WARNING! Do not use this product to power critical patient care equipment, fire or smoke alarm
systems. Use of this product to power such equipment may result in personal injury and death.

WARNING! If this product is a model that requires assembly of its line cord or plug, all such
assembly must be performed by a licensed electrician and the line cord or plugs used must be
suitably rated based on the product’'s nameplate ratings and national and local electrical codes.
Assembly by unlicensed electricians or failure to use suitably rated line cords or plugs may result in
electric shock, fire, personal injury or death.

WARNING! This product contains a chemical known to the State of California to cause cancer, birth
defects, or other reproductive harm.



Safety Instructions

1. Installation of this product should only be performed by a person who has knowledge and
experience with electric power.

2. Make sure the line cord is disconnected from power before physically mounting or moving the
location of this product.

3. This product is designed to be used within an electronic equipment rack. The metal case of this
product is electrically bonded to the line cord ground wire. A threaded grounding point on the
case may be used as an additional means of protectively grounding this product and the rack.

4. Examine the branch circuit receptacle that will supply electric power to this product. Make sure
the receptacle’s power lines, neutral and protective earth ground pins are wired correctly and
are the correct voltage and phase. Make sure the branch circuit receptacle is protected by a
suitably rated fuse or circuit breaker.

5. If the product is a model that contains receptacles that can be switched on/off, electric power
may still be present at a receptacle even when it is switched off.

Tip 1: The outlet [socket] shall be installed near the equipment and shall be easily accessible.

Tip 2: For detailed information on any Raritan PDU'’s overcurrent protectors’design, refer to that
model’s product specification on Raritan website's PDU Product Selector page
https://www.raritan.com/product-selector.
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This document contains proprietary information that is protected by copyright. All rights reserved. No
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© Copyright 2018 Raritan, Inc. All third-party software and hardware mentioned in this document are
registered trademarks or trademarks of and are the property of their respective holders.

FreeType Project Copyright Notice

Portions of this software are copyright © 2015 The FreeType Project (www.freetype.org). All rights
reserved.

FCC Information

This equipment has been tested and found to comply with the limits for a Class A digital device,
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection
against harmful interference in a commercial installation. This equipment generates, uses, and can
radiate radio frequency energy and if not installed and used in accordance with the instructions, may
cause harmful interference to radio communications. Operation of this equipment in a residential
environment may cause harmful interference.

VCCI Information (Japan)

COEREBWE, V77AAERBMEE T, CORELFERIETCHERAT
DEBREMBERSIZRITIENSHNET, COBEICIERENEYE
WREBTALOBEKRINBZEPHET, VCCI—A

Raritan is not responsible for damage to this product resulting from accident, disaster, misuse,
abuse, non-Raritan modification of the product, or other events outside of Raritan's reasonable
control or not arising under normal operating conditions.

If a power cable is included with this product, it must be used exclusively for this product.
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Warning

This is a class A product. In a domestic environment this product may cause radio inter-
ference in which case the user may be required to take adequate measures.
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Applicable Models

This User Guide is applicable to all the following PDU Generations.
e PX3 PDU Generation (3000/4000/5000 series)
e PX3 with iX7" PDU Generation (3000/4000/5000 series)

Any PX Generations can be associated with existing metering families
called “Series”, from 1000 series to 5000 series.

For example, PX2-4000, PX3-4000 series and PX3-iX7-4000 series are all
inlet metered and outlet metered PDUs, but have different controller
generations.

Note: For information on other PX2, PX3 or PX3-iIX7 models, see their
respective Online Help or User Guide on the Raritan website's Support
page /ttp://www.raritan.com/support//.

> PX models comparison in brief:

Features

1000 Series

2000 Series

3000 Series
(Inline meters)

4000 Series

5000 Series

Raritan.
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Inlet power
measurement measurement switching

Outlet power  Outlet Load shedding

.

s . N

Note: PDUs with similar model names but of different product models
may vary in their designs. For example, PX2-5660V and PX3-5660V do
NOT share the same outlet sequence and technical designs. For details
on a model’s technical design, refer to their product specifications on
Raritan website’s PDU Product Selector page
https://www.raritan.com/product-selector.

XiX
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Chapter 1: Applicable Models

P Comparison between PX2, PX3 and PX3-iX7:

Product models PX2 Series PX3 Series PX3 with iX7
Controller
LED displa Dot-matrix LCD  Dot-matrix LCD
Front panel display piay display display
Outlet latching relays U * U *
Number of LAN ports 1 2 £
Replaceable controller U *k U *k
Number of USB-A ports 1 2 2
Maximum USB rate 12 Mbps 12 Mbps 480 Mbps
RS-232 port E/Ijr:ii?:r E/ljrtifc?c?r RJ-45 Connector
(CONSOLE/MODEM)
Expansion ports U Hkok
RJ-12 RJ-45 RJ-45

SENSOR port type

* Only PX3 models with outlet switching have outlet latching relays.

** Only PX3 "Zero U" (both PX3 and PX3-iX7) have the replaceable
controller.

*** The Expansion port is used for power sharing of controllers.

Raritan.
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What's New in the PX3 User Guide

The following sections have changed or information has been added to
the PX3 User Guide based on enhancements and changes to the
equipment and/or user documentation.

Applicable Models (on page xix)

Configuring the PX3(on page 27)

Connecting a Mobile Device to PX3(on page 28)
Saving User Credentials for PDView's Automatic Login (on page 31)
Connecting the PX3 to a Computer (on page 32)
Cascading PX3 via USB (on page 38)

ldentifying the Sensor Port(on page 53)

DX or DX2 Sensor Packages (on page 62)
Connecting Composite Asset Strips [AMS-Mx-Z] (on page 78)
Daisy-Chain Limitations of Composite Asset Strips (on page 80)
Automatic and Manual Modes (on page 92)

PDU (on page 98]

Supported Web Browsers (on page 131)

Login (on page 132)

Web Interface Overview (on page 136)

Menu (on page 139)

Sorting a List (on page 142)

Dashboard (on page 144)

Dashboard - Inlet /1 (on page 146)

Dashboard - OCP (on page 148)

Dashboard - Inlet History (on page 152)
Dashboard - Alarms (on page 155)

PDU (on page 157)

Z Coordinate Format (on page 164)

Configuring a Multi-Inlet Mode! (on page 171)
Load Shedding Mode (on page 181)

Individual OCP Pages (on page 193)

Possible OCP-Tripped Root Cause (on page 198)
Peripherals (on page 200)

Individual Sensor/Actuator Pages (on page 214)
Asset Strip (on page 221)
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Chapter 1: What's New in the PX3 User Guide

Schroff LHX/SHX (on page 231)

User Management (on page 237)

Creating Users (on page 238)

Creating Roles (on page 244)

Setting Your Preferred Measurement Units (on page 247)
Device Settings (on page 249)

Configuring Network Services (on page 274)

Configuring Security Settings (on page 283)

Creating IP Access Control Rules (on page 284)

Creating Role Access Control Rules (on page 287)
Creating a CSR (on page 291)

Adding Radius Servers (on page 301)

Calendar (on page 310)

Built-in Rules and Rule Configuration (on page 313)
Default Log Messages (on page 319)

Available Actions (on page 332)

Placeholders for Custom Messages (on page 357)
Writing or Loading a Lua Script (on page 378)

Manually Starting or Stopping a Script (on page 380)
Modifying or Deleting a Script (on page 383)

Viewing Connected Users (on page 393)

Viewing or Clearing the Local Event Log (on page 395)
Upgrade Sequence in an Existing Cascading Chain (on page 398)
Bulk Configuration (on page 401)

Bulk Configuration Restrictions (on page 402)
Customizing Bulk Configuration Profiles (on page 404)
Performing Bulk Configuration (on page 405)

Modifying or Removing Bulk Profiles (on page 407)
Backup and Restore of Device Settings (on page 408)
Webcam Management (on page 413)

Configuring Webcams and Viewing Live Images (on page 415)
Sending Links to Snapshots or Videos (on page 418)

How Long a Link Remains Accessible (on page 420)
Viewing and Managing Locally-Saved Snapshots (on page 420)
Changing Storage Settings (on page 423)
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What's New in the PX3 User Guide

Identifying Snapshots Folders on Remote Servers on page 425)
SmartLock and Card Reader (on page 427)

SmartlLock (on page 428)

Card Readers (on page 432)

The ? Command for Showing Available Commands (on page 448)
Querying Available Parameters for a Command (on page 449)
IP Configuration (on page 451)

IPv4-0Only or IPvé-0Only Configuration (on page 452)

Network Interface Settings (on page 453)

Overcurrent Protector Information (on page 457)

Security Settings (on page 470)

Authentication Settings (on page 471)

Specifying the Device Altitude (on page 491)

Setting the Maximum Number of Active Powered Dry Contact
Actuators (on page 492)

Setting the IPv4 Configuration Mode (on page 494)
Setting the IPv4 Preferred Host Name (on page 495)
Setting the IPv4 Address (on page 496)

Setting the IPvé Configuration Mode (on page 498)
Setting the IPvé Preferred Host Name (on page 499)
Setting the IPvé Address (on page 500)

Configuring DNS Parameters (on page 503)

Enabling or Disabling the LAN Interface (on page 504)
Changing the LAN Duplex Mode (on page 506)
Setting NTP Parameters on page 524)

Role Configuration Commands (on page 566)

All Privileges (on page 566)

Authentication Commands (on page 571)
Determining the Authentication Method (on page 571)
LDAP Settings (on page 572)

Adding an LDAP Server (on page 573)

Optional Parameters (on page 574)

lllustrations of Adding LDAP Servers (on page 576)
Copying an Existing Server’s Settings (on page 577)
Modifying an Existing LDAP Server (on page 577)

Raritan. xxiii
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Chapter 1: What's New in the PX3 User Guide

Removing an Existing LDAP Server (on page 580)
Radius Settings (on page 580)

Adding a Radius Server (on page 580)

Modifying an Existing Radius Server (on page 581)
Removing an Existing Radius Server (on page 583)
Downloading Diagnostic Data via SCP (on page 635)
Dashboard Page (on page 649)

Inlets/Outlets Page (on page 654)

fwupdate.cfg (on page 667)

config.txt(on page 671)

RCM Current Sensor (on page 704)

RCM State Sensor (on page 705)

Compliance with |[EC 62020 (on page 706)

Web Interface Operations for RCM (on page 708)
Checking RCM State and Current (on page 708)

RCM Critical State Alarm (on page 709)

Reserving IP Addresses in DHCP Servers (on page 789)
Reserving IP in Windows (on page 790)

Reserving IP in Linux (on page 791)

Default Voltage and Current Thresholds (on page 801)
Possible Root Causes (on page 807)

The Ping Tool on page 810)

Device-Specific Settings (on page 817)

TLS Certificate Chain (on page 817)

What is a Certificate Chain (on page 818)

lllustration - GMAIL SMTP Certificate Chain (on page 821)

Please see the Release Notes for a more detailed explanation of the
changes applied to this version of PX3.
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Chapter 1

Introduction

In this User Guide, PX3 refers to both PX3 and "PX3 with iX7™
controller” unless otherwise specified. PX3 with iX7™ controller is
called PX3-iX7 or iX7™ in the User Guide.

Raritan PX3 is an intelligent power distribution unit (PDU] that allows you
to reboot remote servers and other network devices and/or to monitor
power in the data center.

The intended use of the Raritan PX3 is distribution of power to
information technology equipment such as computers and
communication equipment where such equipment is typically mounted in
an equipment rack located in an information technology equipment
room.

Raritan offers different types of PX3 units -- some are outlet-switching
capable, and some are not. With the outlet-switching function, you can
recover systems remotely in the event of system failure and/or system
lockup, eliminate the need to perform manual intervention or dispatch
field personnel, reduce downtime and mean time to repair, and increase
productivity.

In This Chapter

Product MOdels ......eiiiiiiiie e 1
Package Contents. ... e 1
APIPA and Link-Local Addressing .......cccccecuiiiiiiieiiieiieiee e 3
Before YoU Begin ... 4

Product Models

The PX3 comes in several models that are built to stock and can be
obtained almost immediately. Raritan also offers custom models that are
built to order and can only be obtained on request.

Download the PX3 Data Sheet from Raritan's website, visit the Product
Selector page |http://www.findmypdu.com/| on Raritan's website, or
contact your local reseller for a list of available models.

Package Contents

Raritan.

Alrundof O ingund”

The following sub-topics describe the equipment and other material
included in the product package.
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Zero U Products

The PX3 device

Screws, brackets and/or buttons for Zero U

Cable retention clips for the inlet (for some models only)

Cable retention clips for outlets (for some models only)

An "optional” null-modem cable with DB9 connectors on both ends
(Raritan number: 254-01-0006-00) -- for PX3 models

For PX3-iX7, use a third party RJ45-to-DB9 adapter/cable instead of
the null-modem cable. See RJ45-to-DB9 Cable Requirements for
Computer Connections [for iX7" Only/on page 34).

1U Products

The PX3 device

1U bracket pack and screws

Cable retention clips for the inlet (for some models only)

An "optional” null-modem cable with DB9 connectors on both ends
(Raritan number: 254-01-0006-00) -- for PX3 models

For PX3-iX7, use a third party RJ45-to-DB9 adapter/cable instead of
the null-modem cable. See RJ45-to-DB9 Cable Requirements for
Computer Connections [for iX7" Only/ (on page 34).

2U Products

The PX3 device

2U bracket pack and screws

Cable retention clips for the inlet (for some models only)

An "optional” null-modem cable with DB9 connectors on both ends
(Raritan number: 254-01-0006-00) -- for PX3

For PX3-iX7, use a third party RJ45-to-DB9 adapter/cable instead of
the null-modem cable. See RJ45-to-DB9 Cable Requirements for
Computer Connections [for iX7" Only/ (on page 34).

Raritan.
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APIPA and Link-Local Addressing

Raritan.
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The PX3 supports Automatic Private Internet Protocol Addressing
(APIPA).

With APIPA, your PX3 automatically configures a link-local IP address
and a link-local host name when it cannot obtain a valid IP address from
any DHCP server in the TCP/IP network.

Only IT devices connected to the same subnet can access the PX3 using
the link-local address/host name. Those in a different subnet cannot
access it.

Exception: PX3 in the Port Forwarding mode does not support APIPA.
See Setting the Cascading Mode (on page 265).

Once the PX3 can get a DHCP-assigned IP address, it stops using APIPA
and the link-local address is replaced by the DHCP-assigned address.

P Scenarios where APIPA applies:
e DHCP is enabled on the PX3, but no IP address is assigned to the
PX3.

This may be caused by the absence or malfunction of DHCP servers
in the network.

Note: Configuration by connecting the PX3 to a computer using a
network cable is an application of this scenario. See Connecting the
PX3 to a Computer /on page 32).

e The PX3 previously obtained an IP address from the DHCP server,
but the lease of this IP address has expired, and the lease cannot be
renewed, or no new |IP address is available.

P Link-local addressing:
e |Pv4 address:

Factory default is to enable IPv4 only. The link-local IPv4 address is
169.254.x.x/16, which ranges between 169.254.1.0 and
169.254.254.255.

e |Pvé address:

A link-local IPvé address is available only after IPvé is enabled on the
PX3. See Configuring Network Settings (on page 251).

e Host name - pdu.local:

You can type Attps.//pdu.localto access the PX3 instead of typing the
link-local IP address.

For retrieval of the link-local address, see Device Info (on page 116).
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Before You Begin

Before beginning the installation, perform the following activities:

Unpack the product and components
Prepare the installation site

Check the branch circuit rating

Fill out the equipment setup worksheet

Unpacking the Product and Components

1.

Remove the PX3 device and other equipment from the box in which
they were shipped. See Package Contents (on page 1) for a
complete list of the contents of the box.

Compare the serial number of the equipment with the number on the
packing slip located on the outside of the box and make sure they
match.

Inspect the equipment carefully. If any of the equipment is damaged
or missing, contact Raritan’'s Technical Support Department for
assistance.

Verify that all circuit breakers on the PX3 device are set to ON. If not,
turn them ON.

Or make sure that all fuses are inserted and seated properly. If there
are any fuse covers, ensure that they are closed.

Note: Not all PX3 devices have overcurrent protectors.

Preparing the Installation Site

1.

Make sure the installation area is clean and free of extreme
temperatures and humidity.

Note: If necessary, contact Raritan Technical Support for the
maximum operating temperature for your model. See Maximum
Ambient Operating Temperature /on page 656).

Allow sufficient space around the PX3 device for cabling and outlet
connections.

Review Safety Instructions (on page iii) listed in this User Guide.

Checking the Branch Circuit Rating

The rating of the branch circuit supplying power to the PDU shall be in
accordance with national and local electrical codes.

Raritan.
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Chapter 1: Introduction

Filling Out the Equipment Setup Worksheet

An Equipment Setup Worksheet is provided in this User Guide. See
Equipment Setup Worksheet (on page 660). Use this worksheet to
record the model, serial number, and use of each IT device connected to
the PDU.

As you add and remove devices, keep the worksheet up-to-date.



Chapter 2

Rackmount, Inlet and Outlet
Connections

In This Chapter

Circuit Breaker Orientation Limitation .....c..cccooviiiiiiiiici 6
Rack-Mounting the PDU ... 6
Connecting a Locking Line Cord ........ccoiiiiiiiiiiiiiie e 15
Installing Cable Retention Clips on the Inlet (Optional) .......cccocvevennnene. 17
Installing Cable Retention Clips on Outlets (Optional) ......c.ccoccvevveveenennene. 18
Locking Outlets and Cords .....ooaieiieiiiee et 19

Circuit Breaker Orientation Limitation

Usually a PDU can be mounted in any orientation. However, when
mounting a PDU with circuit breakers, you must obey these rules:

e Circuit breakers CANNOT face down. For example, do not
horizontally mount a Zero U PDU with circuit breakers on the ceiling.

e Ifarackis subject to shock in environments such as boats or
airplanes, the PDU CANNOT be mounted upside down. If installed
upside down, shock stress reduces the trip point by 10%.

Note: If normally the line cord is down, upside down means the line
cord is up.

Rack-Mounting the PDU

Raritan.
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This chapter describes how to rack mount a PX3 device. Only the most
common rackmount method is displayed. Follow the procedure suitable
for your model.

Rackmount Safety Guidelines

In Raritan products which require rack mounting, follow these
precautions:

= QOperation temperature in a closed rack environment may be
greater than room temperature. Do not exceed the rated
maximum ambient temperature of the Power Distribution Units.
See Specifications on page 656) in the User Guide.

= Ensure sufficient airflow through the rack environment.

= Mount equipment in the rack carefully to avoid uneven
mechanical loading.
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Connect equipment to the supply circuit carefully to avoid
overloading circuits.

Ground all equipment properly, especially supply connections, to
the branch circuit.

Mounting Zero U Models Using L-Brackets

If your PDU has circuit breakers implemented, read Circuit Breaker
Orientation Limitation (on page 6) before mounting it.

P  To mount Zero U models using L-brackets:
1. Align the baseplates on the rear of the PX3 device.

2. Secure the baseplates in place. Use the included L-shaped hex key

to loosen the hex socket screws until the baseplate is "slightly”
fastened.

Raritan. 7
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Chapter 2: Rackmount, Inlet and Outlet Connections

3. Align the L-brackets with the baseplates so that the five screw-holes
on the baseplates line up through the L-bracket’s slots. The
rackmount side of brackets should face either the left or right side of
the PX3 device.

4. Fasten the brackets in place with at least three screws (one through
each slot). Use additional screws as desired.

5. Using rack screws, fasten the PX3 device to the rack through the
L-brackets.

Raritan.
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Mounting Zero U Models Using Button Mount

If your PDU has circuit breakers implemented, read Circuit Breaker
Orientation Limitation (on page 6) before mounting it.

74

O]
&

P  To mount Zero-U models using button mount:
1. Align the baseplates on the rear of the PX3 device. Leave at least 24
inches between the baseplates for stability.

2. Make the baseplates grasp the device lightly. Use the included
L-shaped hex key to loosen the hex socket screws until the
baseplate is "slightly” fastened.

3. Screw each mounting button in the center of each baseplate. The
recommended torque for the button is 1.96 N-m (20 kgf-cm).

-

4. Align the large mounting buttons with the mounting holes in the
cabinet, fixing one in place and adjusting the other.

Raritan.
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Chapter 2: Rackmount, Inlet and Outlet Connections

5. Loosen the hex socket screws until the mounting buttons are
secured in their position.

6. Ensure that both buttons can engage their mounting holes
simultaneously.

7. Press the PX3 device forward, pushing the mounting buttons through
the mounting holes, then letting the device drop about 5/8". This
secures the PX3 device in place and completes the installation.

Mounting Zero U Models Using Claw-Foot Brackets

If your PDU has circuit breakers implemented, read Circuit Breaker
Orientation Limitation (on page 6] before mounting it.

&
= )
= N

P  To mount Zero U models using claw-foot brackets:
Align the baseplates on the rear of the PX3 device.

2. Secure the baseplates in place. Use the included L-shaped hex key
to loosen the hex socket screws until the baseplate is “slightly”
fastened.

10 Raritan.
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Chapter 2: Rackmount, Inlet and Outlet Connections

Align the claw-foot brackets with the baseplates so that the five
screw-holes on the baseplates line up through the bracket's slots.
The rackmount side of brackets should face either the left or right
side of the PX3 device.

Fasten the brackets in place with at least three screws (one through
each slot). Use additional screws as desired.

Using rack screws, fasten the PX3 device to the rack through the
claw-foot brackets.

"
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Mounting Zero U Models Using Two Rear Buttons

The following describes how to mount a PDU using two buttons only. If
your PDU has circuit breakers implemented, read Circuit Breaker
Orientation Limitation (on page 6) before mounting it.

1|

|

P To mount Zero U models using two buttons:
1. Turn to the rear of the PDU.

2. Locate two screw holes on the rear panel: one near the bottom and
the other near the top (the side of cable gland).

3. Screw a button in the screw hole near the bottom. The
recommended torque for the button is 1.96 N-m (20 kgf-cm).

12 Raritan.
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Chapter 2: Rackmount, Inlet and Outlet Connections

4. Screw a button in the screw hole near the top. The recommended
torque for the button is 1.96 N-m (20 kgf-cm).

5. Ensure that the two buttons can engage their mounting holes in the
rack or cabinet simultaneously.

6. Press the PX3 device forward, pushing the mounting buttons through
the mounting holes, then letting the device drop slightly. This
secures the PX3 device in place and completes the installation.

Mounting 1U or 2U Models

Using the appropriate brackets and tools, fasten the 1U or 2U device to
the rack or cabinet.

» To mount the PX3 device:

1. Attach a rackmount bracket to both sides of the PX3 with the
provided screws.

2. Insert the cable-support bar into rackmount brackets.

13
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3. Secure with the provided end cap screws.

4. Fasten the rackmount brackets' ears to the rack using your own
fasteners.

Raritan.
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Connecting a Locking Line Cord

Raritan.
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The PX3 is shipped with either of the following locking line cords.
e Aline cord with locking clips: A locking inlet on the PDU is required
for this cord.

e Aline cord with slide release buttons: This line cord automatically
locks after being connected to the inlet. A locking inlet is not
required for this cord.

A locking inlet and/or locking line cord ensure that the line cord is
securely fastened to the inlet.

P To connect a cord with locking clips:

Make sure the line cord’s locking clips fit into the locking holes at two
sides of the inlet when plugging the cord’s connector into the PDU's
locking inlet.

@ ®)

Number Item

1 Locking holes on the inlet

2 Locking clips of the line cord

15
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» To connect a cord with slide release buttons:

Simply plug the cord’s connector into the PDU’s inlet.

Number Item

1 Slide release buttons

For information on removing the locking line cord, see Disconnecting a
Locking Line Cord (on page 16).

Disconnecting a Locking Line Cord

The ways to disconnect a locking line cord vary according to the cord
type.

P To disconnect a line cord with locking clips:

Press both locking clips of the line cord while unplugging the cord.

Tip: You can slightly move the line cord’s plug horizontally while pulling
it out to facilitate the disconnection process.

Raritan.
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Chapter 2: Rackmount, Inlet and Outlet Connections

» To disconnect a line cord with slide release buttons:

Push both slide release buttons toward the cord while unplugging this
cord.

e

f.'FIr‘

Installing Cable Retention Clips on the Inlet (Optional)

Raritan.
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If your PX3 device is designed to use a cable retention clip, install the clip
before connecting a power cord. A cable retention clip prevents the
connected power cord from coming loose or falling off.

The use of cable retention clips is highly recommended for regions with
high seismic activities, and environments where shocks and vibrations
are expected.

N

P Toinstall and use a cable retention clip on the inlet:
1. Locate two tiny holes adjacent to the inlet.

2. Install the cable retention clip by inserting two ends of the clip into
the tiny holes.

Zero U models 1U/2U models

- N

L)

3. Connect the power cord to the inlet, and press the clip toward the
power cord until it holds the cord firmly.

17
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Zero U models 1U/2U models

Installing Cable Retention Clips on Outlets (Optional)

If your PX3 device is designed to use a cable retention clip, install the clip
before connecting a power cord. A cable retention clip prevents the
connected power cord from coming loose or falling off.

The use of cable retention clips is highly recommended for regions with
high seismic activities, and environments where shocks and vibrations
are expected.

These optional clips come in various sizes to accommodate diverse
power cords used on IT equipment, which are connected to C13 or C19
outlets. You can request a cable retention kit containing different sizes of
clips from you reseller. Make sure you use a clip that fits the power cord
snugly to facilitate the installation or removal operation (for servicing).

\(d(b\\\
\ -
Note: Some NEMA sockets on PSE-certified PDUs for Japan have

integral locking capability and do not need cable retention clips. See
Locking Outlets and Cords (on page 19).

P Toinstall and use a cable retention clip on the outlet:

1. Locate two tiny holes at two sides of an outlet.

Raritan.
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2. Install the cable retention clip by inserting two ends of the clip into
the tiny holes.

3. Plug the power cord into the outlet, and press the clip toward the
power cord until it holds the cord firmly. The clip’s central part
holding the plug should face downwards toward the ground, like an
inverted "U". This allows gravity to keep the clip in place.

4. Repeat the same steps to install clips and power cords on the other
outlets.

Locking Outlets and Cords

Raritan.
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In addition to the cable retention clips, Raritan also provides other
approaches to secure the connection of the power cords from your IT
equipment to the Raritan PDUs, including:

e SecurelLock™ outlets and cords

e Button-type locking outlets

Note that NOT all Raritan PDUs are implemented with any of the above
locking outlets.
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SecureLock™ Qutlets and Cords

SecurelLock™is an innovative mechanism designed by Raritan, which
securely holds C14 or C20 plugs that are plugged into Raritan PDUs in
place. This method requires the following two components:

e Raritan PDU with SecureLock™ outlets, which have a latch slot inside
either side of the outlet.

e Securelock™ cords, which is a power cord with a locking latch on
each side of its plug. The following diagram illustrates such a plug.

Item Description

A Latches on the SecurelLock™ cord's plug

Only specific PDUs are implemented with the SecurelLock™ mechanism.
If your PDU does not have this design, do NOT use the SecurelLock™ cords
with it.

Tip: The Securelock™ outlets can accept regular power cords for power
distribution but the SecureLock™ mechanism does not take effect.

P To lock a power cord using the SecureLock™ mechanism:
1. Verify that the SecurelLock™ cord you purchased meets your needs.

= The cords' female socket matches the power socket type (C14 or
C20) on your IT equipment.

= The cord's male plug matches the outlet type (C13 or C19) on
your PDU.
2. Connect the SecurelLock™ cord between the IT equipment and your
PDU.
= Plug the female socket end of the cord into the power socket of
the desired IT equipment.

= Plug the male plug end of the cord into the appropriate
SecureLock™ outlet on the PDU. Push the plug toward the outlet
until you hear the click, which indicates the plug’s latches are
snapped into the latch slots of the outlet.

Raritan.
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> Toremove a SecureLock™ power cord from the PDU:

1. Press and hold down the two latches on the cord’s plug as illustrated
in the diagram below.

2. Unplug the cord now.

Button-Type Locking Outlets

A button-type locking outlet has a button on it. Such outlets do not
require any special power cords to achieve the locking purpose. All you
need to do is simply plug a regular power cord into the locking outlet and
the outlet automatically locks the cord.

P  Toremove a power cord from the locking outlet:

1. Press and hold down the tiny button on the outlet. Depending on the
outlet type, the button location differs.

0.9

2. Unplug the power cord now.
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Chapter 3

Initial Installation and Configuration

This chapter explains how to install a PX3 device and configure it for
network connectivity.

In This Chapter

Connecting the PDU to a Power SOUrce .......cccoeviiieeiiiie e 22
Connecting the PX3 to Your Network......cccooiiiiiiie e 23
Configuring the PX3 ... 27
Bulk Configuration Methods .........ccooiiiiiiiiie e 35

Cascading Multiple PX3 Devices for Sharing Ethernet Connectivity........ 35
Power-Sharing Restrictions and Connection (for iX7™ Only)

Connecting the PDU to a Power Source

Raritan.
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1. Verify that all circuit breakers on the PX3 device are set to ON. If not,
turn them ON.

Or make sure that all fuses are inserted and seated properly. If there
are any fuse covers, ensure that they are closed.

Note: Not all PX3 devices have overcurrent protectors.

2. Connect each PX3 to an appropriately rated branch circuit. See the

label or nameplate affixed to your PX3 for appropriate input ratings
or range of ratings.

Note: When a PX3 device powers up, it proceeds with the power-on
self test and software loading for a few moments. At this time, the
outlet LEDs cycle through different colors. Note that outlet LEDs are
only available on some PDU models.

3. When the software has completed loading, the outlet LEDs show a

steady color and the front panel display illuminates.
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Connecting the PX3 to Your Network

To remotely administer the PX3, you must connect the PX3 to your local
area network (LAN). PX3 can be connected to a wired or wireless
network.

Note: If your PX3 will work as a master device in the bridging mode, you
must make a wired connection. See Cascading PX3 via USB /on page
38).

The Ethernet port of PX3 must be enabled for the described connection
to work properly. Per default, the Ethernet port is enabled. See Wired
Network Settings (on page 252).

» To make a wired connection:

1. Connect a standard network patch cable to the ETHERNET port on
the PX3.

2. Connect the other end of the cable to your LAN.

You can connect either Ethernet port of an iX7™ device to the LAN, but the
"green” port labeled "ETH®10/100/1000" is highly recommended
because it supports 1000 Mbps. You can also connect both Ethernet ports
to the LAN. See Dual Ethernet Connection [for iX7" Only/ (on page 26).

Below illustrates the ETHERNET ports on Zero U models. Note that the port
locations on your models may differ.

e PX3 models:
ETHERNET

CONSOLE | MODEN USE-B

Vi
Oogi o ® ®
== @@

wsa.AL

EE=Raritan =

SERSOR UER-AC FEATURE
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e PX3-iX7 models:
ETH®10/100

o
RESET

Raritan

L

EXFANSION  FEATURE
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Q il o ®
= AN

T

ETH®10/100/1000

Warning: Accidentally plugging an RS-232 RJ-45 connector into the
ETHERNET port can cause permanent damages to the Ethernet
hardware.

P To make a wireless connection:
Do one of the following:
=  Plug a supported USB wireless LAN adapter into the USB-A port
on your PX3.

=  Connect a USB hub to the USB-A port on the PX3. Then plug the
supported USB wireless LAN adapter into the appropriate USB
port on the hub.

See USB Wireless LAN Adapters (on page 24] for a list of supported
wireless LAN adapters.

USB Wireless LAN Adapters
The PX3 supports the following USB Wi-Fi LAN adapters.

24

Wi-Fi LAN adapters

Supported 802.11

protocols
SparkLAN WUBR-508N A/B/G/N
Proxim Orinoco 8494 A/B/G
Zyxel NWD271N B/G
Edimax EW-7722UnD A/B/G/N
TP-Link TL-WDN3200 v1 A/B/G/N
Raritan USB WIFI A/B/G/N

Raritan.
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Note: To use the Edimax EW-7722UnD or Raritan USB WIFI wireless LAN
adapter to connect to an802.11n wireless network, the handshake
timeout setting must be changed to 500 or greater, or the wireless
connection will fail.

Supported Wireless LAN Configuration

If wireless networking is preferred, ensure that the wireless LAN
configuration of your PX3 matches the access point. The following is the
wireless LAN configuration that the PX3 supports.

* Network type: 802.11 A/B/G/N
*  Protocol: WPA2 (RSN])

= Key management: WPA-PSK, or WPA-EAP with PEAP and
MSCHAPv2 authentication

= Encryption: CCMP (AES)

Important: Supported 802.11 network protocols vary according to the
wireless LAN adapter being used with the PX3. See USB Wireless
LAN Adapters [on page 24).
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Dual Ethernet Connection (for iX7™ Only)
An iX7™ device has two Ethernet (LAN] ports:

e ETH®10/100/1000 (marked in green) supports up to 1000 Mbps. This
is "ETH1".

e ETH®10/100 (marked in white) supports up to 100 Mbps. This is
"ETH2".

For more information on the two ports, see Connection Port Functions
(on page 88).

You can connect both ports to different subnets (networks) and therefore
obtain two IP addresses for wired networking. It is strongly
recommended that you DO NOT connect both ports to the same subnet to
avoid potential issues. Contact your IT department if you are not sure
whether the two Ethernet ports are connecting to the same or different
subnets.

Exception: A USB-cascading chain must connect to “only one” network.
Do NOT connect both Ethernet ports of an IX7" master or slave device to
the LAN. See Cascading Multiple PX3 Devices for Sharing Ethernet
Connectivity /on page 35).

> Check list when connecting both ports to the networks:

e Both Ethernet interfaces are connecting to different subnets.

e Both Ethernet interfaces have been enabled. By default both are
enabled. See Device Info (on page 116) and Ethernet Interface
Settings (on page 254).

e Both Ethernet interfaces are configured with proper IPv4 and/or IPvé
settings. See Wired Network Settings (on page 252).
= |tis NOT required that the two Ethernet interfaces share similar

network settings. For example, you can enable IPv4 settings in
one interface but enable IPv6 settings in the other, or apply
static IP to one but DHCP IP to the other.

e The cascading mode is disabled. By default it is disabled. See Setting
the Cascading Mode (on page 265).
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Configuring the PX3

Raritan.
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You can initially configure the PX3 via one of the following:

A TCP/IP network that supports DHCP
A mobile device with PDView installed
A computer physically connected to the PX3

Configuration via a DHCP-enabled network:

Connect the PX3 to a DHCP IPv4 network. See Connecting the PX3
to Your Network (on page 23).

Retrieve the DHCP-assigned IPv4 address. Use the front panel LCD
display to retrieve it. See Device Info (on page 116).

Launch a web browser to configure the PX3. See Login (on page
132).

Configuration via a connected mobile device:

Download the PDView app to your mobile device. See Connecting a
Mobile Device to PX3 (on page 28).

Connect the mobile device to PX3 via USB.
Launch PDView to configure the PX3.

Configuration via a connected computer:

Connect the PX3 to a computer. See Connecting the PX3 to a

Computer (on page 32).

Use the connected computer to configure the PX3 via the command

line or web interface.

= Command line interface: See /nitial Network Configuration via
CL/(on page 812).

= Web interface: Launch the web browser on the computer, and
type the link-local IP address or pdu.localto access the PX3. See
Login (on page 132).

For link-local IP address retrieval, see Device Info (on page 116).

Tip: To configure a number of PX3 devices quickly, see Bulk
Configuration Methods /on page 35).
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Connecting a Mobile Device to PX3
Raritan’s PDView is a free app that turns your i0OS or Android mobile
device into a local display for the PX3.

PDView is especially helpful when your PX3 is not connected to the
network but you need to check the PX3 status, retrieve its information, or
change its settings.

P Requirements for using PDView:
e The PX3is running firmware version 3.0.0 or later.
e If using an Android device, it must support USB "On-The-Go" (0TG).

e Anappropriate USB cable is required. For information, refer to Step
2 below.

> Step 1: Download and install PDView
1. Visit either Apple App or Google Play Store.
»  https://itunes.apple.com/app/raritan-pdview/id 780382738

= hitps.//play.google.com/store/apps/details ?id=com.raritan.andro
id.paview

> Step 2: Connect the mobile device to PX3
1. Getan appropriate USB cable for your mobile device.

= /0S: Use the regular USB cable shipped with your i0S mobile
device.

= Android- Use an USB OTG adapter cable.
2. Connect the mobile device to the appropriate USB port on the PX3.
= /0S: USB-A port.

Raritan.
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*  Android- USB-B port
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> Step 3: Launch PDView to access the PX3

1. Launch the PDView app from your mobile device. Below illustrate
iPad’'s PDView screens.

The "Disconnected” message displays first when PDView has not

detected the PX3 yet.

A diagram in PDView indicates the appropriate USB port your
mobile device should connect according to your mobile operating

a.

system.
4 )
USB-A
Disconnected
—— Please connect your device to the
USB-A port on your PDU.
Ao /
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30

Note: PDView also shows the ‘Disconnected’ status during the
firmware upgrade. If so, wait until the firmware upgrade finishes.

b. The PDView shows the "Connected” message when it detects the
connected PX3.

USB-A

Connected

e Authenticating...

2. If the factory-default user credentials "admin/raritan” remain
unchanged, PDView automatically logs in to the PX3 web interface.

If they have been changed, the login screen displays instead and you
must enter appropriate user credentials for login.
3. The web interface opens. Now you can view or modify the data of
PX3.
= The web interface prompts you to change the password if this is
the first time you log in.

Tip: You can store the updated "admin” or other user credentials in
PDView so that automatic login always functions properly upon detection
of the PX3 device. See Saving User Credentials for PDView's
Automatic Login /on page 37).
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Saving User Credentials for PDView's Automatic Login

When PDView detects the PX3, it automatically tries to log in with the
factory-default user credentials -- admin (user name) and raritan
(password).

If the factory-default user credentials have been modified, the automatic
login fails and PDView will show the login screen for you to manually
enter user credentials.

To make automatic login work again, you can save the modified admin
credentials or any custom user credentials in PDView. A maximum of 5
user credentials can be saved, and PDView will try the saved credentials
one by one until the login succeeds.

The following procedure illustrates iPad only, but the procedure applies
to any i0S or Android mobile devices.

» To save user credentials in PDView:

1. Make sure your mobile device is NOT connected to the PX3 so that
PDView does NOT perform the automatic login feature after it is
launched.

2. Launch PDView on your mobile device.

@b

Raritan

3. Tap the top-righticon {Q\} (i0S) or E] (Android).

USE-A

Disconnected
EI Please connect your device to the

USE-A port on your PDU.
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4. The user credentials setup page opens.

iPad = 1005 -+

< Raritan PDView Settings Save

Default Username/Password Credentials:

Username 1: Password:
Username 2: Password:
Username 3. Password:
Username 4: Password:
Username 5: Password:

5. Type the desired user credentials, and tap Save.

Connecting the PX3 to a Computer

The PX3 can be connected to a computer for configuration via one of the
following ports.

e ETHERNET port

e USB-B port
e RS-232 serial port (model dependent -- RJ-45 or male DB9
connector)

Note that the port locations on your models may differ.
e PX3 models:
RS-232 (DB9) USB-B ETHERNET

N V¥

CONSOLE | MODEN USEE ETHERNET

k=1 ®®
SERaritan | I iy - ONO

UEE-AC FEATORE

SENSOA
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e PX3-iX7 models:
RS-232 (RJ-45) USB-B ETH®10/100

N Y Y

SEMSGR  COWSSLEMMODEM usa-§

i@@o o®
rartan | T E ©®
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ETH®10/100/1000

To use the command line interface (CLI) for configuration, establish an
RS-232 or USB connection.

To use a web browser for configuration, make a network connection to
the computer. The PX3 is automatically configured with the following
link-local addressing in any network without DHCP available:

o hitps://169.254.x.x (where x is a number)
o https://pdu.local
See APIPA and Link-Local Addressing (on page 3).

Establish one of the following connections to a computer. The Ethernet
port of PX3 must be enabled for the described connection to work
properly. Per default, the Ethernet port is enabled.

» Direct network connection:

1. Connect one end of a standard network patch cable to the
ETHERNET port of the PX3.

= For iX7™with dual Ethernet ports, either Ethernet port is fine.
Connect the other end to a computer’'s Ethernet port.

On the connected computer, launch a web browser to access the PX3,
using either link-local addressing: pdu.localor 169.254.x.x. See
Login (on page 132).

> USB connection:

1. A USB-to-serial driver is required in Windowse®. Install this driver
before connecting the USB cable. See /nstalling the USB-to-Serial
Driver (Optional] (on page 811).

2. Connect a USB cable between the PX3 device's USB-B port and a
computer's USB-A port.

3. Perform /nitial Network Configuration via CL/(on page 812).
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Note: Not all serial-to-USE converters work properly with the PX3 so
Raritan does not introduce the use of such converters.

> Serial connection for "DB9" RS-232 connector on PX3:

1. Connect one end of the null-modem DB9 cable to the male "DB9%"
RS-232 port labeled CONSOLE / MODEM on the PX3.

Connect the other end to your computer's RS-232 port (COM).
Perform /nitial Network Configuration via CL/(on page 812).

> Serial connection for "RJ-45" RS-232 connector on iX7™ devices:

1. The iX7™ device's serial connection procedure is the same as above
except that a third party RJ-45 to "DB9 female" adapter/cable is
required, such as the blue Cisco adapter cable. This is because the
CONSOLE / MODEM port on the iX7" device is a female RJ-45
connector.

See RJ45-to-DBY Cable Requirements for Computer Connections
[for iX7" Only] on page 34).

2. Perform /nitial Network Configuration via CL/(on page 812).

RJ45-to-DB9 Cable Requirements for Computer Connections (for iX7™ Only)
An RJ45-to-DB9 adapter/cable is required for connecting the iX7™ device
to a computer, if the use of a USB cable is not intended.

A third party RJ45-to-DB9 adapter/cable needs to meet the following
requirements.

e RJ-45to "DB9 female”

e RX/TXand according control pins are CROSSED

The widespread blue Cisco RJ-45 to DB9 adapter cable is highly
recommended, which has the following pin assignments:

DB9 pin signal  DB9 pin No. RJ-45 pin No. RJ-45 pin signal
CTS 8 1 RTS
DSR 6 2 DTR
RxD 2 3 TxD
GND 5 4 GND
GND 5 5 GND
TxD 3 b RxD
DTR 4 7 DSR
RTS 7 8 CTS

Raritan.
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DB9 pin signal  DB9 pin No. RJ-45 pin No. RJ-45 pin signal
DCD 1 (Not connected)

N/A
RI 9 (Not connected)

Note: The blue Cisco RJ-45 to DBY adapter cable CANNOT be used for
connecting a modem. See RJ45-to-DB9 Cable Requirements for
Modem Connections (for iX7" Only) /on page 786).

Bulk Configuration Methods

If you have to set up multiple PX3 devices, you can use one of the
following configuration methods to save your time.

P Use a bulk configuration file:

e Requirement: ALl PX3 devices to configure are of the same model
and firmware.

e Procedure: First finish configuring one PX3. Then save the bulk
configuration file from it and copy this file to all of the other PX3
devices.

See Bulk Configuration (on page 401).

> Usea TFTP server:

e Requirement: DHCP is enabled in your network and a TFTP server is
available.

e Procedure: Prepare special configuration files, which must include
fwupdate.cfg, and copy them to the root directory of the TFTP server.
Re-boot all PX3 after connecting them to the network.

See Bulk Configuration or Firmware Upgrade via DHCP/TFTP (on
page 678).

P Use a USB flash drive:

e Requirement: A FAT32- or supperfloppy-formatted USB flash drive
containing special configuration files is required.

e Procedure: Plug this USB drive into the PX3. When a happy smiley is
shown on the front panel display, press and hold one of the control
buttons on the front panel until the display turns blank.

See Configuration or Firmware Upgrade with a USB Drive (on
page 664).

Cascading Multiple PX3 Devices for Sharing Ethernet Connectivity

Important: To upgrade an existing USB-cascading chain from any

Raritan. 3
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pre-3.3.10 firmware version to version 3.3.10 or later, follow the
Upgrade Sequence in an Existing Cascading Chain lon page 398).

You can have multiple PX3 devices share one Ethernet connection by
cascading them via one of the interfaces below:

e USB interface -- for cascading multiple PX3 or multiple iX7™ PDUs
e Ethernetinterface -- for cascading multiple iX7" PDUs

The first one in the cascading chain is the master device and all the other
are slave devices. Only the master device is physically connected to the
LAN -- wired or wireless.

Each device in the chain is accessible over the network, with the Bridging
or Port-Forwarding cascading mode activated on the master device. See
Setting the Cascading Mode (on page 265).

e Bridging: Each device in the cascading chain is accessed with a
different IP address.

e Port Forwarding: Each device in the cascading chain is accessed
with the same IP address(es) but with a different port number
assigned.

P Basic cascading restrictions:
e All devices in the chain must run "compatible” firmware versions.

= Firmware version 3.3.10 or later is NOT compatible with
pre-3.3.10 firmware versions in terms of the cascading feature
so all devices in the cascading chain must run version 3.3.10 or
later.

e Inthe Bridging mode, the master device can have “only one”
connection to the network. If the master device is an iX7™ device with
two Ethernet ports, DO NOT connect both ports to the network(s)
unless your network has the R/STP protocol enabled.

Note: The Port Forwarding mode does NOT have this restriction. In
this mode, you can enable one wired and one wireless network
connections for non-iX7 products, or enable two wired and one
wireless network connections for iX7” products.

Raritan.
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e Do NOT connect slave devices to the LAN via a standard network
patch cable or a USB wireless LAN adapter.

e The cascading mode of all devices in the chain must be the same.

e (WIFl only) You must use Raritan's USB WIF| wireless LAN adapter
instead of other WIFI adapters for wireless network connection.

P Troubleshooting:

When a networking issue occurs, check the cascading connection and/or
software settings of all devices in the chain. See Cascading
Troubleshooting (on page 807).

> Online Cascading Guide:

For detailed information on the cascading configuration and restrictions,
see the Cascading Guide, which is available from Raritan website's
Support page |http://www.raritan.com/support/|.
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Cascading PX3 via USB

You must set the cascading mode before establishing the chain. See

Setting the Cascading Mode (on page 265).

Any certified USB 2.0 cable up to 5 meters (16 feet) long can be used.

Both cascading modes support a maximum of 16 devices in a chain.

The following diagram illustrates PX3 PDUs cascaded via USB.

e

usB-B
e B ) - 10 B | —

UsB-A

usB-B

F1o=4 4 S ) e W e
UsB-A

UsB-B

Number Device role
0 Master device

9 Slave 1
6 Slave 2
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Number Device role

4]

>

Slave 3

To cascade PX3 devices via USB:

Make sure all Raritan devices are running firmware version 3.3.10 or
later.

Choose the appropriate one as the master device.

= When the Port Forwarding mode over "wireless LAN" is intended,
the master device must be a Raritan product with two USB-A
ports, such as PX3, EMX2-888, PX3TS or BCM2.

Log in to all devices one by one and select the same cascading mode.
= Bridging mode:

Set the cascading mode of all devices to Bridging.
= Port Forwarding mode:

Set the cascading mode of all devices to Port Forwarding. Make
sure the cascading role and downstream interface are also set
correctly.

See Setting the Cascading Mode (on page 265).
Connect the master device to the LAN, using a method below.
= Bridging mode:
Use a standard network patch cable (CAT5e or higher].
= Port Forwarding mode:
Use a standard network patch cable and/or a Raritan USB WIFI
wireless LAN adapter. For information on the Raritan USB WIFI
adapter, see USB Wireless LAN Adapters (on page 24).
Connect the USB-A port of the master device to the USB-B port of an
additional PX3 via a USB cable. This additional device is Slave 1.
Connect Slave 1's USB-A port to the USB-B port of an additional PX3
via another USB cable. The second additional device is Slave 2.
Repeat the same step to connect more slave devices. You can
cascade up to 15 slave devices.
(Optional] Configure or change the network settings of the master
and/or slave devices as needed. See Configuring Network Settings
(on page 251).
= Bridging mode: Each cascaded device has its own network
settings.
For example, you can have some devices use DHCP-assigned IP
addresses and the others use static IP addresses.
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= Port Forwarding mode: Only the master device's network
settings should be configured.
P Atip for USB cascading:

The "USB-cascading” chain can be a combination of diverse Raritan
products that support the USB-cascading feature, including PX2, PX3,
PX3-iX7, transfer switch, BCM and EMX.

Raritan.
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Extended Cascading with PX3-iX7 Models

Only PX3-iX7 supports cascading via either Ethernet or USB ports
because they have two Ethernet ports and two USB-A ports.

You can use either Ethernet port on the iX7™ device for cascading.

You must set the cascading mode before establishing the chain. See
Setting the Cascading Mode (on page 265).

Both cascading modes support a maximum of 16 devices in a chain.

When establishing a Port-Forwarding chain, make sure you follow the
guidelines described in the section titled Unsupported Cascading
Connections for Port Forwarding (on page 45).

You can mix Ethernet and USB cascading in an iX7™ chain if preferred.
The following diagram illustrates such a chain.

The distance between two Ethernet-cascaded devices can be up to 100
meters, while the distance between two USB-cascaded devices supports
up to 5 meters only.
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0 Master device

9 Slave 1

6 Slave 2

e Slave 3
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Chapter 3: Initial Installation and Configuration

For instructions on USB cascading, see Cascading PX3 via USB (on page
38).

> Suggestions for extended cascading:

e Ethernet cascading is recommended because of the longer distance,
lower latency and more reliable connection it supports.

e The 'green' ETH1 port (ETH®10/100/1000) of the master device is
recommended for network connection because it supports up to
1000 Mbps.

P To cascade iX7™ PDUs via Ethernet ports:

1. Make sure all Raritan devices are running firmware version 3.3.10 or
later.

2. Choose one iX7" PDU as the master device.
Log in to all devices one by one and select the same cascading mode.
= Bridging mode:
Set the cascading mode of all devices to Bridging.
= Port Forwarding mode:

Set the cascading mode of all devices to Port Forwarding. Make
sure the cascading role and downstream interface are also set
correctly.

See Setting the Cascading Mode (on page 265).
4. Connect the master device to the LAN, using a method below.
= Bridging mode:
Use a standard network patch cable (CAT5e or higher).
= Port Forwarding mode:

Use a standard network patch cable and/or a Raritan USB WIFI
wireless LAN adapter. For information on the Raritan USB WIFI
adapter, see USB Wireless LAN Adapters (on page 24).

5. Connect the available Ethernet port of the master device to either
Ethernet port of another iX7™ via a standard network patch cable.
This additional iX7™ device is Slave 1.

6. Connect Slave 1's available Ethernet port to either Ethernet port of
another iX7™ via a standard network patch cable. The second
additional device is Slave 2.

7. Repeat the same step to connect more iX7™ devices. You can cascade
up to 15 slave devices.

8. (Optional] Configure or change the network settings of the master
and/or slave devices as needed. See Configuring Network Settings
(on page 251).
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= Bridging mode: Each cascaded device has its own network
settings.
For example, you can have some devices use DHCP-assigned IP
addresses and the others use static IP addresses.

= Port Forwarding mode: Only the master device's network
settings should be configured.

P Enable R/STP if a cascade loop is preferred:

You can "loop™ a cascading chain to create network communication
redundancy (Bridging mode only), but only when your network
supports R/STP protocol.

Make sure that your network has R/STP enabled if using a cascade
loop (Bridging mode) or else network loops may occur.

Raritan.
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Unsupported Cascading Connections for Port Forwarding

The following guidelines must be obeyed for establishing a cascading
chain in the Port Forwarding mode.

e FEach cascaded device, except for the master device, must have only
one upstream device.

e FEach cascaded device, except for the last slave device, must have
only one downstream device.

e Use only one cable to cascade two devices. That is, NO simultaneous
connection of USB and Ethernet cables between two cascaded
devices.

The following diagrams illustrate cascading connections that are NOT
supported.

Note: These diagrams are based on Raritan’s PX3-iX7 Zero U PDUs, but
the same guidelines apply to other Raritan iX7" products.

> UNSUPPORTED connections:
e One cascaded device has two upstream devices via Ethernet cables.

EEPH = o®

Raritan |? = l = ©O
Ethernet Ethernet
o® k| O o0®
Qe Raritan |!| . o®

Raritan.
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e One cascaded device has two upstream devices via Ethernet and
USB cables.

©®

\Ethernet

@@‘

©e
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e One cascaded device has two downstream devices.
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O
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e One device is connected to another device via two cascading cables -
USB and Ethernet cables.

O®
QI®)

O ®
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Power-Sharing Restrictions and Connection (for iX7™ Only)
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Two iX7™ devices can share power supply to their controllers via
EXPANSION ports, so that when either iX7™ controller fails to receive DC
12V power from its inlet(s), it continues to receive backup power from
another iX7™ device which functions properly and therefore remains to be
accessible to users.

For documentation purpose, the term "power-sharing mode” is used
to describe the status when the 12V power supply from the inlet to
an iX7™ controller fails, causing that controller to receive power from
another iX7™ device.

Before making a power-sharing connection, first read Power-Sharing
Configurations and Restrictions on page 49), and remove unsupported
equipment from BOTH iX7™ PDUs.

After a PDU enters the power-sharing mode, some of its data/operations
remain to be available while other data/operations are no longer
available.

P Unavailable data or operations on the PDU that enters the
power-sharing mode:

e All outlets lose power, and enter the "disabled” state.

= No outlet switching can be performed if the iX7™ is an
outlet-switching capable PDU.
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e Allinternal sensors become “unavailable”, including sensors of
inlets, outlets, and OCPs.

Exception: Only active energy data remains available.

e Communications with relay/meter boards are lost. Therefore,
firmware upgrade may fail due to this reason.

P Available data or operations on the PDU that enters the
power-sharing mode:

e Change software settings, such as customizing names, modifying
network settings, configuring thresholds, and so on.

Note: Outlet switching is not available because all outlets lose
power.

e Monitor the status of connected Raritan environmental sensor
packages, or configure/control their settings.

e Operate the front panel display.

P Events that occur when entering the power-sharing mode:

e The 12V power supply sensor enters the fault state. See +72V Power
Supply Sensor [for iX7" Only/ (on page 167).

Tip: You can set an event rule for sending a notification when this
sensor enters the fault state. See Event Rules and Actions /on page
312).

e The above eventis logged in the internal event log. See Default Log
Messages (on page 319).

P To find whether an iX7™ has entered the power-sharing mode:
e Check the state of its +12V power supply sensor.

Tip: For SNMP, the sensor type for this +12V power supply is
/1smpsStatus [46).

Making a Power-Sharing Connection

Make sure BOTH iX7™ devices comply with the configuration limitations
when establishing a power-sharing connection. See Power-Sharing
Configurations and Restrictions on page 49).

The supported maximum power-sharing distance is 2 meters.

> Make a power-sharing connection:

1. Get a standard network patch cable (Cat5e/6), which can be up to 2
meters long.

= Do NOT use a crossover cable.

Raritan.

Al of Wity



2.

Chapter 3: Initial Installation and Configuration

Connect one end to an iX7™ device's EXPANSION port, and the other

end to another one's EXPANSION port.

= Note that the EXPANSION port location on your iX7™ may differ

from the following images.
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Power-Sharing Configurations and Restrictions

When either iX7 PDU enters the power-sharing mode, BOTH PDUs
involved in the power-sharing connection support “less™ external
equipment than usual. It is strongly recommended to remove specific
equipment from both iX7" PDUs when making a power-sharing
connection.

>

Configuration limitations on "both” PDUs:

No USB wireless LAN adapter is connected. That is, you have to
connect both PDUs to a "wired” network if LAN access is wanted.

No asset management strips are connected.

The maximum number of DX environmental packages or door
handles that can be connected decreases. For details, see
Supported Sensor Configurations for Power Sharing (on page 50).

When either PDU enters the power-sharing mode, you must NOT
physically remove or add environmental sensor packages to BOTH

PDUs.
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Supported Sensor Configurations for Power Sharing

All information and restrictions described in this section apply to
BOTH PDUs involved in the power-sharing configuration, unless
otherwise specified.

There are no limitations for connecting Raritan’s DPX or DPX2
environmental sensor packages to an iX7" PDU in the power-sharing
mode. See DPX Sensor Packages (on page 53) or DPX2 Sensor
Packages (on page 58).

The maximum number of supported DPX3 environmental sensor
packages remains unchanged -- that is, 12 DPX3 packages. See DPX3
Sensor Packages (on page 60).

The maximum number of supported DX environmental sensor packages
also remains unchanged as long as the DPX3-ENVHUB4 sensor hub is
notused -- that is, 12 DX sensor packages. See DX or DX2 Sensor
Packages (on page 62).

However, there are DX restrictions when DPX3-ENVHUB4 is used, and
there are also door handles-related restrictions.

» DX sensor restrictions when connected via DPX3-ENVHUBA4:

e A maximum of one DPX3-ENVHUB4 and a maximum of 10 DX sensor
packages are supported.

P Restrictions of connecting door handles via DX-PD2C5:

e A maximum of 4 handles connected to a maximum of two DX-PD2C5
packages are supported.

e All of the 4 handles must be controlled by the same PDU to ensure
that only one handle is in the unlocked state at a time. That is, the
door handles are connected to only one PDU in the power-sharing
connection, NOT both.

e When more than one DX-PD2C5 are required, they must be cascaded
via standard network patch cables, instead of using a sensor hub.

P Other sensor restrictions when door handles are present:

Make sure the connection of door handles complies with the above
restrictions.

Raritan.
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The following restrictions do NOT apply to the other PDU that does not
have the door handles connected.

e When there are 4 or 3 handles connected to the PDU (via a maximum
of two DX-PD2C5 packages), “only one" additional DPX/DPX2/DPX3
environmental sensor package can be connected to that PDU.
Raritan's sensor hubs must NOT be used.

e When there are 2 handles connected to the PDU (via only one
DX-PD2C5), up to 10 sensor packages of DPX/DPX2/DPX3 or up to 2
additional DX sensor packages can be additionally connected.
Raritan’s sensor hubs must NOT be used.

e When thereis only 1 handle connected, up to 12 sensor packages of
DPX/DPX2/DPX3 or up to 3 DX sensor packages can be additionally
connected. Raritan’s sensor hubs must NOT be used.

P NO physical changes made to the number of connected sensor
packages:
e When either PDU enters the power-sharing mode, you must NOT

physically remove or add environmental sensor packages to BOTH
PDUs.

Warning: The in-rush current of a newly added sensor package may
cause both PDUs to reboot.

For information on Raritan’s sensor packages or hubs, see Connecting
Environmental Sensor Packages (on page 52).
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(Optional]

More features are available if you connect Raritan’s or third-party
external equipment to your PX3.

In This Chapter

Connecting Environmental Sensor Packages .......ccccoiiieiiiiiiiiinec 52
Connecting Asset Management Strips......coocieeiiiee i 71
Connecting a Logitech Webcam ... 81
Connecting @ GSM MOdEM ...cuiiiiiiiiie e 81
Connecting an Analog Modem ......cueiiiiiiie e 82
Connecting an External Beeper ... 83
Connecting a Schroff LHX/SHX Heat Exchanger .........cccccooviinieniiecnnn. 83

Connecting Environmental Sensor Packages

The PX3 supports all types of Raritan environmental sensor packages,
including DPX, DPX2, DPX3 and DX sensor packages. For detailed
information on each sensor package, refer to the Environmental Sensors
and Actuators Guide (or Online Help) on Raritan website's Support page
(http://www.raritan.com/support/..

An environmental sensor package may comprise sensors only or a
combination of sensors and actuators.

The PX3 can manage a maximum of 32 sensors and/or actuators. The
supported maximum cabling distance is 98 feet (30 m), except for DPX
sensor packages.

For information on connecting different types of sensor packages, see:

e DPX Sensor Packages (on page 53)

e DPX2 Sensor Packages (on page 58)

e DPX3 Sensor Packages (on page 60)

e DXor DX2 Sensor Packages (on page 62)

Raritan. 52
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Chapter 4: Connecting External Equipment (Optional)

Identifying the Sensor Port

Warning: If you purchase Raritan’'s environmental sensor packages,
make sure you connect them to the correct port on the PX3, or
damages may be caused to the PX3 and/or connected sensor
packages.

> How to identify the SENSOR port:
e The correct port is labeled SENSOR.
e The SENSOR port is marked with YELLOW color, as shown below.

SENSOR

ik - W@

SENSOR

DPX Sensor Packages

Most DPX sensor packages come with a factory-installed sensor cable,
whose sensor connector is RJ-12.
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For the cabling length restrictions, see Supported Maximum DPX
Sensor Distances (on page 57).

Warning: For proper operation, wait for 15-30 seconds between each
connection operation or each disconnection operation of
environmental sensor packages.

> To directly connect a DPX with a factory-installed sensor cable:

An RJ-12 to RJ-45 adapter is required to connect a DPX sensor package
to the PX3.

a. Connect the adapter’'s RJ-12 connector to the DPX sensor cable.

b. Connect the adapter's RJ-45 connector to the RJ-45 SENSOR
port of the PX3.

P To directly connect a differential air pressure sensor:

1. Connect a Raritan-provided phone cable to the IN port of a
differential air pressure sensor.

2. Getan RJ-12to RJ-45 adapter. Connect the adapter's RJ-12
connector to the other end of the phone cable.

3. Connect this adapter's RJ-45 connector to the RJ-45 SENSOR port
on the PX3.

4. If intended, connect one DPX sensor package to the OUT port of the
differential air pressure sensor. It can be any DPX sensor package,
such as a DPX-T3H1.

The PX3 device
Raritan differential air pressure sensors

One DPX sensor package (optional)

O® e

RJ-12 to RJ-45 adapter

Raritan.
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Using an Optional DPX-ENVHUB4 Sensor Hub

Optionally, you can connect a Raritan OPX-ENVHUB4 sensor hub to the
PX3. This allows you to connect up to four DPX sensor packages to the
PX3 via the hub.

This sensor hub supports DPX sensor packages only. Do NOT connect
DPX2, DPX3 or DX sensor packages to it.

DPX-ENVHUBA4 sensor hubs CANNOT be cascaded. You can connect only
one hub to each SENSOR port on the PX3.

Tip: The Raritan sensor hub that supports ALL types of Raritan
environmental sensor packages is DPX3-ENVHUBA4. See Using an
Optional DPX3-ENVHUB4 Sensor Hub /on page 65).

> To connect DPX sensor packages via the DPX-ENVHUBA4 hub:
1. Connect the DPX-ENVHUB4 sensor hub to the PX3.

a. Plug one end of the Raritan-provided phone cable (4-wire, 6-pin,
RJ-12) into the IN port (Port 1) of the hub.

b. Getan RJ-12to RJ-45 adapter. Connect this adapter's RJ-12
connector to the other end of the phone cable.

c. Connect this adapter's RJ-45 connector to the PDU's RJ-45
SENSOR port.

2. Connect DPX sensor packages to any of the four OUT ports on the
hub.

This diagram illustrates a configuration with a sensor hub connected.

The PX3 device

RJ-12 to RJ-45 adapter

2®e

Raritan-provided phone cable
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(4] DPX-ENVHUBA sensor hub
6 DPX sensor packages

Using an Optional DPX-ENVHUB2 cable
A Raritan DPX-ENVHUBZ cable doubles the number of connected
environmental sensors per SENSOR port.

This cable supports DPX sensor packages only. Do NOT connect DPX2,
DPX3 or DX sensor packages to it.

> To connect DPX sensor packages via the DPX-ENVHUB2 cable:

1. Use an RJ-12 to RJ-45 adapter to connect the DPX-ENVHUB?2 cable
to the PX3.
a. Connect the adapter's RJ-12 connector to the cable.
b. Connect the adapter’'s RJ-45 connector to the RJ-45 SENSOR
port on the PX3.

2. The cable has two RJ-12 sensor ports. Connect DPX sensor
packages to the cable's sensor ports.

-

3. Repeat the above steps if there are additional SENSOR ports on your
PX3.

Raritan.
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Chapter 4: Connecting External Equipment (Optional)

Supported Maximum DPX Sensor Distances

When connecting the following DPX sensor packages to the PX3, you
must follow two restrictions.

e DPX-CC2-TR

o DPX-T1

e DPX-T3H1
e DPX-AF1

e DPX-T1DP1

P Sensor connection restrictions:

e Connect a DPX sensor package to the PX3 using the sensor cable
pre-installed (or provided) by Raritan. You MUST NOT extend or
modify the sensor cable's length by using any tool other than the
Raritan's sensor hubs.

e |fusing a DPX-ENVHUBA4 sensor hub, the cabling distance between
the PX3 and the sensor hub is up to 33" (10 m).

» Maximum distance illustration:

The following illustrates the maximum distance when connecting DPX
sensor packages with a maximum 16" (5 m) sensor cable to a PX3 via a
sensor hub.

e The sum of a DPX-T3H1 sensor cable's length is 16" (5 m).

= o =
T i}
im 1m ! Tm

=

Im+IiTm+1m=5m

e The total cabling length between the PX3 and one DPX-T3H1 is 49"
(15 m] as illustrated below.

Note that the length 16" (5 m] is the length of each DPX-T3H1 sensor
cable, which is defined in the above diagram.

= 1sensor hub > 16'(5m] < Upto 4 DPX-T3H1
cable sensor packages
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DPX2 Sensor Packages

A DPX2 sensor cable is shipped with a DPX2 sensor package. This cable
is made up of one RJ-12 connector and one to three head connectors.
You have to connect DPX2 sensor packages to the sensor cable.

For more information on DPX2 sensor packages, access the
Environmental Sensors and Actuators Guide (or Online Help) on Raritan
website's Support page (http.//www.raritan.com/support/|.

DPX2 sensor cable with one RJ-12
connector and three head connectors

[tem
0 DPX2 sensor package

58 Raritan.
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The following procedure illustrates a DPX2 sensor cable with three head
connectors. Your sensor cable may have fewer head connectors.

Warning: If there are free head connectors between a DPX2 sensor
cable's RJ-12 connector and the final attached DPX2 sensor package,
the sensor packages following the free head connector(s) on the same
cable do NOT work properly. Therefore, always occupy all head
connectors prior to the final sensor package with a DPX2 sensor
package.

P To connect DPX2 sensor packages to the PX3:

1. Connect a DPX2 sensor package to the first head connector of the
DPX2 sensor cable.

2. Connect remaining DPX2 sensor packages to the second and then
the third head connector.

Tip: If the number of sensors you are connecting is less than the
number of head connectors on your sensor cable, connect them to
the first one or first two head connectors to ensure that there are NO
free head connectors prior to the final DPX2 sensor package
attached.

3. Use an RJ-12 to RJ-45 adapter to connect the DPX2 sensor
package(s) to the PX3.

a. Connect the adapter’'s RJ-12 connector to the DPX2 sensor
cable.
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b. Connect the adapter's RJ-45 connector to the RJ-45 SENSOR
port of the PX3.

OR you can directly connect the DPX2 sensor package to a DX sensor
chain without using any RJ-12 to RJ-45 adapter. See Connecting a
DPX2 Sensor Package to DX (on page 64).

DPX3 Sensor Packages
A DPX3 sensor package features the following:

e |ts connection interface is RJ-45.
e You can cascade a maximum of 12 DPX3 sensor packages.

Numbers Components

0 RJ-45 ports, each of which is located on
either end of a DPX3 sensor package.

9 LED for indicating the sensor status.

P To connect DPX3 sensor packages to the PX3:

1. Connect a standard network patch cable (CAT5e or higher] to either
RJ-45 port on the DPX3 sensor package.

2. If you want to cascade DPX3 sensor packages, get an additional
standard network patch cable (CAT5e or higher) and then:

a. Plug one end of the cable into the remaining RJ-45 port on the
prior DPX3.

b. Plug the other end into either RJ-45 port on an additional DPX3.

Raritan.
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Repeat the same steps to cascade more DPX3 sensor packages.

3. Connect the first DPX3 sensor package to the PX3 by plugging its
cable's connector into the RJ-45 SENSOR port of the PX3.

Connecting a DPX2 Sensor Package to DPX3

You can connect only one DPX2 sensor package to the "end” of a DPX3
sensor chain. It is strongly recommended to use an RJ-12 to RJ-45
adapter for connecting the DPX2 to the final DPX3 in the chain.

The maximum number of DPX3 sensor packages in the chain must be
less than 12 when a DPX2 sensor package is involved.

» When connecting a DPX2 sensor package containing three DPX2
Sensors:
A maximum of nine DPX3 sensor packages can be cascaded because
12-3=9.
DPX2

? | & & &

>~ A o ., &5
2€ G- -Ej%/ “\&\g]‘_w

»  When connecting a DPX2 sensor package containing two DPX2
sensors:
A maximum of ten DPX3 sensor packages can be cascaded because
12-2=10.
DPX2

L | & &

(g - \,/-“\,f -% (
g \g,_/(/
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»  When connecting a DPX2 sensor package containing one DPX2
sensor:

A maximum of eleven DPX3 sensor packages can be cascaded
because 12-1=11.

DPX3 DPX2

11
| @

TN

P Xp ~ \:./ﬂ\.:,_,_. I

DX or DX2 Sensor Packages

DX2 sensor packages, which WILL be released one by one in 2018, are
functionally similar to DX or DPX3 sensor packages. Description in
this section applies to all DX and DX2 sensor packages unless
otherwise specified.

Most DX sensor packages contain terminals for connecting detectors or
actuators. For information on connecting actuators or detectors to DX
terminals, refer to the Environmental Sensors and Actuators Guide (or
Online Help) on Raritan website's Support page
(http://www.raritan.com/support/).

You can cascade up to 12 DX sensor packages.

When cascading DX, remember that the PX3 only supports a maximum of
32 sensors and/or actuators.

If there are more than 32 sensors and/or actuators connected, every
sensor and/or actuator after the 32nd one is NOT managed by the PX3.

For example, if you cascade 12 DX packages, and each package contains
3 functions (a function is a sensor or actuator), the PX3 does NOT
manage the last 4 functions because the total 36 (12*3=36) exceeds 32 by
4.

Tip: To manage the last 4 functions, you can release 4 “managed”
sensors or actuators, and then manually bring the last 4 functions into
management. See Peripherals (on page 200].

Raritan.
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Numbers Components

@
@
&

RJ-45 ports, each of which is located on
either end of a DX sensor package.

RJ-12 port, which is reserved for future
use and now blocked.

Removable rackmount brackets.

Note: A DX2 sensor does not have the RJ-12 port and looks slightly
different from the above image. For details, refer to the Environmental
Sensors and Actuators Guide [or Online Help).

>
1.

Connect DX sensor packages to the PX3:

Connect a standard network patch cable (CAT5e or higher] to either
RJ-45 port on a DX sensor package.

If you want to cascade DX packages, get an additional standard
network patch cable (CAT5e or higher) and then:

a. Plugone end of the cable into the remaining RJ-45 port on the
prior DX package.

b. Plug the other end into either RJ-45 port on an additional DX
package.

Repeat the same steps to cascade more DX packages.

Exception: You CANNOT cascade DX-PD2C5 sensor packages. A PX3
device supports only one DX-PD2C5.

3.

4.

Connect the first DX sensor package to the PX3 by plugging its
cable's connector into the RJ-45 SENSOR port of the PX3.

If needed, connect a DPX2 sensor package to the end of the DX chain.
See Connecting a DPX2 Sensor Package to DX(on page 64).

Warning: The PX3 does NOT support simultaneous connection of both
DX-PD2C5 and asset management strip(s) so do NOT connect both of
them at the same time.
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b4

DX DPX2

Connecting a DPX2 Sensor Package to DX

You can connect only one DPX2 sensor package to the "end” of a DX
sensor chain. It is strongly recommended to use an RJ-12 to RJ-45
adapter for connecting the DPX2 to the final DX in the chain.

The maximum number of DX sensor packages in the chain must be less
than 12 when a DPX2 sensor package is involved.

P When connecting a DPX2 sensor package containing three DPX2

sensors:
A maximum of nine DX sensor packages can be cascaded because
12-3=9.

9

o &

4 ooy oy .
m._W)

P When connecting a DPX2 sensor package containing two DPX2

/,.,_\_‘v,/_‘\o, —_ /...\;;/-\“f i
[hﬁw’l L&“d‘, - - [‘:y LQ‘;QJ

sensors:
A maximum of ten DX sensor packages can be cascaded because
12-2=10.

DX DPX2

10 | 2

»  When connecting a DPX2 sensor package containing one DPX2

e

sensor:
A maximum of eleven DX sensor packages can be cascaded because
12-1=11.

DX 1 1 DPX2

' %
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Using an Optional DPX3-ENVHUB4 Sensor Hub

A Raritan DPX3-ENVHUB4 sensor hub is physically and functionally
similar to the DPX-ENVHUBA4 sensor hub, which increases the number of
sensor ports for the PX3, except for the following differences:

All ports on the DPX3-ENVHUB4 sensor hub are RJ-45 instead of
RJ-12 as the DPX-ENVHUB4 sensor hub.

The DPX3-ENVHUB4 sensor hub supports all Raritan environmental
sensor packages, including DPX, DPX2, DPX3 and DX sensor
packages.

To connect diverse types of sensor packages to this sensor hub, you
must follow the combinations shown in the section titled Mixing Diverse
Sensor Types (on page 67).

>

1.

To connect DPX3 sensor packages via the DPX3-ENVHUB4 hub:

Connect the DPX3-ENVHUB4 sensor hub to the PX3 using a standard
network patch cable (CAT5e or higher).

a. Plug one end of the cable into the IN port (Port 1) of the hub.

b. Plug the other end of the cable into the RJ-45 SENSOR port of
the PX3.

Connect the Raritan sensor packages to any of the four OUT ports on
the hub.

= An RJ-12to RJ-45 adapter is required for connecting a DPX or
DPX2 sensor package to the hub.
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This diagram illustrates a configuration with a sensor hub connected.

@
@
3]
4]

The PX3
A standard network cable
DPX3-ENVHUB4 sensor hub

Any Raritan sensor packages
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Mixing Diverse Sensor Types

You can mix DPX, DPX2, DPX3 and DX sensor packages on one PX3
according to the following sensor combinations. In some scenarios, the
DPX3-ENVHUB4 sensor hub is required.

The PX3 does NOT support any other sensor-mixing combinations than

those described in this section.

When mixing different sensor types, remember that the PX3 supports a

maximum of 32 sensors/actuators.

>

1 DX+ 1 DPX:

It is strongly recommended to use an RJ-12 to RJ-45 adapter to
connect the DPX sensor package to the DX sensor package.

PX3

@®
a®

Raritan.
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Diverse combinations via the DPX3-ENVHUB4 sensor hub:
You must use the DPX3-ENVHUB4 sensor hub instead of the old

DPX

DPX-ENVHUBA4 sensor hub. Each port on the hub supports any of the
following:

A DX sensor package

A chain of DX sensor packages

A DPX3 sensor package

A chain of DPX3 sensor packages

A DPX2 sensor package
A DPX sensor package
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e An RJ-12to RJ-45 adapter is recommended to connect a DPX or
DPX2 sensor package to DPX3-ENVHUBA.

e Inthe following diagrams, the sensor package in “green” can be
replaced by a DPX2 sensor package. The sensor package in "blue”
can be one DPX2, DPX3 or DX sensor package.

This section only illustrations the following three combinations, but
actually there are tens of different combinations by using the
DPX3-ENVHUB4 sensor hub.

PX3

IN
] L
DPX3-ENVHUB4
| DX /
DPX2 /
DX DPX3 DPX3
i l
: DPX :
! |
DX DPX3
DX / DPX3 /
DPX2 DPX2
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PX3
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RJ-45
IN
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DPX3-ENVHUB4

DPX

px | | bx
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px | | bx
DX/ | | DX/
DPX2| |DPX2
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PX3
®®
Sterien 12 @®
RJ-45
IN
[ N N L
DPX3-ENVHUB4
| DPX2 /
DPX3 /
DPX3 DX
|
: DPX2 /
| DPX3 /
I DX
DPX3
DPX
DPX3 /
DPX2

» Mix DPX3 and DX in a sensor chain:

Any DX sensor package in a chain can be replaced by a DPX3 sensor
package, or vice versa. The total number of sensor packages in this chain
cannot exceed 12.

For example, the following diagram shows a sensor chain comprising
both DX and DPX3 sensor packages.

DPX3f— DX |— DX |— DX ——DPX3|—DPX3}— DX |——DPX3}—DPX3}— DX |— DX |—DPX3

You can add a DPX2 sensor package to the end of such a sensor-mixing
chain if intended. See Connecting a DPX2 Sensor Package to DPX3 (on
page 61) or Connecting a DPX2 Sensor Package to DX (on page 64).
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Connecting Asset Management Strips

Raritan.
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You can remotely track the locations of up to 64 IT devices in the rack by
connecting asset management strips (asset strips) to the PX3 after IT
devices are tagged electronically.

To use the asset management feature, you need the following items:

e  Raritan asset strips: An asset strip transmits the asset management
tag's ID and positioning information to the PX3.

e  Raritan asset tags: An asset management tag (asset tag) is adhered
to an IT device. The asset tag uses an electronic ID to identify and
locate the IT device.

Warning: The PX3 does NOT support simultaneous connection of both
DX-PD2C5 and asset management strip(s) so do NOT connect both of
them at the same time.

Combining Regular Asset Strips

Each tag port on the regular asset strips corresponds to a rack unit and
can be used to locate IT devices in a specific rack (or cabinet).

For each rack, you can attach asset strips up to 64U long, consisting of
one MASTER and multiple SLAVE asset strips.

The difference between the master and slave asset strips is that the
master asset strip has an RJ-45 connector while the slave does not.

The following diagram illustrates some asset strips. Note that Raritan
provides more types of asset strips than the diagram.
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@
@
&

uipment (Optional)

8U MASTER asset strip with 8 tag ports
8U SLAVE asset strip with 8 tag ports

5U "ending” SLAVE asset strip with 5 tag
ports

No

te: Unlike general slave asset strips, which have one DIN connector

respectively on either end, the ending slave asset strip has one DIN
connector on only one end. An ending asset strip is installed at the end of
the asset strip assembly.

>
1.

To assemble asset strips:
Connect a MASTER asset strip to an 8U SLAVE asset strip.

= Plug the white male DIN connector of the slave strip into the
white female DIN connector of the master strip.

= Make sure that the U-shaped sheet metal adjacent to the male
DIN connector is inserted into the rear slot of the master strip.
Screw up the U-shaped sheet metal to reinforce the connection.

I

@

L

Connect another 8U slave strip to the one being attached to the
master strip in the same manner as Step 1.

Repeat the above step to connect more slave strip. The length of the
asset strip assembly can be up to 64U.

= The final slave strip can be 8U or 5U, depending on the actual
height of your rack.

=  Connect the "ending” asset strip as the final one in the assembly.

Vertically attach the asset strip assembly to the rack, next to the IT
equipment, making each tag port horizontally align with a rack unit.

The asset strips are automatically attracted to the rack because of
magnetic stripes on the back.

Raritan.
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Chapter 4: Connecting External Equipment (Optional)

Note: The asset strip is implemented with a tilt sensor so it can be
mounted upside down.

Introduction to Asset Tags
You need both asset strips and asset tags for tracking IT devices.

Asset tags provide an ID number for each IT device. The asset tags are
adhered to an IT device at one end and plugged in to an asset strip at the
other.

The asset strip is connected to the PX3, and the asset tag transmits the
ID and positioning information to the asset strip.

The following diagram illustrates an asset tag. Note that there are two
types of asset tags: non-programmable and programmable tags. The
only difference is that programmable asset tags allow you to customize
each tag’'s ID or barcode number while non-programmable ones have
factory default ID or barcode numbers, which you cannot change.

® ©

Barcode (ID number], which is available on

A either end of the "non-programmable” asset
tag
Tag connector

B

c Adhesive area with the tape

Note: The barcode of each “non-programmable” asset tag is unique and
/s displayed in the PX3 device's web interface for identification.

Connecting Regular Asset Strips to PX3

The cabling distance between an asset strip assembly and the PX3 can
be up to 10 meters.

P To connect regular asset strips to the PX3 device:

1. Affix the adhesive end of an asset tag to each IT device through the
tag's tape.

2. Plug the connector of each asset tag into the corresponding tag port
on the asset strip.
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3. Connect the asset strip assembly to the PX3 device, using a network
patch cable (CAT5e or higher).

= Connect one end of the cable to the RJ-45 connector on the
MASTER asset strip.

= Connect the other end of the cable to the FEATURE port on the
PX3 device.

The PX3 device supplies power to the connected asset strip assembly.
All LEDs on the asset strip assembly may cycle through different
colors during the power-on process if the asset strip’s firmware is
being upgraded by the PX3. After the power-on or firmware upgrade
process completes, the LEDs show solid colors. Note that the LED
color of the tag ports with asset tags connected will be different from
the LED color of the tag ports without asset tags connected.

]

)
@
Il

l .

(C)

@ =
—
— [
® —
(A) MASTER asset strip
(B) Asset tags
(C) IT devices
(D) PX3
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Connecting Blade Extension Strips

For blade servers, which are contained in a single chassis, you can use a
blade extension strip to track individual blade servers.

Raritan’s blade extension strip functions similar to a Raritan asset strip
but requires a tag connector cable for connecting it to a tag port on the
regular or composite asset strip. A blade extension strip contains 4 to 16
tag ports.

The following diagrams illustrate a tag connector cable and a blade
extension strip with 16 tag ports.

Tag connector cable
® ©

L

Barcode (ID number] for the tag

A connector cable
Tag connector
B
c Cable connector for connecting the blade

extension strip

Note: A tag connector cable has a unique barcode, which is displayed in
the PX3 device's web interface for identifying each blade extension strip
where it is connected.

Blade extension strip with 16 tag ports

©

|
[ ' |

A0 @@ @ @ @ @ @@ @ @ @ @ '@ﬂ@"-@-#\

® ® ®
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Mylar section with the adhesive tape

D
Tag ports
E
. Cable socket(s] for connecting the tag

connector cable

Note: Each tag port on the blade extension strip is labeled a number,
which is displayed as the slot number in the PX3 device's web interface.

P Toinstall a blade extension strip:
1. Connect the tag connector cable to the blade extension strip.

= Plug the cable’s connector into the socket at either end of the
blade extension strip.

m) [fevoooocvo000® @L@o@--@-?

2. Move the blade extension strip toward the bottom of the blade
chassis until its mylar section is fully under the chassis, and verify
that the blade extension strip does not fall off easily. If necessary,
you may use the adhesive tape in the back of the mylar section to
help fix the strip in place.

—

3. Connect one end of an asset tag to a blade server and the other end
to the blade extension strip.

Raritan.
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Chapter 4: Connecting External Equipment (Optional)

a. Affix the adhesive part of the asset tag to one side of a blade
server through the tag's tape.

b. Plug the tag connector of the asset tag into a tag port on the
blade extension strip.

y,

4. Repeat the above step until all blade servers in the chassis are
connected to the blade extension strip via asset tags.

5. Plug the tag connector of the blade extension strip into the closest
tag port of the regular or composite asset strip on the rack.

IKe

6. Repeat the above steps to connect additional blade extension strips.
Up to 128 asset tags on blade extension strips are supported per
FEATURE port.

Note: If you need to temporarily disconnect the blade extension strip
from the asset strip, wait at least 1 second before re-connecting it back,
or the PX3 device may not detect it.
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Connecting Composite Asset Strips (AMS-Mx-Z]

A composite asset strip is named AMS-Mx-Z, where x is a number, such
as AMS-M2-Z or AMS-M3-Z. It is a type of asset strip that functions the
same as regular MASTER asset strips except for the following
differences:
e |t has two RJ-45 connectors.
e Multiple composite asset strips can be daisy chained.
e |t contains less tag ports than regular asset strips.
For example, AMS-M2-Z contains two tag ports, and AMS-M3-Z
contains three tag ports only.

The composite asset strip is especially useful for tracking large devices
such as SAN boxes in the cabinet.

The following diagram illustrates AMS-M3-Z.

Two RJ-45 connectors

Tag ports
B gp

Important: DO NOT hot swap or hot plug any AMS-Mx-Z in a
composite asset strip chain after connecting the chain to the PX3
device. Doing so may cause the device's FEATURE port to
malfunction.

P To connect composite asset strips to the PX3 device:

If there are only 2 or 3 IT devices to track, you can connect only one
AMS-M2-Z or AMS-M3-Z to the PX3 device. In this case, go to step 2. If
there are more than 2 or 3 IT devices, you need to daisy chain multiple
composite asset strips and start from step 1.

1. (Optional) Daisy chain multiple composite asset strips.
a. Getastandard network patch cable that is within 2 meters.

b. Connect one end of the network cable to the RJ-45 connector
labeled "Output” on the first composite asset strip.

Raritan.
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Chapter 4: Connecting External Equipment (Optional)

c. Connect the other end of the cable to the RJ-45 connector
labeled "Input” on the secondary composite asset strip.

d. Repeat the same steps to connect more composite asset strips.
See Daisy-Chain Limitations of Composite Asset Strips (on
page 80) for the maximum number of composite asset strips
supported per chain.

Note: Different types of composite asset strips can be mixed in a
chain as of release 3.3.0.

Connect the composite asset strip(s) to the PX3 device via a standard
network patch cable (CAT5e or higher).
a. Connectone end of the cable to the RJ-45 port labeled “Input” on
the composite asset strip.
= For a composite asset strip chain, connect the cable to the
“Input” port of the first asset strip.

b. Connect the other end of the cable to the FEATURE port on the
PX3 device.

Affix an asset tag to the IT device. Then connect this asset tag to the
composite asset strip by plugging the tag connector into the tag port
on the composite asset strip. For details, see Connecting Regular
Asset Strips to PX3(on page 73).

(Optional) For a chain, it is highly recommended using the cable ties
to help hold the weight of all connecting cables.

Repeat Step 3 to connect IT devices to the other composite asset
strips in the chain.
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Daisy-Chain Limitations of Composite Asset Strips

There are some limitations when daisy chaining composite asset strips
"AMS-Mx-Z," where x is a number.

e The maximum cable length between composite asset strips is 2
meters, but the total cable length cannot exceed 10 meters.

e The maximum number of composite asset strips that can be daisy
chained depends on the Raritan product you purchased.

e |tis NOT supported to hot swap or hot plug any AMS-Mx-Z in a
composite asset strip chain that has been connected to Raritan’s
PDU (or PMC). Therefore, first disconnect the chain from the device
when you need to swap or add any AMS-Mx-Z to the chain.

Raritan devices Maximum strips per chain
EMX2-111, Up to 4 composite asset strips
PX2 PDUs, are supported.

BCM1 (NOT BCM2

series)

EMX2-888, Up to 6 composite asset strips
PX3 PDUs, are supported.

PX3TS transfer

switches

PMC (BCM2 series)

Note for PX3-iX7 only: In case you hot swap or hot plug any AMS-Mx-Z in
a chain, causing the FEATURE port of the PX3-iX7 to malfunction, you
can power cycle or reset the PX3 to restore the FEATURE port.

Raritan.
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Connecting a Logitech Webcam

Connect webcams to PX3 in order to view videos or snapshots of the
webcam's surrounding area.

The following USB Video Class (UVC) compliant webcam is supported:
e Logitech® Webcam® Pro 9000, Model 960-000048

Other UVC-compliant webcams may also work. However, Raritan has
neither tested them nor claimed that they will work properly.

Tip: You can easily find a list of UVC-compliant webcams on the Internet.

The PX3 supports up to two webcams. After connecting a webcam, you
can retrieve visual information from anywhere through the PX3 web
interface. If your webcam supports audio, audio is available with videos.

For more information on the Logitech webcam, see the user
documentation accompanying it.

» To connect a webcam:

1. Connect the webcam to the USB-A port on the PX3 device. The PX3
automatically detects the webcam.

2. Position the webcam properly.

Important: If a USB hub is used to connect the webcam, make sure it
is a "“powered” hub.

Snapshots or videos captured by the webcam are immediately displayed
in the PX3 web interface after the connection is complete. See
Configuring Webcams and Viewing Live Images (on page 415).

Connecting a GSM Modem

Raritan.
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The following Cinterion® GSM modems can be connected to the PX3 in
order to send SMS messages containing event information.

e MCH2IT

e MC55IT

e EHS6

See Available Actions (on page 332) for more information on SMS
messages.

Note: PX3 cannot receive SMS messages.

» To connect the GSM modem:

1. Connect the GSM modem to the serial port labeled CONSOLE /
MODEM on the PX3.
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= ForiX7" a third party RJ-45 to "DB9 male" adapter/cable is
required for this connection. See RJ45-to-DB?Y Cable
Requirements for Modem Connections [for iX7" Only/(on page
788).

2. Configure the GSM modem as needed. See the supporting GSM
modem help for information on configuring the GSM modem.

3. Configure the GSM modem settings in the PX3 to specify the
modem’s SIM PIN number and the recipient phone number. See
Configuring the Serial Port(on page 376).

Connecting an Analog Modem

The PX3 supports remote dial-in communications to access the CLI
through an analog modem. This dial-in feature provides an additional
alternative to access the PX3 when the LAN access is not available. To
dial in to the PX3, the remote computer must have a modem connected
and dial the correct phone number.

Below are the analog modems that the PX3 supports for sure:
e NETCOMM IG6000 Industrial Grade SmartModem
e US Robotics 56K modem

The PX3 may also support other analog modems which Raritan did not
test.

Note that the PX3 does NOT support dial-out or dial-back operations via
the modem.

P To connect an analog modem:
1. Plug a telephone cord into the phone jack of the supported modem.

2. Plug the modem’s RS-232 cable into the serial port labeled
CONSOLE / MODEM on the PX3.
= ForiX7™ a third party RJ-45 to "DB9 male" adapter/cable is
required for this connection. See RJ45-to-DB9 Cable
Requirements for Modem Connections [for iX7" Only/(on page
788).

You need to enable the modem dial-in support to take advantage of this
feature, see Configuring the Serial Port on page 376).
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Connecting an External Beeper

The PX3 supports the use of an external beeper for audio alarms.

External beepers that are supported include but may not be limited to
the following:

e Mallory Sonalert MODEL SNP2R

After having an external beeper connected, you can create event rules
for the PX3 to switch on or off the external beeper when specific events
occur. See Event Rules and Actions (on page 312).

P To connect an external beeper:

1. Connect a standard network patch cable to the FEATURE port of the
PX3.

2. Plug the other end of the cable into the external beeper’'s RJ-45
socket.

The beeper can be located at a distance up to 330 feet (100 m) away
from the PX3.

Connecting a Schroff LHX/SHX Heat Exchanger

Raritan.
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To remotely monitor and administer the Schroffe LHX-20, LHX-40 and
SHX-30 heat exchangers through the PX3 device, you must establish a
connection between the heat exchanger and the PX3 device.

For more information on the LHX/SHX heat exchanger, see the user
documentation accompanying that product.

To establish a connection between the PDU and LHX/SHX heat exchanger,
an RJ-45to RS-232 adapter cable provided by Schroff is required.

P To connect an LHX or SHX heat exchanger:

1. Plug the RS-232 DB9 end of the adapter cable into the RS-232 port
on the Schroff LHX/SHX heat exchanger.

2. Plug the RJ-45 end of the cable into the port labeled FEATURE on
your PX3 device.

To enable the support of the LHX/SHX heat exchanger, see
Miscellaneous (on page 384).
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Introduction to PDU Components

This chapter explains how to use the PX3 device, including:

Introduction to the LEDs and ports on the PDU
Operation of the front panel display

The overcurrent protector’s behavior

The internal beeper’s behavior

The reset button

In This Chapter

Panel ComMPONENTS ..o 84
CIrCUIt Breakers .ot 123
F UG e 125
Y=Y o 1T SRR 128
Replaceable Controller. .. .. 129
Panel Components

The PX3 comes in Zero U, 1U, and 2U sizes. All types of models come

with the following components on the outer panels.

o Inlet

e Qutlets

e Connection ports

e Dot-matrix LCD display

e Reset button

Connection ports, LCD display and reset button are located on a

replaceable controller of the PX3 model. See Replaceable Controller

(on page 129).

84
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Inlet

Most of PX3 PDUs are shipped with a locking line cord, which is ready to
be plugged into the PDU's inlet and an appropriate receptacle for
electricity reception. Such devices cannot be rewired by the user.

A locking line cord helps secure the cord connection. For details, see
Connecting a Locking Line Cord (on page 15).

Connect each PX3 to an appropriately rated branch circuit. See the label
or nameplate affixed to your PX3 for appropriate input ratings or range of
ratings.

There is no power switch on the PX3 device. To power cycle the PDU,
unplug it from the branch circuit, wait 10 seconds and then plug it back
in.

Besides, a PX3 "Zero U" model supports a relocatable inlet. See Zero U
Models’ Relocatable Inlet(on page 85).

Zero U Models' Relocatable Inlet

You can easily change the inlet's location from the side to the top or from
the top to the side on a Zero U model.

P Tochange a PX3 inlet's position:
Power OFF the PDU.

2. Remove the screws at two sides of the inlet to uninstall the inlet
module.

3. Re-install the inlet module in @ manner that the inlet is located at
the desired position.
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Inlet on the side

®

Inlet on the top

3]

Outlets

The total number of outlets varies from model to model.

PX3-3000 Series

These models are NOT outlet-switching capable so all outlets are always
in the ON state.

Outlet LEDs are not available.

PX3-4000 Series

These models are NOT outlet-switching capable so all outlets are always
in the ON state.

A small LED adjacent to each outlet indicates the outlet state. Outlet
LEDs always light red, indicating that the outlet power is ON.

PX3-5000 Series

These models are outlet-switching capable. A small LED adjacent to
each outlet indicates the outlet or PDU state. The PDU is shipped from
the factory with all outlets turned ON.

The table below explains how to interpret different outlet LED states.

LED state Outlet status What it means

Not lit Powered OFF The outlet is not connected to power, or the control

Raritan.
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LED state

Red

Red flashing

Green

Green flashing

Red and Green
flashing alternatively

Cycling through Red,
Green and Yellow
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Outlet status What it means
circuitry's power supply is broken.

ON and LIVE LIVE power. The outlet is on and power is available.

The current flowing through the outlet is greater

ONand LIVE than the upper warning (non-critical) threshold.

The outlet is turned off and power is available

OFF and LIVE when the outlet is turned on.

The outlet is turned off and power is not available

OFF and NOT LIVE because the circuit breaker has tripped.

The outlet is turned on but power is not available

ON‘and NOT LIVE because a circuit breaker has tripped.

The PX3 device has just been plugged in and its
management software is loading. LED color cycling
does not interrupt power to outlets. It is an
indication of firmware loading.

n/a

Note: When a PX3 device powers up, it proceeds with the power-on self
test and software loading for a few moments. At this time, the outlet
LEDs cycle through different colors. When the software has completed
loading, the outlet LEDs show a steady color and the front panel display
illuminates.

Connection Ports

Depending on the model you purchased, the total number of ports
available varies.

Zero U Connection Ports

The total number of connection ports depends on the model you
purchased. Note that port locations on your models may be different
from these images.

P 7 ports on PX3 models:

COMSDLE | MODEN UsB-B ETHERKET

=)0 il
" =

=

SENEDR UsB-AT FEATURE
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= CONSOLE/MODEM portx 1 (DB9)
= Sensor port x 1 (yellow])

= USB-Aportx?2

= USB-B portx 1

* Feature port x 1 (red)

= Ethernet port x 1 (green)

P 9 ports on PX3-iX7 models:

SEHEOR CORSOLEMMODER usE-p ETHE0A 00

EE-AL

ERPAMEION EEATURE

ETHE 10108 1080

HEE-AC
= CONSOLE/MODEM port x 1 (RJ-45)
= Sensor port x 1 (yellow])
= USB-Aportx?2
= USB-B portx 1
* Feature port x 1 (red)
= Ethernet port x 2 (green and white])
Note: ETHD 10/700/7000 [marked in green/ supports up to 1000 Mbps.

This is "ETH1". ETHQ10/100 [marked in white/ supports up to 100
Mbps. This is "ETH2".

* Expansion port x 1 (gray)

1U and 2U Port Locations

The difference between Zero U, 1TU and 2U models is that Zero U models
have all the connection ports located on the front panel while most of the
1U and 2U models have the ports located respectively on the front and
back panels.

Connection Port Functions

The table below explains the function of each port.

» PX3 models:
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Port
USB-B

USB-A

FEATURE

CONSOLE/
MODEM

(DB9)

SENSOR
(RJ-45)
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Used for...

e Cascading the PX3 devices for sharing a network connection. See
Cascading PX3 via USB (on page 38).

e Establishing a USB connection between a computer and the PX3 for
using the command line interface or performing the disaster recovery.
For disaster recovery instructions, contact Raritan Technical Support.

This is a "host” port, which is powered, per USB 2.0 specifications.

e Connecting a USB device, such as a Logitech® webcam or wireless LAN
adapter.

e (Cascading the PX3 devices for sharing a network connection.

Connection to one of the following devices:

= A Raritan access product, such as Dominion KX Ill KVM switch, with
the use of a power CIM.

= A Schroffe LHX-20, SHX-30 or LHX-40 device, using an RJ-45 to
RS-232 cable provided by Schroff.

= An external beeper with the RJ-45 socket.

= A Raritan asset management strip, which allows you to track the
locations of IT devices on the rack.

See Connecting External Equipment [Optional](on page 52).

Warning: This is not an RS-232 port so do NOT plug in an RS-232 device,
or damages can be caused to the device.

Establishing a serial connection between the PX3 and a computer or
modem.

This is a standard DTE RS-232 port. You can use a null-modem cable with
two DB9 connectors on both ends to connect the PX3 to the computer.
Connection to one of the following devices:

* Raritan's environmental sensor packagel(s).

= Raritan's sensor hub, which expands the number of a sensor port to
four ports.
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Port Used for...

ETHERNET Connecting the PX3 to your company’s network via a standard network
patch cable (Cat5e/6). This connection is necessary to administer or access
the PX3 remotely.

There are two small LEDs adjacent to the port:
= Green indicates a physical link and activity.

= Yellow indicates communications at 10/100 BaseT speeds.

Note: Connection to this port is not required if wireless connection is
preferred, or if the PX3 is a slave device in the USB-cascading
configuration. See Cascading PX3 via USB /on page 38).

>  PX3-iX7 models:

Port Used for

USB-A, Same functions as above.

USB-B,

FEATURE,

SENSOR

CONSOLE/MODEM  Same function as the one on PX3 models. See above.

(RJ-45) Note that the CONSOLE/MODEM port on the iX7™ PDU is an RJ-45

connector instead of a DB? connector. Therefore, use a third-party
RJ-45 to DB9 adapter/cable to connect iX7" to the computer. See
RJ45-to-DB?Y Cable Requirements for Computer Connections [for
iX7" Only/ (on page 34).

ETH®10/100/1000, iX7™ has two Ethernet ports.

ETH®10/100 = ETH®10/100/1000 (marked in green) supports up to 1000 Mbps.
Thisis "ETHT".
= ETH®10/100 (marked in white) supports up to 100 Mbps. This is
"ETH2".

You can use either Ethernet port for network connection or cascading.
See Extended Cascading with PX3-iX7 Models (on page 41).

Note: The yellow LED of the ETH@ 10/100 port has NO function so it will
not be lit regardless of the communication status.

EXPANSION Connecting to the EXPANSION port of another iX7™ so that the power
supply to either iX7™ controller will continue whenever power failure
occurs on the inlet of one iX7" PDU. See Power-Sharing Restrictions
and Connection (for iX7" Only/ (on page 47).
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Dot-Matrix LCD Display

The following diagram shows the dot-matrix LCD display panel on
different Zero U models.

» PX3 models:

® ®
OXC)

»  PX3-iX7 models:

(O
©®

You can use the LCD display to view the PX3 information and even switch
an outlet. It consists of:

e Adot-matrix LCD display
e Four control buttons

Note 1: All dot-matrix LCD display diagrams illustrated in the User Guide
are for Zero U models. Your dot-matrix LCD may look slightly different if
itis a 1U/2U model.

Zero U models automatically adjust the orientation of the content shown
on the dot-matrix LCD display after detecting the direction in which the
PDU is installed. 1U and 2U models do NOT adjust the content'’s
orientation.

Note 2: For information on the character LCD display of the PX3 phase I’
model, see Old PX3 Character LCD Display (on page 779).
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Automatic and Manual Modes

After powering on or resetting the PX3, the front panel LCD display first
shows the dots, then Raritan logo and finally enters the automatic mode.

In all of the LCD operation topics:

® represents ® or ®
@ represents © or @
@ represents @ or @
@ represents @ or ®

> Automatic mode without alerts available:

In this mode, the LCD display cycles through the inlet information as
long as there are no alerts.

If overcurrent protectors are available on your PX3, the display cycles
between both the inlet and overcurrent protector information.

Note: You can make a PX3 with overcurrent protectors show the inlet
information only in the automatic mode. See Front Panel Settings /on
page 375).

» Manual mode:

To view more information or control outlets if your PX3 is
outlet-switching capable, enter the manual mode.

Press @ or ® to enter the manual mode, where the Main Menu is
first displayed. See Main Menu (on page 95).

To return to the automatic mode, press ® once or multiple times.

> When an alert exists:

e Inthe automatic mode, when an alert occurs, the LCD display stops
cycling through the inlet information, and warns you by showing the
alerts notice in a yellow or red background. See Alerts Notice in a
Yellow or Red Screen (on page 121).

To enter the manual mode, press ®

e Inthe manual mode, both the top and bottom bars will turn yellow or
red to indicate the presence of any alert. See Operating the
Dot-Matrix LCD Display (on page 94).

Raritan.
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Control Buttons

Use the control buttons to navigate to the menu in the manual mode.

PX3 button PX3-iX7 button Function
O, @ N
® © -
®© o -
® ®
—-0R --

Switch between automatic
and manual modes
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Operating the Dot-Matrix LCD Display

Enter manual mode when you want to operate the dot-matrix LCD
display. You can use the dot-matrix LCD display to:

Show information of the PX3 device, built-in components, or
connected peripheral devices

Control outlets if your model supports outlet-switching
Control actuators if any

Color changes of the display’'s top and bottom bars:

In the manual mode, both the top and bottom bars will turn yellow or
red to indicate the presence of any alert. For color definitions, see
Yellow- or Red-Highlighted Sensors (on page 206).

Screen with yellow bars Screen with red bars
All alerts enter the warning level only. | Partial or all alerts enter the critical
level.
Alerts Alerts
PDU PDU
Inlet I1 Inlet I1
Residual Current Residual Current
OCPs OCPs
Outlets Outlets
Peripherals Peripherals
Assets Assets

Device Info
|
X Auto 9:57 PM Select ©

Both bars turn black when there are NO alerts.

Screen with black bars

Main Menu

Alerts

PDU
Inlet I1

Residual Current

QCPs

Qutlets
Peripherals

Assets

Device Info

Raritan.
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Main Menu

The Main Menu contains 7 to 9 menu commands, depending on the
model.

Control buttons that can be used and the system time are shown at the
bottom of the LCD display.

Main Menu

Alerts
PDU
Inlet I1
Residual Current
OCPs
Qutlets
Peripherals
Assets

Device Info

X Auto 857 PM Select ©

If any alerts exist, the top and bottom bars on the LCD display change the
color from black to yellow or red. See Operating the Dot-Matrix LCD
Display (on page 94).
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Menu command

Alerts

PDU

Inlet I1

Residual Current

OCPs

Outlets

Peripherals

Assets

Device Info

96

Function

Indicates all alerted sensors, if any. See Alerts (on page 97).

Shows the internal beeper’s state, and, if it is on, the reason for turning
on.

If your PX3 has multiple inlets, this menu item also shows the total
active power and total active energy.

See PDU on page 98).
Shows the inlet I1's information. See /nlet (on page 101).

Available only on PX3 models supporting residual current monitoring.
See Front Panel Operations for RCM (on page 711).

Shows a list of overcurrent protector information. See OCPs (on page
102).
Only PX3 models with overcurrent protectors have this menu item.

Shows each outlet's information.

If your PX3 supports outlet-switching, you can turn on, off or power cycle
an outlet.

See Outlets (on page 103).

Shows the information of connected Raritan environmental sensors or
actuators, such as the temperature sensor.

You can turn on or off a connected actuator with this command.

See Peripherals on page 109).

Shows the asset management information if Raritan asset management
equipment is connected to your PX3. See Assets (on page 112).

Shows the PX3 device's information, such as IP and MAC address. See
Device Info (on page 116).

Note: To return to the automatic mode, press ® See Automatic and
Manual Modes /on page 92).

Raritan.
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Alerts

The "Alerts” menu command shows a list of the following alerted
sensors, including both internal and external sensors.

e Any numeric sensor that enters the warning or critical range if the
thresholds have been enabled

e State sensors that enter the alarmed state

e Any tripped circuit breakers or blown fuses

Tip: The same information is available in the web interface’s Dashboard.
See Dashboard - Alerted Sensors (on page 750).

If there are no alerted sensors, the LCD display shows the message “"No
Alerts.”

> To view alerted sensors:

1. Press @ or @ to select "Alerts” in the Main Menu, and press

()

2. Alerted sensors, if any, are highlighted in either red or yellow. For
color definitions, see Yellow- or Red-Highlighted Sensors (on page
206).

= The top and bottom bars on the LCD display may be yellow or red,
depending on the type(s) of available alerts. See Operating the
Dot-Matrix LCD Display (on page 94).

Alerted Sensors 1/2

Imlet 11 L1 RMS Current
15.784 A
Upper Warning

@ —— e lnlet [1 L3 RMS Current
0 | 15.612 A
Upper Warning

On/Off 11
Alarmed

X Baclc  10:54 PM
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Number Description
o Sensor names.

9 Sensor readings and/or states.

A numeric sensor shows both the reading and state. A state sensor or

actuator shows the state only.

Available states are listed below. For further information, see
Sensor/Actuator States (on page 208).

Alarmed

Lower Critical = below lower critical
Lower Warning = below lower warning
Upper Warning = above upper warning
Upper Critical = above upper critical
Open (for overcurrent protectors)

3. Press @ or @ to view additional pages. When there are
multiple pages, page numbers appear in the top-right corner of the

display.
PDU

Depending on the model you purchased, the "PDU" menu command may
show one or all of the following data.

Internal beeper states -- On or Off

e Total active power of the PX3 -- available on multi-inlet models and
in-line monitors only

e Total active energy of the PX3 -- available on multi-inlet models and
in-line monitors only

e Energy pulse output settings -- available on PX3-4000 and PX3-5000
series only

e 12V power supply status -- available on iX7™ models only

Tip: The internal beeper state information is also available in the PX3
web interface. See PDU [on page 157).

P To view or configure PDU information:

1. Press @ or @ to select "PDU" in the Main Menu, and press

2. Theinternal beeper state is shown: Active or Off.

98
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= In the Active state, the reason of turning on the beeperis
indicated, and the top/bottom bars turn red.

Beeper Info 1/2

Beeper State:
Active

Activation Reason:
Circuit breaker tripped

X Back 9:57 PM

3. If your PX3 is a PX3-4000 or PX3-5000 model, it supports the active

energy pulse output. Press @ to enter the Energy Pulse page.

By default the energy pulsing is turned off. DO NOT enable this
feature unless you have to use it.

Note: This feature, once enabled, blink all outlet L EDs proportional
to the energy consumption. It can be used as a simple interface in
certification labs where they use an optical sensor to count the
number of pulses and compare it to the energy reading of a
reference meter.

Energy Pulse

LED Energy Metering Pulse
Disabled

a. Tochange the energy pulse settings, press ©
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b. Press @ or @ to select an option.

c. Press @ to confirm the selection, or ® to cancel.

Note: All outlet LEDs on the PX3 turn OFF after enabling the energy
pulsing. You still can turn on or off outlets during the pulsing period

though outlet L EDs do not change their status.

4. If your PX3is an iX7™ device, press @ to show the status of the 12V
power supply to the controller. For details on this sensor, see +72V

Power Supply Sensor [for iX7" Only) (on page 167).

PDU Sensors

Power Supply Status:
OK

ack .57 PM

5. If your PX3 has more than one inlet, press @ to show the
information of total active power (W) and total active energy (Wh).

PDU Sensors

Active Power:

1,613 w

Active Energy:
378,562 Wh

Raritan.
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6. Toreturn to the Main Menu, press ®

Inlet

An inlet's information is separated into two pages. Page numbers are
indicated in the top-right corner of the LCD display.

» To show the inlet information:

1. Press @ or @ to select "Inlet [1" in the Main Menu, and press

2. The first page shows the inlet's active power (W), apparent power
(VA], power factor (PF), and active energy (Wh).

Inlet 11

Active Power:
4,898 w

Apparent Power:

4,998 va

Power Factor:
0.98

Active Energy:
0 Wh

3. To go to other pagel(s), press @ or @
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= Forasingle-phase model, the second page shows the inlet's
voltage (V], frequency (Hz) and current (A).

Inlet I1

Violtage:
224 v
Frequency:

60.0 Hz

Current:
0.000 A

= Forathree-phase model, the next several pages respectively
show unbalanced current’s percentage, line frequency, the
current and voltage values of each line.

4. To return to the Main Menu, press ®

OCPs

If your model has more overcurrent protectors (0CPs) than the LCD
display can show at a time, a page number appears in the top-right
corner of the display. Otherwise, no page numbers are available.

P To show the overcurrent protector information:

1. Press @ or @ to select "OCPs" in the Main Menu, and press

102 Raritan.
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2. The LCD display shows a list of overcurrent protectors similar to the
following diagram.

Circuit Breaker C1

L1-M, 204 0.000 A
Circuit Breaker C2
L1-N, 204 0.000 A

) J—— ——eo

X Back 9:57 PM

Number Description

0 Overcurrent protector names.
Associated lines and rated current are displayed below each overcurrent
protector's name.

9 Current reading of the corresponding overcurrent protector.

3. If the desired overcurrent protector is not visible, press @ or @
to scroll up or down.

Note: If any circuit breaker trips, the list of overcurrent protectors looks
slightly different from the above diagram. The tripped one will show
“open”instead of a current reading.

Outlets
With the front panel display, you can do the following for outlets:

e Show each outlet's information.

e Turn on, off or power cycle an individual outlet if your PX3 is
outlet-switching capable. To do this, you must first enable the front
panel outlet control function. See Miscellaneous (on page 384).
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Showing an Outlet’s Information
Multiple outlet information can be displayed on the LCD display.

Control buttons that can be used and the system time are shown at the
bottom of the LCD display.

» To show an outlet's information:

1. Press @ or @ to select "Outlets” in the Main Menu, and press

2. The LCD display shows a list of outlets with their receptacle types,
current values (A), and power states which are indicated by the
colors of circles.

The currently-selected outlet number and total of outlets are
indicated in the top-right corner of the display.

= Aredcircle indicates that this outlet is powered on.

= Agreen circle indicates that this outlet is powered off. If so, the
word "Off" replaces the current value.

Outlets
e

Outlet 1
MEMA 5-20R
Outlet 2
MNEMA 5-20R
Outlet 3
NEMA 5-20R

Outlet 4
MEMA 5-20R

0.000A ®
0.332A @

0.000A @

3. Press @ or @ to select an outlet, and press ©

= |fthe desired outlet is not visible, press @ or @ to scroll up
or down.

4. The LCD display shows the selected outlet's power state, active
power (W), apparent power (VA], power factor (PF) and active energy
(Wh]).
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Note: In the following diagrams, N represents the selected outlet’s
number.

Qutlet N 1/2
Status:

.Dn

Active Power:

102 w

Apparent Power: 104 VA
Power Factor: 0.98

Active Energy: 4,500 Wh

957 FM Swilch ©

5. To go to the next page which shows the outlet's voltage (V],
frequency (Hz) and current (A, press @ or

Qutlet N 2/2

Current
0.000 A
Yoltage (L1-M): 224\
Frequency: 60.0 Hz

957 FM Switch ©

6. Toreturn to the Main Menu, press ® several times until the Main
Menu is shown.
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Power Control
This section applies to outlet-switching capable models only.

The front panel outlet control must be enabled for performing this power
control function. The default is to disable this function. See
Miscellaneous (on page 384).

Available options for power control vary, based on the power state of the
selected outlet.

e Foran outlet which has been turned on, the ‘Switch On’ option is
unavailable.

e For an outlet which has been turned off, the ‘Switch Off’ option is
unavailable.

Control buttons that can be used and the system time are shown at the
bottom of the LCD display.

> To power on, off or cycle an outlet using the LCD display:

1. Press @ or @ to select "Outlets” in the Main Menu, and press

2. The LCD display shows a list of outlets with their receptacle types,
current values (A), and power states which are indicated by the
colors of circles.

The currently-selected outlet number and total of outlets are
indicated in the top-right corner of the display.

= Ared circle indicates that this outlet is powered on.

= Agreen circle indicates that this outlet is powered off. If so, the
word "Off" replaces the current value.

Qutlets 1/8
E}tl::lf E ;r;:-;.;:_ 0.000 A

?:;Leg-ink 0.000 A ®
S:h:f;-gnk off @
EI):F:.L.E;-:DR 0.000A ®

9:57 PM Details ©
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3. Press @ or @ to select an outlet, and press @

If the desired outlet is not visible, press @ or @ to scroll up or
down.

4. The LCD display shows the selected outlet's information. For details,
see Showing an Outlet’s Information (on page 104).

Note: In the following diagrams, N represents the selected outlet’s
number.

Qutlet N 1/2
Status:

.Dn

Active Power:

102 w
Apparent Power: 104 VA

Power Factor: 0.98
Active Energy: 4,500 Wh

9:57 PM Switch ©

5. Press @ to go to the power control page. A submenu similar to
the following diagram appears.

Note: The submenu is not available when the front panel outlet
control is disabled. If so, a message “Front-panel outlet control is
disabled” is displayed.
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=  When the selected outlet has been turned off, ‘Switch On’
replaces the option of ‘Switch Off’.

Outlet N

Switch Off
Cycle

957 PM Select ©

6. Press @ or @ to select the desired option, and press ©

= Switch Off: Turn off the outlet.
=  Switch On: Turn on the outlet.

= Cycle: Power cycle the outlet. The outlet is turned off and then
on.

7. A confirmation message appears. Press @ or @ to select Yes

or No, and then press
=  Yes: Confirm the operation.
= No: Abort the operation.

8. Verify that the selected outlet is switched on or off, depending on the
option you selected in the above step.

= Check the outlet state shown on the LCD display. See step 4.

=  Check the outlet LED. A green LED indicates that the outlet is
turned off, and a red LED indicates that the outlet is turned on.

9. Toreturn to the Main Menu, press ® several times until the Main
Menu is shown.
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Peripherals

If there are no Raritan environmental sensor packages connected to your
PX3, the LCD display shows the message “No managed devices” for the
"Peripherals” menu command.

If you have enabled the front panel actuator control function, you can
switch on or off a connected actuator using the LCD display. See
Miscellaneous (on page 384).

» To show environmental sensor or actuator information:

1. Press @ or @ to select "Peripherals” in the Main Menu, and

press

2. The display shows a list of environmental sensors/actuators.

= |f the desired sensor or actuator is not visible, press @ or

@ to scroll up or down.

=  When the list exceeds one page, the currently-selected
sensor/actuator's ID number and total of managed
sensors/actuators are indicated in the top-right corner of the
display.

= |f any sensor enters the warning, critical, or alarmed state, like
‘Tamper Detector 1" shown below, it is highlighted in yellow or
red. For color definitions, see Yellow- or Red-Highlighted
Sensors (on page 206).

The top and bottom bars also turn yellow or red. See Operating
the Dot-Matrix LCD Display (on page 94).

Perihr-_-ral Devices 1/32
(1] Dry Contact 1 Off 2]

Tamper Detector 1
Alarmed

OnfOff 1 Normal

0 ———® Temperatura 2
24.5C Normal &«—— @

Relative Hurnidity 1
42 % Normal

X Back 8:57 PM Details ©
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Number

o
@

Description

Sensor or actuator names.

Sensor/Actuator States (on page 208).

n/a = unavailable

Normal

Alarmed

On
Off

Lower Critical = below lower critical
Lower Warning = below lower warning
Upper Warning = above upper warning
Upper Critical = above upper critical

Sensor or actuator states as listed below. For further information, see

A numeric sensor shows both the reading and state. A state sensor or
actuator shows the state only.

3. Toview an environmental sensor or actuator’'s detailed information,

press @ or @ to select that sensor or actuator, and press
A screen similar to the following is shown.

Peripheral Sensor 3

Port 1, Chain Pos. 1

OnfOffl =

QMQ4392432
._
Channel 5

Normal +——

Number

&

Description

An actuator shows "Peripheral Actuator x"

The ID number assigned to this sensor or actuator.

A sensor shows "Peripheral Sensor x" (x is the ID number)

Raritan.
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Number Description

6 Sensor or actuator name.

6 The following information is listed.
= Serial number
= Chain position, which involves the following information:

Port <N>: <N> is the number of the sensor port where this sensor or
actuator is connected. This number is always 1 for PX3.

Chain Pos. <n>: <n> is the sensor or actuator’s position in a sensor daisy
chain.

Note: Only DX, DPX2 and DPX3 sensor packages provide the chain
position information.

= |f this sensor or actuator is on a sensor package with multiple channels,
such as DX-D2Cé, its channel number is indicated as "Channel x", where
X is a number.
@ Depending on the sensor type, any of the following information is displayed:
= State of a state sensor: Normal or Alarmed.
= State of an actuator: On or Off.
= Reading of a numeric sensor.

6 X, Y, and Z coordinates which you specify for this sensor or actuator. See
Individual Sensor/Actuator Pages (on page 214).

> To switch on or off an actuator:
1. Follow the above steps 1 to 3 to select an actuator.

Peripheral Actuator &

Powered Dry Contact 1

QUT4592507
Port 1, Chain Pos. 1
Channel 1

Off
e
Y-
2

9:57 PM Switch ©

Raritan. 111

Alrundof O ingund”



Chapter 5: Introduction to PDU Components

2. Press @ to turn on or off the actuator. A confirmation message
similar to the following is shown.

Peripheral Actuator &

Do you really want
to switch on
Powered Dry

Contact 1?7

3. Press @ or @ to select Yes or No, and then press @

4. \Verify that the actuator status shown on the LCD display has been
changed.

Assets

If there are no Raritan asset management strips connected, the LCD
display shows the message "No asset strips connected” for the "Assets”
menu command.

After connecting asset strips, only the information of the rack units
where asset tags have been detected is shown on the LCD display.

P To show asset strip information:

1. Press @ or @ to select "Assets” in the Main Menu, and press

o

2. The display shows the available asset strip, and indicates how many
rack units and tags are detected on this strip.

112 Raritan.
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= The number of tags includes both the tags attached to the asset
strip and those attached to the blade extension strip, if any.

Asset Strips

Asset strip 1
available
48 rack units, 32 tags

957 PM Select ©

3. Press © to show this asset strip’s details, including:
= State - strip status.
= Main Tags - number of the tags attached to the asset strip.
In the following diagram, this number is 30.

= Blade Tags - number of the tags attached to the blade extension
strip(s), if any.

In the following diagram, this number is 2.

Note: The ‘Blade Tags'information appears only when there are tags
detected on the connected blade extension strip.

= Type - the asset strip type.

* Numbering - the numbering mode. See Asset Strip (on page
221).

= Offset - the starting number of the rack unit numbering.
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= Orientation - the strip's orientation.
State: available

Main Tags: 30/48

Blade Tags: 2/128
Type: simple

Numbering: bottom-up,
Offset: 1
Orientation: bottom
connector

Tags ©

4. Press © again to show a list of available tags and their
information.

= When the list exceeds one page, the currently-selected main tag
and total of available main tags are indicated in the top-right
corner of the display.

= |f the desired tag is not visible, press @ or @ to scroll up or
down.

4]

Asset Strip 1 Tags 1/30

RU (Index) / LED Tag ID

1(1) 000015B9158C (5

Mame: Mail server

2(2) MW 000015B91610

Mame: Windows ¥P

3(3) M SHkgXBKGIZMWLLT
6 @ blade extension: 2/16

4 (4) @  000015BS152E

Mame: Linux

e

114 Raritan.

Al of Wity



Chapter 5: Introduction to PDU Components

Number Description
0 Two numbers are displayed for each tag.

= Rack unit number: The number assigned to this tag based on the
selected numbering mode. See Asset Strip (on page 221).

= The index number in parentheses: The physical port number printed on
the asset strip.

®

The asset tag's name if you have specified. This field does not show up when
no name is available.

@

If the connected tag is the blade extension strip, it shows 'blade extension’
and indicates how many tags and slots are available on this extension strip.

©

A color box, which represents the current LED color of the tag port where
this asset tag is connected. The default is green.

= You can customize the color. See Asset Strip (on page 221).
6 The connected asset tag's ID number (barcode).
5. If any blade extension strip is connected to this asset strip, select it

and Press to view a list of available tags and asset IDs on this
extension strip.

(6 RU 4 (Index 4) @ 5HkgXBKGIZMWLET

Slot Tag ID

000015891546 0
000015891600

(el Lo
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Number Description
@ The information of the selected blade extension strip, including:
= Rack unit number
= Index number in parentheses
= Current LED color of the tag port where it is connected
= Extension strip's ID number (barcode])

The slot number of each asset tag

@9

The connected asset tag's ID number (barcode).

Device Info

The display shows the device's information, network and IPv4/IPvé
settings through various pages. Page numbers are indicated in the
top-right corner of the LCD display.

» To show the device information:

1. Press @ or @ to select "Device Info” in the Main Menu, and

press
2. Device information similar to the following diagram displays.

Device Info

my POU &—+F— @)

3.3.0.5-43377
PX3-5496v &——— @)
QQK4423456

200-240V
50/60Hz
24A
4.8-5.8VA

e

Number Description
0 Device name.

9 Firmware version, model name and serial number.

16 Raritan.
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Number Description

B Device ratings, including rated voltage, frequency, current and power.

3. Press @ to show the Network Common page.

MNetwork Common

DNS Servers
192.168.80.80 (4]
192.168.80.83

Default Gateways

| O
192.168.84.255

857 FM

Number Description
6 DNS servers.

6 Default gateways.

4. Press @ to show the Network Cascading page.

MNetwork Cascading

No Cascading eo—F— ®

8:57 FM
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Metwork Cascading ! Metwork Cascading
Network Bridge Enabled
9 Port Forwarding Master
IPv4
DHCP

192.168.84.53/24

IPvG Slave Connected: yes
IPvE Disabled

957 PM

Number Description
@ Cascading status, which can be one of the following:

= No Cascading: This device's cascading mode is set to None. See Setting
the Cascading Mode (on page 265).

= Network Bridge Enabled: This device's cascading mode is set to Bridging.
Its IP address is also displayed on this page.

= Port Forwarding Master: This device's cascading mode is set to Port
Forwarding, and it is a master device.

= Slave Connected: Indicates whether the presence of a slave device is
detected - yesor no.

= Port Forwarding Slave: This device's cascading mode is set to Port
Forwarding, and it is a slave device.

= Slave Connected: Indicates whether the presence of a slave device is
detected - yesor no.

= (Cascade Position: Indicates the position of a slave device in the Port
Forwarding mode. 1 represents Slave 1, 2 represents Slave 2, and so
on.

= A port forwarding slave device will also display the master device's
IP address on this page.

118 Raritan.
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5. Press @ to show the ETHERNET page.

ETHERNET /5

00:0d:5d:12:21:33
100MBit/s, full duplex

IPv4
DHCP
192.168.84.53/24

IPvE
IPvE Disabled

@

= For PX3-iX7, there are two Ethernet pages -- ETH1 and ETH2.

00:0d:5d:12:21:34
100MBit/s, full duplex

IPv4
DHCP
192.168.84.100/24

IPvG
IPvE Disabled

00:0a:5d:12:21:33
100MBit/s, full duplex

IPv4
DHCP
192.168.84.53/24

IPv6
IPv6 Disabled

8:57 PM

Number Description

6 Ethernet interface information, including:
= MAC address.
= Speed.
= Full or half duplex.
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Number Description
@ IPv4/IPv6 network information, including:
= Network configuration: DHCP (or Automatic), or Static. Static represents
Static IP.
= |P address.
= Prefix length, such as "/24".

Note: If you disable any Ethernet interface, a message ‘Interface
Disabled’is shown. See Ethernet Interface Settings /on page 254).

If you do not enable IPv4/IPvé settings, an 'IPv4 (or IPvé) Disabled'
message is displayed.

6. Press @ to show the WIRELESS page.

WIRELESS 5/5

No Adapter Detected

Interface Disabled

Number Description
@ Wireless network information, if enabled, such as SSID.

7. Toreturn to the Main Menu, press ®
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Alerts Notice in a Yellow or Red Screen

In the automatic mode, if an alert occurs, the LCD display automatically
shows a yellow or red screen which indicates the total number of alerted
sensors and information of the latest transitions.

e When all alerted sensors enter the warning levels, the screen’s
background turns yellow.

e When at least one of the alerted sensors enters the critical level, the
screen’s background turns red.

For color definitions, see Yellow- or Red-Highlighted Sensors (on page
206).

The following illustrates the alerts notice in red.

Alerted Sensors

1 critical o
3 warned

Recent transitions
Temperature 1 (3]

Relative Humidity 1

X Menu T:30PM  Alertlist ©

Description

The total of alerted sensors in critical and warning levels.
A list of final alerted sensors that changed their readings or states.

The final time that each alerted sensor changed its readings or states.

»  Next steps:

e Toview details of all alerted sensors, press @ If the detailed

information exceeds one page, press @ or @ to switch
between pages.

e Toreturn to the Alerts Notice screen, press ®
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Showing the Firmware Upgrade Progress

When upgrading the PX3, the firmware upgrade progress will be
displayed as a percentage on the LCD display, similar to the following
diagram.

Firmware Update

Firmware update in
progress

Updating main controller

Please do not power off the device
while the update is in progress!

38%

In the end, a message appears, indicating whether the firmware upgrade
succeeds or fails.

Reset Button

The reset button is located inside the small hole near the display panel
on the PDU.

The PX3 device can be reset to its factory default values using this button
when a serial connection is available. See Resetting to Factory Defaults
(on page 701, on page 627).

Without the serial connection, pressing this reset button restarts the PX3
device's software without any loss of power to outlets.

The following images illustrate the locations of the reset button on Zero
U models. Port locations may differ on your models.

» PX3 models:

CONSOLE | MODEN USB-B _ ETHERMET

0. ®®

SERaritan Ek ONO,

BERSOR wsE-AC
\
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»  PX3-iX7 models:

SEMSOR  CONSOLEMODEW us8-g

ik k| @ il O ®
Raritan | WP | R E ©O

Circuit Breakers

Raritan.
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PX3 models rated over 20A (North American) or 16A (international
contain overcurrent protectors for outlets, which are usually branch
circuit breakers. These circuit breakers automatically trip (disconnect
power) when the current flowing through the circuit breaker exceeds its
rating.

If a circuit breaker switches off power, the LCD display shows open. To

find which circuit breaker is open [trips), select Alerts or OCPs in the
Main Menu. See Operating the Dot-Matrix LCD Display on page 94).

When a circuit breaker trips, power flow ceases to all outlets connected
to it. You must manually reset the circuit breaker so that affected outlets
can resume normal operation.

Depending on the model you purchased, the circuit breaker may use a
button- or handle-reset mechanism.

Resetting the Button-Type Circuit Breaker

Your button-type circuit breakers may look slightly different from the
images shown in this section, but the reset procedure remains the same.

> To reset the button-type breakers:

1. Locate the breaker whose ON button is up, indicating that the
breaker has tripped.

2. Examine your PX3 and the connected equipment to remove or
resolve the cause that results in the overload or short circuit. This
step is required, or you cannot proceed with the next step.
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3. Press the ON button until it is completely down.

Resetting the Handle-Type Circuit Breaker

Your handle-type circuit breakers may look slightly different from the
images shown in this section, but the reset procedure remains the same.

P To reset the handle-type breakers:
Lift the hinged cover over the breaker.

2. Check if the colorful rectangle or triangle below the operating
handle is GREEN, indicating that the breaker has tripped.

3. Examine your PX3 and the connected equipment to remove or
resolve the cause that results in the overload or short circuit. This
step is required, or you cannot proceed with the next step.

4. Pull up the operating handle until the colorful rectangle or triangle
turns RED.

= LSTED /™
& EE
-l uﬂ-lJL
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Fuse

Some PX3 devices may be implemented with fuses instead of circuit
breakers. A fuse blows to protect associated outlets if it detects the
overload.

If your PDU uses fuses, you must replace it with a new one when it blows
or malfunctions. The rating and type of the new fuse must be the same
as the original one.

Use of inappropriately rated fuse results
in damage to the PDU and connected
equipment, electric shock, fire, personal

injury or death.

Depending on the design of your PDU, the fuse replacement methods
differ.

Fuse Replacement on Zero U Models

This section only applies to a Zero U PDU with "replaceable” fuses.

P Toreplace a fuse on Zero U models:

1. Lift the hinged cover over the fuse.

2. Verify the new fuse’s rating against the rating specified in the fuse
holder's cover.
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3. Push the cover of the fuse holder to expose the fuse.

5. Insert a new fuse into the holder. There is no orientation limit for
fuse insertion.

6. Close the fuse holder and the hinged cover in a reverse order.

Fuse Replacement on 1U Models

On the 1U model, a fuse is installed in a fuse knob, which fits into the
PDU’s fuse carrier.

Number Description
o Fuse carrier

9 Fuse knob where a fuse is installed

126 Raritan.
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P Toreplace afuse on 1U PDUs:
1. Disconnect the PDU's power cord from the power source.

2. Remove the desired fuse from the PDU's fuse carrier using a flat
screwdriver.

a. Rotate the fuse knob counterclockwise until its slot is inclined to
45 degrees.

b. Take this knob out of the fuse carrier.

3. Remove the original fuse from this knob, and insert either end of a
new one into the knob. Make sure the new fuse's rating is the same
as the original one.

-~
Y

Number Description
0 Fuse knob

9 Fuse

4. Install this knob along with the new fuse into the fuse carrier using a
flat screwdriver.

a. Have this knob's slot inclined 45 degrees when inserting the
knob into the fuse carrier.

b. Gently push this knob into the fuse carrier and then rotate it
clockwise until its slot is horizontal.
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5. Verify whether this knob's head is aligned with the fuse carrier. If its
head is higher or lower than the fuse carrier, re-install it.

Number Description
0 INAPPROPRIATE installations

9 Appropriate installation

6. Connect the PDU's power cord to the power source and verify that
the corresponding fuse LED is lit, indicating that the fuse works
properly.

Beeper
The PX3 includes an internal beeper to issue an audible alarm for an
overcurrent protector which is open.

e The beeper sounds an alarm within 3 seconds of a circuit breaker
trip.
e The beeper stops as soon as all circuit breakers have been reset.

You can also set the internal beeper to sound for specific events. See
Event Rules and Actions (on page 312).

Tip: To remotely check this beeper’s state via the web interface, see PDU
[on page 157].
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Replaceable Controller

Raritan.
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A PX3 Zero Umodel provides flexibility for replacement of its controller.
The controller, which contains the dot-matrix LCD display and
connection ports, is usually located in the middle of the PDU.

If the controller is broken, you can simply send the controller back to
Raritan for repair, or purchase a new controller from Raritan.

1U / 2U PDUs and all of PX3-3000 series do NOT support this feature.

>

To request a new controller:

Contact tech@raritan.com to request a new PX3 controller.

Include these details with your request:

The serial number of the PDU

The serial number of the controller board

The full model number of the PDU

The firmware version that the PDU is running (if known).

To replace a controller:
PDU is NOT required to be powered off.

Loosen the screws at two sides of the PX3 controller, and lift it up.

Note: Loosen the screws instead of removing them.
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3. Disconnect the PDU's controller cable from the controller.

4. Getanew PX3 controller and install it back into the PDU in the
reverse order.
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Using the Web Interface

This chapter explains how to use the web interface to administer a PX3.

In This Chapter

Supported Webh BroWSers ......c..oiiiiiiiiieiiie it 131
Login, Logout and Password Change ......cccccceeeiiiiiiiiiiiiieseee e 132
Web Interface OVerVIEW . .....o.eeii i 136
DashbOard ......ooieiiie e 144
PDU ¢ttt 157
] PSPPSR 168
T4 1= =SSR 173
O P S ettt ettt ettt 191
Peripherals ... 200
FEature POrt ... 219
User ManagemMent . ..o e et 237
DeViCe SEINGS ..eiiiiie e 249
MaINTENANCE L. 386
Webcam Management... ..o 413
SmartLock and Card Reader.........oooiiiiiiiiiiiieee e 427

Supported Web Browsers

Raritan.
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e Internet Explorer® 11

e Microsoft Edge

e Firefox® 52 and later

e Safari® (Mac)

e Google® Chrome® 52 and later
e Android 4.2 and later

e i0S7.0and later

Note: Depending on the browser you use, spin controls similar to =
may or may not appear in the numeric input fields. Clicking these adjusts
numeric values by 1.
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Login, Logout and Password Change

The first time you log in to the PX3, use the factory default "admin” user
credentials. For details, see the Quick Setup Guide accompanying the
product.

After login, you can create user accounts for other users. See Creating
Users (on page 238).

Login

You must enable JavaScript in the web browser for proper operation.

> To login to the web interface:
1. Open a browser and type the IP address of the PX3.

= |f the link-local addressing has been enabled, you can type
pdu.localinstead of an IP address. See AP/PA and Link-Local
Addressing (on page 3).

| MNew Tab b4 .'t\ +

192.168.84.92] -

Q, Search ﬁ E » =

Tip: You can also enter the desired page's URL so that you can
immediately go to that page after login. See Quick Access to a
Specific Page /on page 142).

If any security alert message appears, accept it.

The login screen displays. Type your user name and password. User
credentials are case sensitive.

Raritan.

A brand of Olegrand

4. (Optional] If a security agreement is displayed, accept it. Otherwise,
you cannot log in.
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= To select the agreement checkbox using the keyboard, first press
Tab to go to the checkbox and then Enter.

Note: To configure the security agreement, see Enabling the
Restricted Service Agreement /on page 306).

5. Click Login or press Enter. The PX3 web interface opens. The PX3
web interface similar to the following image opens.

Depending on your hardware configuration, your web interface
shown onscreen may look slightly different from the image below.

My POU

2.08. u
2.25. 3. 24100
-

Active Enexgy: 0'Wh
Power Fa
Lirwt
Unks

A Admicistrater | Logout
T0.7sres 8.1«
=== L]

] L3-L1: 199
A L3I

Overcurment Frotectors

Crvercument Protector C1

Overcurment Protector G2

Overcurrent Protector C3

3. 240 8.Twm 0.0u
_— [S==——==x|
closed clased closed
L1-12 L2-13 (ERE]
Alerted Sensars (0 Critical, 1 Warned) Alarms
Sensars Valug State & No Alarms
Outlet 17 FMS Current B0 A abive upper warning
Inlet History
20
5%
aw
0.5¥
2.0
9.5W
i
Active Pawer +

Note: The address to access a slave device in the Port Forwarding mode
via non-standard ports is a combination of a protocol [http:// or https://),
an IP address and a port number. See Port Forwarding Examples /on

page 270J.
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Changing Your Password
You must have the Change Own Password permission to change your
own password. See Creating Roles (on page 244).

You must have Administrator Privileges to change other users'
passwords. See Editing or Deleting Users (on page 242).

P Password change request on first login:

On first login, if you have both the Change Local User Management and
Change Security Settings permissions, you can choose to either change
your password or ignore it.

e MNot Nowignores the request for this time only.

o Do not ask againignores the request permanently. If you select this
checkbox, then click Mot Now.

e Or enter the new password and click Ok.

Password change recommended for User

‘admin’
Password required
Confirm )
required
password

|| Do not ask again.

o r

Users without permissions listed must change password.

Note: This password change request also appears if the force
password change'is enabled in the user account setting. See
Creating Users /on page 238).

> To change your password via the Change Password command:
Choose User Management > Change Password.

2. First type the current password, and then the new password twice.
Passwords are case sensitive.
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= A password comprises 4 to 64 characters.

Change Password - admin

0Old Password required
Mew password required
Confirm password required

Remembering User Names and Passwords

The PX3 supports the password manager of common web browsers,
including:

e Microsoft Internet Explorer®

e Mozilla Firefox®

e (Google Chrome®

You can save the login name and password when these browsers ask
whether to remember them.

For information on how to activate a web browser’'s password manager,
see the user documentation accompanying your browser.

The PX3 does NOT support other browser password managers.

Logout

After finishing your tasks, you should log out to prevent others from
accessing the PX3 web interface.

P To log out without closing the web browser:
e Click "Logout” on the top-right corner.
- 0OR --

e Close the PX3 tab while there are other tabs available in the
browser.

P To log out by closing the web browser:

e Click |£| on the top-right corner of the window.
- 0OR --

e (Choose File > Close, or File > Exit.

135



Chapter 6: Using the Web Interface

Web Interface Overview

The web interface consists of four areas as shown below.

P Operation:
1. Click any menu or submenu item in the area of 0

That item's data/setup page is then opened in the area of 9
Now you can view or configure settings on the opened page.
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4. Toreturn to the main menu and the Dashboard page, click

Raritan

L Ll B on the top-left corner.

Raritan.

A brand of O legrand

My PDU A Administrator | Logout

Infet 11

208| 8] Lz
3.2, 10. 7w 8.1.

0.52 L1-L2: 180V L2-13:199 V. L3-11: 199 ¥
quency: 50,0 Hz L1114V L2814 Y Lap: 112y
d Current: 55 %

Peripherals
Overcurrent Protectors
Asset Strip
Overcument Protector C1 Overcurrent Protector C2 Overcurrent Proteator C3
User Management 3 2 8 -I O O
AT VETY PR R [ LA
Davice Sellings [—
Muintenance iosed ]
" L2-13 (ERE]
Model
PX3-5E60V Alerted Sensors (0 Critical, 1 Warned) Alarma
Firmware Version S
340543881 Sensols Walus State & v
Help Outlet 17 AMS Cument 7004 sbowe upper wamning

Inlet History

THE/2017,710:18:35 PM Enstern
Doylight Time

7/21/2017,2:57:17 AM Enstern
Dayiight Time

Number Web interface element
0 Menu (on page 139)

9 Data/setup page of the selected menu item.

e = Left side:
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Number

Web interface element

- PX3 device name.

Note: To customize the device name, see PDU [on page 157).

Right side:
- Your login name, which you can click to view your user account settings.

- Logout button.

From top to bottom --

Your PX3 model.

Current firmware version.

Online Documentation: link to the PX3 online help.

- See Browsing through the Online Help (on page 824).
Raritan Support: link to the Raritan Technical Support webpage.
Date and time of your user account’s last login.

- Click Last Login to view your login history.

PX3 system time, which is converted to the time zone of your computer or
mobile device.

- Click Device Time to open the Date/Time setup page.

Raritan.
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Menu

Depending on your model and hardware configuration, your PX3 may
show all or some menu items shown below.

Dashboard
PDU

Inlet
Outlets

OCPs

Peripherals

Feature Port

User Management

Device Settings

Maintenance

Information shown

Summary of the PX3 status, including a list of alerted sensors and alarms, if
any.

See Dashboard (on page 144).

Device data and settings, such as the device name and MAC address.

See PDU (on page 157).

Inlet status and settings, such as inlet thresholds.

See /nlet (on page 168).

Outlet status, settings and outlet control if your model is outlet-switching
capable.

See Outlets on page 173).
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Menu Information shown

OCPs
The OCPs menu item appears only when there are overcurrent protectors

implemented on your model.

OCP status and settings, such as OCP thresholds.
See OCPs (on page 191).

Peripherals Status and settings of Raritan environmental sensor packages, if connected.
See Peripherals (on page 200).

Feature Port Status and settings of the device connected to the Feature port(s], which can

be one of the following.
The name

'Feature Port(s)’
will be replaced
with one of the = LHX20
device names = SHX30
listed to the right = LHX40

= Power CIM
See Feature Port(on page 219).

= Asset Strip
= External Beeper

Webcams ) . ) i
The ‘Webcams' menu item appears only when there is any webcam(s)
connected to the PX3, or when there are snapshots saved onto the PX3
already.
Webcam live snapshots/video and webcam settings.
See Webcam Management (on page 413).
SmartLock ) ) )
Either or both menu items appear only when you connect the equipment
-- and/or --

included in a Raritan’'s SmartLock kit to PX3. For details, refer to the user
Card Readers documentation accompanying the SmartLock kit or download it from
Raritan's Support page |http://www.raritan.com/support/|.

= SmartLock: Configures and controls the door handles connected to PX3
via DX2-DH2C2. Note that this page is not available if connecting the door
handles to other Raritan sensors than DX2-DH2C2.

= Card Readers: Lists the card readers connected to PX3 directly or
indirectly.

See SmartlLock and Card Reader (on page 427).

User Management Data and settings of user accounts and groups, such as password change.
See User Management on page 237).
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Information shown

Device-related settings, including network, security, system time, event
rules and more.

See Device Settings on page 249).

Device information and maintenance commands, such as firmware upgrade,
device backup and reset.

See Maintenance (on page 386).

If a menu item contains the submenu, the submenu is shown after
clicking that item.

> To return to the previous menu list, do any below:

e Click the toimost link with the symbol <. For example, click

€ Home

User Management

Users

Roles

Change Password
Preferences

Default Preferences

Raritan.

Click BRI LU 8 on the top-left corner to return to the main
menu.
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Quick Access to a Specific Page

If you often visit a specific page in the PX3 web interface, you can note
down its URL or bookmark it with your web browser. Next time, you can
simply enter its URL in the address bar of the browser prior to login.
After login, the PX3 immediately shows the desired page rather than the
Dashboard page.

Besides, you can also send the URL to other users so that they
immediately see that page after login, using their own user credentials.

P URL examples:

In the following examples, it is assumed that the PX3 device's IP address
is 192.168.84.118.

Page URL
Peripherals https://192.168.84.118/#/peripherals
Event Log https://192.168.84.118/#/maintenance/eventLog/0

Sorting a List

If any list displays an arrow (& or W) in one of its column headers, you
are allowed to resort the list by clicking any column header. The list will
be resorted in the ascending or descending order based on the selected
column.

P Illustration -- Event Log:

1. By default, the Event Log is sorted in the descending order based on
the ID column. Therefore, the arrow ¥ is displayed adjacent to the
ID header.

2. To have it resorted in the ascending order based on the same
column, click the ID header.

ID¥  Timestamp Event Class
663 772472017, 3:14:43 AM Eastern Daylight Time User Activity
Be4  7/24/2017, 2:42:35 AM Eastern Daylight Time Sensor
663 T/24/2017, 2:42:35 AM Eastern Daylight Time Sensor
BBZ  7/24/2017, 2:42:35 AM Eastern Daylight Time Sensor
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3. Thearrow turns to &, indicating the list is sorted in the "ascending”
order.

ID &

4. To resort the list based on a different column, click a different
column header. In this example, the 'Event Class’ column is clicked.

ID & Timestamp Event Class Event

5. Thearrow & now appears adjacent to the selected column 'Event
Class," indicating the list is sorted in the ascending order based on
that column.

ID Timestamp Event Class &4 Event
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Dashboard

The Dashboard page contains four to five sections, depending on your
model.

Inlet 11

208' - Lz L2
(1 2 PEw 3.2, 10.1, 81,
£ o — =

Inket Histary
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o

Inlet I1
9 Overcurrent
Protectors
6 Alerted
Sensors

Inlet History

Alarms
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Information shown
= Overview of inlet power data

= Acurrent bar per phase, which changes colors to indicate the
RMS current state

- green: normal
- yellow: warning
- red: critical
See Dashboard - Inlet 17 (on page 146).

This section is available only when your PX3 contains
overcurrent protectors (OCPs).

= QOverview of each OCP's status

= A current bar per OCP, which changes colors to indicate the
RMS current state

- green: normal
- yellow: warning
- red: critical
See Dashboard - OCP (on page 148).
= When no sensors enter the alarmed state, this section shows
the message "No Alerted 