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Chapter 1 Notice

Regulatory Compliance Information

For Customers in the United States

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions: (1) this
device may not cause harmful interference, and (2) this device must accept any interference received, including
interference that may cause undesired operation.

Note: This equipment has been tested and found to comply with the limits for a Class A digital device, pursuant to
part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful interference
when the equipment is operated in a commercial environment. This equipment generates, uses, and can radiate
radio frequency energy and, if not installed and used in accordance with the instruction manual, may cause harmful
interference to radio communications. Operation of this equipment in a residential area is likely to cause harmful
interference in which case the user will be required to correct the interference at his own expense.

For Customers in Europe
Warning: This is a class A product. In a domestic environment this product may be cause radio interference in which
case the user may be required to take adequate measures.

This product may cause interference if used in residential areas. Such use must be avoided unless the user takes
special measures to reduce electromagnetic emissions to prevent interference to the reception of radio and
television broadcasts.

Environmental Information

X

« The equipment that you have purchased has required the extraction and use of natural resources for its
production.

« The equipment may contain hazardous substances that could impact health and the environment.
In order to prevent the dissemination of those substances into the environment, and to relieve pressure on
natural resources, we encourage you to seek out an appropriate take-back program. Take-back programs will
reuse or recycle materials of any end-of-life equipment in a responsible way.

+ Products with the crossed-out wheeled-bin symbol above should not be recycled. Instead, seek out a take-back
program as mentioned.

« If you need more information on the collection, reuse, and recycling of our end-of-life products, please contact
your local or regional waste administration.

For Customers in Taiwan

BSMI

EHERE

I RFREEMEAMTRE - REARERERR - RS ERsTRRe  FEIRERT » ERESRERRIE
LEERHR
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Chapter 1 Notice

Warning Symbols and Graphical Icons on the Product

Warning symbols are used on the product for safety operation and prevention of injury to you and damage to the
unit. The following explains the meanings of symbols used on the product.

This symbol indicates important warnings or cautions for operation and maintenance.
Additional information will follow this symbol.

This symbol indicates the presence of an alternating current.

This symbol indicates that the rack-mounted equipment should not be used for a shelf or a work
space.

This symbol indicates danger of hazardous high voltage.

=@ >

Safety Precautions

Before using your device, basic safety instructions should always be followed.

(1) Read these instructions.

(2) Keep these instructions.

(3) Heed all warnings and follow all instructions.

(4) The socket-outlet shall be installed near the equipment and shall be easily accessible.

(5) Only use the cables and accessories that are included in the package. Don't use other accessories or cables
unless specifically instructed to in the documentation. Also, do not use USB cables that are 3 meters or longer to
connect USB devices.

(6) The device can only be used in a fixed location, such as a telecommunication center or a dedicated computer
room. When you install the device, ensure that the protective earthing connection of the socket-outlet is verified
by a technician.

Translation to Norwegian:

Utstyr som er koplet til beskyttelsesjord via nettplugg og/eller via annet jordtilkoplet utstyr — og er tilkoplet et
kabel-TV nett, kan forarsake brannfare. For a unnga dette skal det ved tilkopling av utstyret til kabel-TV nettet
installeres en galvanisk isolator mellom utstyret og kabel- TV nettet.

Translation to Swedish:

Utrustning som ar kopplad till skyddsjord via jordat vagguttag och/eller via annan utrustning och samtidigt
ar kopplad till kabel-TV nét kan i vissa fall medfora risk for brand. For att undvika detta skall vid anslutning av
utrustningen till kabel-TV nét galvanisk isolator finnas mellan utrusningen och kabel-TV nétet.
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Chapter 2 Getting Started

The procedures in this manual correspond to firmware version 5.64 and later. To read the manual for older firmware
versions installed on your TeraStation, click View Manual from Settings.

Diagrams

Depending on the number or type of drives in the unit, the model name will be different. Check the sticker on the
packing box for your unit’s model name.

TS3010 Series TeraStations

TS3210DN
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1 Power Button(('))

To power on the TeraStation, connect the power cable and wait for 10 seconds, then press the power button.
To power off the TeraStation, press and hold down the power button for three seconds.
If the TeraStation beeps, pressing and holding this button for a short period will stop the beeping.

2 Power LED

For the TS3210DN and TS3410DN TeraStation models, the LED glows green when the TeraStation is on. For the
TS3410RN TeraStation model, the LED glows white when the TeraStation is on.

Note: If the LED continues to blink for longer than 15 minutes instead of turning into a solid glow, refer to the
“Power LED Keeps Blinking” section in chapter 11 for more details.

3 Info LED

If there is a status message, the info LED will light up amber. Check the Settings interface or NAS Navigator2 to
see the status message.
13
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4 Error LED

If there is an error, the error LED will light up red. Check the Settings interface or NAS Navigator2 to see the
error message.

5 LaniLep
When LAN port 1 is connected, this LED glows green and blinks when the connection is experiencing activity.

6 LAN2 LED

When LAN port 2 is connected, this LED glows green and blinks when the connection is experiencing activity.

7 Function Button

Use this button for dismounting USB devices, rebuilding RAID arrays, configuring failover, stopping the
TeraStation’s beeping, and initializing settings using a USB drive.

8 Drive Lock(“ ﬂ)

Open the front panel with the key to replace drives or access the init button.

9 Init Button

Press and hold down this button to initialize the TeraStation’s admin username and password, two-factor
authentication settings, IP settings, SSL, and service port restriction settings to their factory default values. The
effects of this button can be changed in Settings.

During initialization, the TeraStation will beep and the 123 message will appear as a notification. When
initialization finishes, the 123 message will disappear.

1 0 Status LEDs

Normally, these LEDs blink green when drives are accessed. If a drive fails, its LED will turn red.

11 Fan

Spins to prevent overheating inside. Do not block the fan.

12 usB port (SS<=*)

Compatible USB drives, USB memory devices, and USB UPS devices can be connected. USB hubs are not
supported.

13 LaNPort 1 (1GbE, 25)

Connect an Ethernet cable to use this port for your network. It is available for communicating at max. 1000
Mbps.

14 AN Port 2 (1GbE, 58)

Connect an Ethernet cable to use this port for your network. It is available for communicating at max. 1000
Mbps.

1 5 Power Connector

Use the included power cable to connect to a UPS, surge protector, or outlet.

1 6 Anti-Theft Security Slot (H)

Use this slot to secure your TeraStation with a cable lock (not included).

1 7 Serial Number

This sticker shows the TeraStation’s serial number.

1 8 UID Button
Press this button to cycle the blue LED on and off.
14



Glows green when the TeraStation is connected to a network.

TS3020 Series TeraStations, TeraStation Essentials
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1 Power Button

To power on the TeraStation, connect the power cable and wait for 10 seconds, then press the power button.
To power off the TeraStation, press and hold down the power button for three seconds.
If the TeraStation beeps, pressing and holding this button for a short period will stop the beeping.

2 Power LED

For the TS3220DN, TS3420DN, and TS3420DS TeraStation models, the LED glows green when the TeraStation is
on. For the TS3420RN and TS3420RS TeraStation models, the LED glows white when the TeraStation is on.

Note: If the LED continues to blink for longer than 15 minutes instead of turning into a solid glow, refer to the
"Power LED Keeps Blinking” section in chapter 11 for more details.

3 Info LED

If there is a status message, the info LED will light up amber. Check the Settings interface or NAS Navigator2 to
see the status message.

4 Error LED

If there is an error, the error LED will light up red. Check the Settings interface or NAS Navigator2 to see the
error message.

5 LaniLep
When LAN port 1 is connected, this LED glows green and blinks when the connection is experiencing activity.

6 Lan2LED
When LAN port 2 is connected, this LED glows green and blinks when the connection is experiencing activity.

7 Function Button

Use this button for dismounting USB devices, rebuilding RAID arrays, configuring failover, stopping the
TeraStation's beeping, and initializing settings using a USB drive.

8 Drive Lock
Open the front panel with the key to replace drives or access the init button.
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9 Init Button

Press and hold down this button with something pointed to initialize the TeraStation’s admin username and
password, two-factor authentication settings, IP settings, SSL, and service port restriction settings to their
factory default values. The effects of this button can be changed in Settings.

During initialization, the TeraStation will beep and the 123 message will appear as a notification. When
initialization finishes, the 123 message will disappear.

1 0 Status LEDs
Normally, these LEDs blink green when drives are accessed. If a drive fails, its LED will turn red.

11 Fan

Spins to prevent overheating inside. Do not block the fan.

12 uss Port

Compatible USB drives, USB memory devices, and USB UPS devices can be connected. USB hubs are not
supported.

13 LaNPort 1 (1GbE)

Connect an Ethernet cable to use this port for your network. It is available for communicating at max. 1000
Mbps.

14 AN Port 2 (2.5GbE)

Connect an Ethernet cable to use this port for your network. It is available for communicating at max. 2.5 Gbps
if using the included Ethernet or category 6A cable.

Note: To communicate at up to 2.5 Gbps, all network devices must be compatible with 2.5GbE.

1 5 Power Connector
Use the included power cable to connect to a UPS, surge protector, or outlet.

16 AntiTheft Security Slot
Use this slot to secure your TeraStation with a cable lock (not included).

1 7 Serial Number
This sticker shows the TeraStation’s serial number.

18 uip Button
Press this button to cycle the blue LED on and off.

19 Link/Act LED

Glows green when the TeraStation is connected to a network. It blinks when the connection is experiencing
activity.

20 Link/Act LED

Glows amber when the TeraStation is connected to a network at 100 Mbps or 2.5 Gbps. It blinks when the
connection is experiencing activity.

27 Link/Act LED

Glows green when the TeraStation is connected to a network at 1000 Mbps. It blinks when the connection is
experiencing activity.

Turning the TeraStation On and Off

Press the power button on the TeraStation to turn it on.
18



Chapter 2 Getting Started

To turn off the TeraStation, press and hold down the power button for three seconds. When the power LED turns off,
the shutdown process is finished.
Don't unplug the power cable without powering the TeraStation off first.

Note: Do not disconnect or reconnect the internal drives while turning the TeraStation on or off.

You can also shut down or restart the TeraStation remotely from Settings. For the detailed procedure, refer to the
“Shutting Down or Restarting the TeraStation from Settings” section below.

Creating a USB Initialization Drive

We recommend creating a USB initialization drive as soon as possible. This USB drive can be used to initialize the
TeraStation’s settings to its factory default values or recover the system if your TeraStation encounters an error
that prevents the unit from booting. For the detailed procedure, refer to the “Creating a USB Initialization Drive”
subsection in chapter 8.

Accessing Settings

Configure and manage your TeraStation using the Settings interface, accessible from a browser window. Open
the interface using the appropriate procedure below or type the TeraStation’s IP address into the URL field of your
browser.

Note: Microsoft Edge, Firefox, Google Chrome, Internet Explorer 9 or later, and Safari 9 or later are supported. If you
have difficulty viewing Settings, check the following:

If there are a large number of registered users, groups, or shared folders, use another browser instead of Internet
Explorer.

If you have a proxy server enabled in the browser settings, configure the exception settings for Settings or disable
the proxy server.

With Internet Explorer, set security to Local intranet. On Windows Server operating systems, higher-level security
is configured by default. Set the security to a lower level temporarily.

Opening Settings

1 Double-click the NAS Navigator2 icon (“@ ) to start NAS Navigator2.

19
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2 Right-click your TeraStation’s icon and select Open Settings. For macOS, select the TeraStation’s icon while
holding down the control key, then select Open Settings.

©) NAS Navigator2 — x

M Menu ~ Bg View ~ W Browse ¥# SearchAgain J* I'm here

l Browse Share

1534 Open Settings
Properties...
Map Share
Disconnect Share

Create Desktop Shortcut

I'm here
TS3410D Series Workgroup: WORKGROUP
Drive (RAID 5) 0.0 GB/26984 GB (0.0%) IP Address: 192.168.10.37
- Subnet Mask: 255.255.255.0
s 192.168.10.1

GG:HH:I1EKKLL

MAC Address:

Firmware Version: 4.56

NAS Navigator

3 Enter the username and password, then click OK.

BUFFALDO

admin

' Log in as a different user
Password

Time-Dut Period ®* 10 minutes " Unlimited

Secure Connection

Notes:
« If the time-out period is set to “10 minutes”, you will be logged out of Settings after 10 minutes of inactivity.

« Click Secure Connection to log in using an encrypted connection. For detailed information about encrypted
connections, refer to the “Encrypting Data Transmission” section in chapter 7.
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4 If you did not enable two-factor authentication, skip to step 5. Otherwise, refer to the authenticator app on
your mobile device for the verification code. Enter the verification code and click OK.

Note: For detailed information about two-factor authentication, refer to the “Two-Factor Authentication”

BUFFALO

section in chapter 7.

Enter the verification code.

123456

Send Code by Email

5 The process is complete when Settings is opened.

= BUFFALD TS3420D039 (TS3420D) &
|
FH pashboard Dashboard P Language v
Il File Sharing v There are no messages.
Storage
[E] System ~ # CPU Usage: 0% ~
Cloud Storage
Name TS34200039 %
S 100
Applications |
Firmware Version 5.16-0.17 75 Il
-y Network Serial Number 50
25
Fsh workgroup WORKGROUP ) R ML~
Administrator 60 50 40 30 20 10 0sec.
Management
Location
EER Memory Usage: 36% A
- Storage ~ %

Drive

Notes:
- Username/Password Combinations:

100

75

sn

Username Password

Settings Available

admin (default) password (default)

All

guest blank

Guest user information

Your username Your password

If a user is assigned as an administrator, all settings are
available. If assigned to a power users group, creating
or editing shared folders, users, and groups is available.
If assigned to a general users group, only changing the
password of logged-in users is available.
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« Click << at the top-right of Settings and choose I'm here to have the TeraStation beep so it can be located easily.

Confiquring Settings via Setup Wizard

When you access Settings for the first time, or after initializing the TeraStation’s settings, the setup wizard will
automatically appear to help you configure several TeraStation settings, such as RAID mode and proxy server
settings.

An example screen of the setup wizard is displayed below. Step through the wizard to configure any desired
settings. If there is any setting you would like to configure later, click Skip to move to the next setup wizard screen,
or click Cancel to exit the wizard. You may run the setup wizard at a later time after initial setup, or after system
initialization.

Example of Setup Wizard Screen

Change Administrator Password

Change the administrator password.
For security reasons, please enter a new admin password below.

] Show entered password

Password: (7]

Enter the password again to confirm.

Password (Confirm):

Skip Mext

To launch the setup wizard at a later time, follow the procedure below.

1 From Settings, click Management.

% Management

2 Click the settings icon ( ﬁ ) to the right of “Restore/Erase”.

“3 Restore/Erase el

3 Click Execute Wizard.
Setup Wizard

Configure some settings using the setup wizard again. Be aware if you change any settings through the
wizard, all settings will be overwritten to the new parameters. &l folders and files will also be erased if vou
change the RAID mode.

Execute Wizard

4 The “Confirm Operation” screen will open. Enter the confirmation number, then click OK.

5 Follow the procedure on the screen and finish the setup wizard.
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6 The process is complete once you close the wizard.

Checking the Device Information from Dashboard

When opening the Settings interface, the Dashboard page will appear first. Dashboard will show the following
device information:

- Notices, such as information events and errors

« System information, such as hostname, firmware version, IP address, etc.

« Drive information, such as used space of internal drives, LVM volumes, iSCSI volumes, etc.
CPU and system memory usage

Network information, such as IP address, link speed, sent and received rates, etc.

= BIUFFALD TS3420D039 (T534200) <K
|
EH pashboard Dashboard & ngee  EEENE-
Il File Sharing + There are no messages.
Storage
[E] System ~ * CPU Usage: 0% ~
Cloud Storage
Name TS3420D039 %
_ . 100
Applications i
Firmware Version 5.16-0.17 75 |
Network Serial Number 50
25
Backup Workgroup WORKGROUP . /I | L N
Administrator 60 50 40 30 20 10 0 sec.
Management
Location
B Memory Usage: 36% ~
Storage ~ %
- 9 100
Drive 75
5N

Notes:

« If the number of files on the TeraStation increases, it will also increase the memory usage of the TeraStation. This
memory usage will decrease after a certain period of time passes. To reduce the memory usage immediately, try
the following operations:

o Restarting the TeraStation.

© Dismounting the USB drive.
« If there is not enough free space on the TeraStation, it may cause abnormal system behavior. Make sure that there
is always at least 1 GB or more of free space on the TeraStation.

+ You can click the Clear button to delete any messages from the Dashboard.

Shutting Down or Restarting the TeraStation from Settings

You can shut down or restart the TeraStation remotely. Follow the procedure below to remotely shut down or restart
the TeraStation from Settings.

1 Log in to Settings using NAS Navigator2.
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2 Click << at the top-right of Settings and choose Shut Down or Restart.

TS3420DB5B (TS3420D) »

{1} admin

J> I'm here

[$ Log Out
2l Restart

Ll

L') Shut Down

(@) Contextual Help

AR User Manual

3 Click Yes.
4 The “Confirm Operation” screen will open. Enter the confirmation number, then click OK.

5 The process is complete when the power LED is extinguished if you shut down, or turns blinking to glowing if
you restart.
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Chapter 3 File Sharing

You can create users and groups to access the shared folders on the TeraStation and configure access restrictions to

limit access to key data.

Configuring Shared Folders

Adding a Shared Folder

1 From Settings, click File Sharing.

I File sharing

2 Click the settings icon ( ﬁ ) to the right of “Folder Setup”.

o Folder Setup

3 Click Create Folder.

Shared Folder List

Create Folder Crelete Folder Empty Recycle Bin

Mame Drive/Array Recyde Bin SMB = AFP
info - - -
[ share Array 1

<

Selact Al Dezelect All

Advanced Settings for Subfolders

25

&

Filter:

Backup

1 folders

O-
x

WebAccess Mare Detais
- 2

- s

Cloze
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4 Configure the desired settings, then click OK.

Shared Folder Settings

*Required | @ -
Basic Option 1 Option 2 Access Restrictions
Copy Settings from: v
Mame ™ :
Drive/Array: |Array 1 | ¥
Recycle Bin: @ Enable (@ Disable
LAN Protocol Support: [F] SMB (Windows/Mac) AFP (Mac)
ElFrP [ Backup
[C] sFTP [] webAccess
[CI nFs
MNFS Path
ak. Cancel

5 The process is complete once you close the confirmation window that appears.

Notes:

Names may contain up to 27 alphanumeric characters, hyphens (-), and underscores (_). Multibyte characters are
supported. The first character should not be a symbol.

When you click the Option 1 tab, you can enter the folder description. Descriptions may contain up to 75
alphanumeric characters, hyphens (-), underscores (_), and spaces. Multibyte characters are supported. The first
character should not be a space.

You may create up to 400 shared folders.

If the names of shared folders accessed via AFP and FTP connections contain multibyte characters, configure
the client language in Management > Name/Time/Language to match the characters. If the setting and display
language do not match, the shared folder name will not be displayed correctly.

The following characters are handled differently by macOS and Windows devices. Avoid using these characters
when sharing data between macOS and Windows devices:

—~/7 = ¢ £ =

Windows does not support some characters that macOS and the TeraStation allow. If you create a filename on a
macOS device that includes any of the following symbols, it will not display correctly on a Windows computer.
You may have to connect to the TeraStation via AFP in order to display or copy files that contain these symbols in
their filenames.

21/ \=+><;:", | *
Do not use any of the following words for the name of a shared folder as these words are reserved for internal
use by the TeraStation: authtest, global, homes, info, lost+found, Ip, msdfs_root, mt-daapd, printers, ram, spool,
usbdisk x (where “x"is a number, for example: usbdisk1)
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Don't use the following unsupported characters in shared folder names, workgroup names, or filenames:

O2B@EEDEO®OHDGWB®IWAE | 11 IV V VIVIVIIX X

i i i v vovivilviiiix x mmemkmmgkgce m NoKK e @@®E@EEE) ) BARERIT, 2 S 227 L - 73R B v e i
st N4
TR ERERERRET | ZERFERRICAERERREREEZMEHMAEE SRDILFHEITLE
ANEB RN RIE 2 8 MBS L Z PR BT R B ER R SRR R N2 B KGR R E
SRS IRIEIB IS IRIE SR RIR IR 29 07 55 B & IR A B i B B B 5 R S B o BRI SEARMIDEAS 18
B REIS I E RIS OB R RIS D% R E R A8 E AR & B8 R KRB R IE RSN,
IRBE IR IRDINER I 12 35 IR FR IR DR IR R AL 6 I IR B2 30 4 o D e A ARk R L ek T T2 T8 T U 51 05 U B s R 2R
RIS R A EF R E R A E B E B e MU IE X e A R AR AR R B R IR R ERRHEE N
B SAET 5 8230 ER 25 SO SR IR EF £ SR S0 SR SN B SR IR IR FE SR BE ST IR N S5 85 B HE I SN SR L SR O SR IB I SRR B I 2
GISEEERRR S s R R B A S M AR RS iSRRI I B TR S RS TS
File and folder names may contain up to 255 single-byte characters.
Folder and workgroup names whose names contain multibyte characters may not be displayed correctly.

If shared folders are accessed from a macOS device, information files for the macOS device may be generated
automatically. Do not delete these files. If they are deleted from a Windows device, this may prevent further
access from a macOS device.

The TeraStation belongs to the default zone in AppleShare; the zone cannot be specified.

When files are copied to the TeraStation or to a USB drive connected to the TeraStation, file information such as
date created, date modified, and other date information may be updated or changed.

During a file transfer, if settings are changed, the file transfer operation may be aborted.

File copying to the TeraStation is protected by a journaling file system. If the Ethernet cable is disconnected or a
power outage occurs while copying data, the following may occur:

© Preset data such as the TeraStation name, users, and groups may be erased.

© Anincomplete file may be copied and the file can no longer be deleted. If this occurs, restart the TeraStation,
delete the file, and perform the copy operation again.
If the Ethernet cable is disconnected from the LAN port during file copying, even if the cable is not in use, the
copy operation will abort. Do not disconnect or reconnect the Ethernet cable to the LAN port during file copying.

Recycle Bin

To protect your data from accidental deletion, you may configure your TeraStation to use a recycle bin instead of
deleting files immediately. The recycle bin will only work with SMB connections. To empty the recycle bin, click File
Sharing > Folder Setup > Empty Recycle Bin in Settings. Data in all recycle bins in all shared folders will be deleted.

Notes:

You can prevent guests and other users from emptying the trash by navigating to File Sharing > SMB > Edit and
select “Administrator only” for the “Permissions” option.

If you use macOS, select “Keep when original file is deleted” for the “macOS Temp Files” option by navigating to
File Sharing > SMB > Edit. If this setting is changed, files in the recycle bin may be corrupted.

Read-Only Shares

By default, new shares are set with read and write access, but you may change the folder attribute. Follow the
procedure below to change the shared folder attribute to read-only.

1 From Settings, navigate to File Sharing > Folder Setup and choose a shared folder.
2 Click the Option 2 tab and change the “Attribute” option to “Read only”, then click OK.

3 The process is complete once you close the confirmation window that appears.

Read-only shares will have “(Read Only)” added to comments in File Explorer as well as HFS Plus-formatted USB
drives.

27



Chapter 3 File Sharing

Notes:

« Configure the share attribute only through Settings. Configuring folder attributes through Windows is not
supported and may cause unexpected behavior.
To set a read-only share or USB drive to another attribute, follow the procedure above and change the attribute in
step 2 from “Read only” to the desired attribute.

Hidden Shares

If a shared folder becomes hidden, it will not be displayed under Network, and only certain users will be allowed to
access it. To hide a shared SMB folder, follow the procedure below.

1 From Settings, navigate to File Sharing > Folder Setup and choose a shared folder to make hidden.
2 Click the Option 2 tab and select the “Hidden share (SMB only)” checkbox, then click OK.

3 The process is complete once you close the confirmation window that appears.

Notes:
If protocols other than “SMB (Windows/Mac)” or “Backup” under “LAN Protocol Support” on the Basic tab are
enabled, the hidden shares option will be grayed out and cannot be selected.

« Configure hidden share attributes only through Settings. Configuring them through Windows is not supported
and may cause unexpected behavior.

To access a hidden folder, open File Explorer in your computer and enter “\\TeraStation name\shared folder name$\”
into the address bar. For example, if the TeraStation name is “TSXXX001"” and the shared folder name is “share”, enter
“\\TSXXX001\share$\” to open it.

Configuring Users

Adding a User

Note: You may add up to 300 users, which include the default users “admin”and “guest”.

1 From Settings, click File Sharing.

[ File sharing

2 Click the settings icon ( ¢ ) to the right of “Users”.

I3 Users -Q- 2 local users
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3 Click Create User.

User List
|l Local Users | | |
| Create Uszer || Impiort C5 Y File | Celete User Filter: I:, » |
Username Description Quota Alert Capadty Quota Capadty Group Access Rex
admin System default admin user Disabled Disabled i(» |_
guest System default guest user Disabled Disabled 1L{» (]
< >
4 4 |Pageuf1| BBl 1-2of2 Itamperpage:
| Select All on This Page | Select All Including Another Page Dezelect Al

Cloze
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4 Enter the desired settings, then click OK.

User Settings
]
*Required @) -
Username: * Filter: X
Group
User ID: hdusers
Enter a number betwesn 1000 and 1999, }
[l admin
Email Address:
Password: *

Password (Confirm): *

Description:
Selact All Crezalect Al
Primary Group:
Quota: hdusers b
i) Enable {Units: GB)
Quota Alert Capadty: |1
Quota Capadty: |1 v
Ok Cancel

5 The process is complete once you close the confirmation window that appears.

Notes:

Usernames may contain up to 128 alphanumeric characters, hyphens (-), underscores (_), periods (.), and the
symbols ! # & @ $ * A %. The first character should not be a symbol.

The user ID should be a number from 1000 to 1999. Each user ID should be unique. If this field is left blank, a user
ID is assigned automatically.

Do not duplicate user IDs, group IDs, usernames, or group names. Each should be distinct and unique.

User descriptions may contain up to 75 alphanumeric characters, hyphens (-), underscores (_), and spaces.
Multibyte characters are supported. The first character should not be a symbol or space.

Passwords may contain up to 20 alphanumeric characters, hyphens (-), underscores (_), spaces, commas (,),
periods (.), semicolons (;), tildes (~), and the symbols ! # & @ $ * A % + : =? ] [} {\. The first character should not be
a symbol unless it is an underscore.

Use the same username and password for both Windows and the TeraStation or you may be unable to access
shared folders.

Do not use a name already in use as a group name; do not use any of the following words as a username as these
words are reserved for internal use by the TeraStation: _lldpd, adm, admin, administrator, admins, all, apache,
avahi, avahi-autoipd, backup, bin, crontab, daemon, dialout, dip, disk, ftp, ftpuser, fuse, gnats, guest, guests, halt,
hdusers, irc, kmem, libuuid, list, Ip, mail, man, messagebus, mysq|l, netdev, news, nobody, nogroup, none, ntp,
openldap, operator, plugdev, proftpd, proxy, puppet, root, rpc, rpcuser, sambashare, sasl, shadow, shutdown,
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snmp, splx, src, ssh, sshd, staff, statd, sudo, sync, syslog, tmhttpd, tty, users, utmp, uucp, winbindd_priv, www,
www-data

Importing User Information

You can import users in File Sharing > Users by clicking Import CSV File.
An example format for user data: Username (required), password (required), and user description (optional).

Example 1: Importing usernames, passwords, and comments
usernameT,password1,comment1
username2,password2,comment2
username3,password3,comment3

Example 2: Importing usernames and passwords
usernameT,password1,
username2,password2,
username3,password3,

Guidelines:

« Use commas (,) as separators. Do not put spaces before or after commas. If you don't want user descriptions, use
a comma after the password at the end.

« Ifalineisin an incorrect format, the username entered on that line will not be registered.

« If an unavailable name is used by a user or if the username already exists, an error will occur and cancel the
import process. User whose usernames were entered during or after the error occurs will not be imported.

« Do not use commas (,) in the username, password, or user description.

Note: Imported users are added to the “hdusers” group automatically.

Adding a Group

Note: You may add up to 300 groups.

1 From Settings, click File Sharing.

[ File sharing

2 Click the settings icon ( ¢ ) to the right of “Groups”.

['3 Groups -Q- 3 local groups
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3 Click Add Group.

Group List

|. Local Groups || |

| Add Group | Celete Group

Group Mame Description

hdusers System default gene...
admin System default admi..
guest System default gues...

<
4 | Page 1 of1| b bl

| Select All on This Page | Select All Including Another Page

Filter: |:|
Quota Alert Capadty Quota Capadty Users

Disabled Disabled 1]

Disabled Disabled 1(p
Disabled Disabled 1w

>
1-30f 3 Items per page:
Cezelact All

| Close
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4 Enter the desired settings, then click OK.

Group Settings

*Required [@ - |

Group Mame: * Filter:
Username
Group ID: = admin

Enter a number between 1000 and 1533,

Group Privileges:
General users v
Select a redpient for group notifications:

i@ User (with email address configured)

Disabled b
7y Email address

Description:

Select Al Crezelect Al

Quota:
7y Enable {Units: GB)

(u]24 Cancel

5 The process is complete once you close the confirmation window that appears.

Notes:
« Group names may contain up to 20 alphanumeric characters, hyphens (-), underscores (_), and periods (.). The
first character should not be a symbol.

+ Group descriptions may contain up to 75 alphanumeric characters, hyphens (-), underscores (_), and spaces.
Multibyte characters are supported. The first character should not be a symbol or space.

« If the group ID field is left blank, a group ID is automatically assigned. Use numbers between 1000 and 1999 to set
a group ID manually. Don't use duplicate group IDs.

« If you are logged in as an administrator, you can change any setting, including other users’ passwords. If you are
logged in as a member of the power users group, you can create and edit shared folders, users, and groups. If you
are logged in as a member of the general users group, you can only change your own password.

« Do not use a name in use as a username; do not use any of the following words as a group name as these words
are reserved for internal use by the TeraStation: _lldpd, adm, admin, administrator, admins, all, apache, avahi,
avahi-autoipd, backup, bin, crontab, daemon, dialout, dip, disk, ftp, ftpuser, fuse, gnats, guest, guests, halt,
hdusers, irc, kmem, libuuid, list, Ip, mail, man, messagebus, mysq|l, netdev, news, nobody, nogroup, none, ntp,
openldap, operator, plugdev, proftpd, proxy, puppet, root, rpc, rpcuser, sambashare, sasl, shadow, shutdown,
snmp, splx, src, ssh, sshd, staff, statd, sudo, sync, syslog, tmhttpd, tty, users, utmp, uucp, winbindd_priv, www,
www-data
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Configuring Access Restrictions

You may restrict access for specific shared folders, including external USB drives.

Notes:
« Configure access restrictions only through Settings. Configuring access restrictions through Windows is not
supported and may cause unexpected behavior.

« Shared folders with limited access can still be used as backup destinations.

« If you grant both read-only and read and write access to the users or groups, the attributes will become as below:

Group with read and Group with read-only .
. Group with no access
write access access
User with read and write R/W R R/W
access
User with read-only access R R R
User with no access R/W R -

R/W: Read and write, R: Read-only, -: No access
- If you change access restrictions for a user or group while they are accessing files, unexpected behavior may
occur.

Restricting Local User Access to Shared Folders

1 From Settings, click File Sharing.

I File sharing

2 Click the settings icon ( ¢ ) to the right of “Folder Setup”.

o Folder Setup a- 1 folders
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3 Click the shared folder that you want to set access restrictions for.

Shared Folder List

Fa)
Q-
Create Folder Delete Folder Empty Recycle Bin Filter: b 4
Name Drive/Array Recyde Bin SMB = AFP Backup Webdccess More Details
info - - - - - >
[ share Array 1 — — ~
L 4 >
Select Al Deselact All
Aduanced Settings for Subfolders Close
4 Click the Access Restrictions tab.
5 Enable “Access Restrictions for Shared Folders”.
Access Restrictions for Shared @ Enable (™ Disable
Folders:
6 Select the level of access for the user or group and click OK.
%: Read and write %: Read-only % :No access
Local Users Local Groups
Filter: 0

Local Username

admin

@ @E
-\
C] D&

guest
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Note: The example above shows access restrictions by users. To restrict access by group, click the Local Groups
tab and select group permissions.

Local Users Local Groups

Filter: b
Local Group Name F"ﬂ % &
hdusers @ ® ®
admin @ ©® ©
poest © © e

7 The process is complete once you close the confirmation window that appears.

Note: For an access-restricted shared folder, if you change the access restrictions of all users and groups from read
and write or read-only to access prohibited from the user or group list page in Settings, that shared folder can only
be accessed by admin users and groups.

Restricting AD Domain User Access to Shared Folders

If there is an Active Directory environment, the TeraStation will use account information from the Active Directory

domain controller to set access restrictions for shared folders on the TeraStation. There is no need to perform

individual account management for the TeraStation. If multiple TeraStations are installed on the network, the

account information will be centrally managed in Active Directory, greatly reducing the operations required for

installation and management.

Notes:

« If usernames or group names from Active Directory include multibyte characters, you will not be able to
configure access restrictions for them.

« The TeraStation supports an Active Directory domain environment with a maximum of 10,000 users and groups
total.

1 From Settings, click Network.

2 Click the settings icon ( ﬁ ) to the right of “Workgroup/Domain”.

1‘1 Workgroup/Domain ﬂ- Workgroup

3 Click Edit.
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4 Select “Active Directory’, then click Next.

Workgroup/Domain Settings

Authentication Method
™) Workgroup

(@) Active Directory

[WEES Cancel

5 Enter the domain controller information and click Search. The domain controller on the same network will
be detected and required settings will be populated into each field automatically. Alternatively, you can also
manually enter the settings.

-

Active Directory Domain Settings

*Required @) ~

Detect Domain Controller : Search
{IP Address, DMS Mame, or Computer Name)

NetBIOS Name * @ | WORKGROUP
DMNS MName * :

Domain Conftroller Name * :
{Computer Name)

Administrator Name * :

Administrator Password * :

WINS Server IP Address:
Configure domain controller as an NTP server

(u].4 Cancel

6 If there is a difference of more than five minutes between the TeraStation’s clock and the domain controller’s
clock, joining the domain or authenticating domain users and groups may fail. For best results, select
“Configure domain controller as an NTP server” if the domain controller can function as the NTP server.

7 click oK.

8 From Settings, click File Sharing.

[ File sharing
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9 Click the settings icon ( ¢ ) to the right of “Folder Setup”.

o Folder Setup a- 1 folders

1 0 Click the shared folder that you want to set access restrictions for.

Shared Folder List

A

O-

Cregte Folder Delate Foldar Empty Recyzle Bin Filter: o

Name Drive/Array Recyde Bin SMB  AFP Backup Webdccess More Details

info - - - - - b-
O share Array 1 - = -
€ >

Select Al Diezalect Al W

Advanced Settings for Subfolders Close

1 1 Click the Access Restrictions tab.
1 2 Enable “Access Restrictions for Shared Folders”.

Access Restrictions for Shared @ gnable ) Disable
Folders:

1 3 Select the level of access for the user or group and click OK.

%: Read and write % Read-only Z] :No access

1 4 The process is complete once you close the confirmation window that appears.

Notes:

+ To have the TeraStation join an Active Directory domain, configure it to use a DNS server that can resolve names
for the Active Directory domain.

« After building an Active Directory domain, the administrator password for joining the domain must be changed
at least once, or joining the Active Directory domain will fail.

« The DNS name and NetBIOS name of Active Directory domains should be identical.

« If the TeraStation is a member server of an Active Directory domain, you cannot connect as a guest user via AFP.

« If yourTeraStation is a member server in an Active Directory domain and you change the authentication method

to “Workgroup’, the account on the domain controller will not be deleted automatically.
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If FTP is enabled, local and domain group access restrictions from the AD network will not work. Use user access
restrictions instead.

For an access-restricted shared folder, if you change the access restrictions of all users and groups from read and
write or read-only to access prohibited from the user or group list page in Settings, that shared folder can only be
accessed by admin users and groups.

If you allow read and write or read-only access for most users, group access restrictions are recommended.
Depending on the domain controller’s policy settings, the domain controller may force the TeraStation to leave
the Active Directory domain. If this occurs, the TeraStation will lose the domain users and groups so if you have
configured access restrictions using domain accounts, these users will no longer be able to access shared folders.
In such a case, change the policy settings on the domain controller or let the TeraStation join the Active Directory
domain again.

If there is a local user with the same name as a domain user, access restrictions may not work properly.

Restricting Access to Subfolders

You may restrict access to subfolders in shared folders by configuring access permissions from your computer using
Windows File Explorer.

Notes:

Depending on the environment, the function may not work properly when enabled. We recommend verifying
the functionality before using.

Access permissions configuring from File Explorer is available for up to 18 files and 24 folders. This number of
available access permissions may vary if access permissions are inherited from the parent object.

The number of available access permissions are not many so using group access permissions is recommended
if the permission level is the same to the multiple users; it will save spending the number of available access
permissions.

1 From Settings, click File Sharing.

I File sharing

2 Click the settings icon ( ﬁ ) to the right of “Folder Setup”.

o Folder Setup a- 1 folders
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3 Click the shared folder that you want to set access restrictions for.

Shared Folder List

Q- °
Create Folder Delete Folder Empty Recycle Bin Filter: b 4
Name Drive/Array Recyde Bin SMB = AFP Backup Webdccess More Details
info - - - = - §
[ share Array 1 - - k

L4

Select Al Deselect Al

Advanced Settings for Subfolders Cloze

4 Clear all checkboxes for “LAN Protocol Support” other than “SMB (Windows/Mac)", “Backup’, and “NFS”.

5 Click the Option 2 tab.

6 Enable “Access Restrictions for Subfolders” and click OK.

Access Restrictions for Subfolders: @ Epable i©) Disable
Hide Non-Access Permitted Files and @) ves @ Mo
Folders:

Note: If “Hide Non-Access Permitted Files and Folders” is enabled, non-access permitted sub-files and folders
will not be displayed in shared folders.

7 The process is complete once you close the confirmation window that appears.

Enabling subfolders’ access restrictions finished. Next, configure access permissions for each user or group to files
and folders in subfolders from File Explorer.
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accountD0d Properties X

General Securty  Previous Versions  Customize

Object name:  ¥¥T534100028¥share 1¥account 004

Group or user names:

4 Everyone ~

HE CREATOR OWNER

H% CREATOR GROUP R
< >

To change pemissions, click Edit. Edit .

Pemissions for Everyone Allow Dermy

Full control

Modify

Read & execute
List folder conterts
Read

LLLLX

For special permissions or advanced settings, Advanced
click Advanced. =

Corca | [IE50%

You may also configure access permissions for domain users and groups. You should have the TeraStation join your
Active Directory domain before configuring access permissions from File Explorer.

Notes:
« If enabling subfolders’access restrictions for a USB drive, the drive should be formatted using XFS or ext3.

« The UID and GID of domain accounts should be updated before using the subfolders’ access restrictions if the
TeraStation had joined the AD network while running a firmware version earlier than 3.00 (and has since updated
to version 3.00 or later). To update the UID and GID, navigate to File Sharing > SMB > Edit in Settings and click
Update next to the “IDs for Domain Users” option.

To back up or replicate files to backup or replication destinations while leaving access permissions of files and
folders in subfolders unchanged, make sure the same workgroup name, user IDs, and group IDs are configured
between backup or replication sources and destinations.

+ If you enable subfolders’access restrictions and then clear the “Read & execute” checkbox under “Allow” on File
Explorer for users or groups access permissions, these users or groups cannot be allowed to read and execute
even if subfolders’ access restrictions are disabled in Settings. If you deny reading and executing on the same
window, this will remain after disabling subfolders’access restrictions.

- If the TeraStation’s settings have been initialized but you configure the same UID and GID for new users and
groups, access permissions to files and folders in subfolders may be inherited.

NFS

Note: (US customers only) Buffalo’s customer support will help configure the NFS settings on your TeraStation, and
will support VMware and Windows clients but will not provide support for configuring your Linux or other UNIX
clients. There are various types of UNIX and the procedures for configuring NFS with them will vary considerably.
For help configuring your NetWare, Linux, or other UNIX clients for NFS support, please consult each client’s own
documentation and support.
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Enabling NFS

Follow the procedure below to enable NFS service to allow access from NFS clients.

1 From Settings, click File Sharing.

I File sharing

2 Click the settings icon ( ¢ ) to the right of “Folder Setup”.

o Folder Setup a- 1 folders

3 Choose the shared folder that will be accessible from the NFS client.

Shared Folder List

A

O-

Create Folder Dielate Foldar Empty Recyzle Bin Filter: »

Name Drive/Array Recyde Bin SMB  AFP Backup Webdccess More Details

info - - - - - b
[l share Array 1 - - s
€ >

Select Al Dezelect All W

Advanced Settings for Subfolders Close
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4 Under “LAN Protocol Support’, select the “NFS” checkbox on the Basic tab and click OK.

Note the NFS path. It will be used later for accessing data from an NFS client.

LAN Protocol Support: SMB (Windows/Mac) AFP (Mac)
[C]FTP Backup
[]SFTR [] WebAccess
MFS 1
NF5 Path
Jmnt/ disk1/
5 Click Close.
6 Move the NFS switch ( C- ) to the -: position to enable NFS.
m NFS | o

7 Click the settings icon ( Q ) to the right of “NFS”".

m NFS [ ERRE e
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8 Click the Client Settings tab.

NFS Settings
e-
| Services ” Client Settings ” Rules l
Public Network Address: 0.0.0.0
Public Subnet Mask: 0.0.0.0
Edit
Close
9 Click Add.
NFS Settings
e-
[ Services “ Client Settings ” Rules l

| Add | Delete

 Hostname

Filter:

IP Address

| Selact All | | Deszelact All

Cloze
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1 0 Enter the hostname and IP address of the NFS client, then click OK. You should add all NFS clients to access the
shared folder.

NFS Client Settings

*Raquired |¢|

Hostname * : | |

IP Address * : | |

ak. | | Cancel
1 1 Click the Rules tab.
HFS Settings
o-

[ Services “ Client Settings ” Rules l

|E| Delate Filter: |;|

Hostname IP Address
| Select Al || Deselect Al
Cloze
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12 click Add.
NFS Settings
Services Client Settings Rules
Add Delets Filter: x

Folder Hosts Privilege Synchronization Guest Permission

Select All Deselect Al

Close

1 3 Choose the folder to restrict access to, and enter the clients that will have restricted access into the “Hosts”
field. Clients may be entered by hostname, IP address, or IP address range. Wildcards are supported. Separate
multiple entries with commas. You may assign read-only or read and write access to the listed clients. Rules
override any settings made from the Services tab.

MF5 Rule Settings

*Required @ -
Folder * @ share Erowse

Hosts *: | 192.168.11.100

Privilege: ) Read & write i@ Read only
Synchronization: = sync i@ Async
Guest Permission: () Forced i@ Ignored
Ok Canceal

14 Click OK.The process is complete once you close the confirmation window that appears.

Notes:
« To restrict NFS access to a specific network or client, navigate to File Sharing > NFS > Services and click Edit. Enter
the address of the network. For example, if your local network subnet has a router at 192.168.1.1 and clients
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with IP addresses in the range from 192.168.1.2 through 192.168.1.48 with subnet mask 255.255.255.0, then the
“Public Network Address” would be 192.168.1.0 and the “Public Subnet Mask” would be 255.255.255.0. This would
mean that only clients on this local network would be able to access the NFS share. If the default settings are used
(0.0.0.0 for both the public network address and the public subnet mask), then access to the NFS share will not be
restricted.

« If you configure “Guest Permission” to “Forced” on the screen after navigating to Rules > Add, the user ID and
group ID should be 65534 when the data is written from NFS clients; this is recommended for SMB and other
protocols as well. If the TeraStation only enables the NFS connection, select “Ilgnored” instead.

« Be aware that some NFS clients may be able to access via NFS although the clients do not exist in the allowed NFS
client list.

NFS Mount Commands

Enter the mount command to access the shared folder from the NFS client. The mount command depends on your
operating system. The examples below assume that IP address of your TeraStation is 192.168.11.10, “/mnt/array1/
share”is the desired NFS path, and “/mnt/nas” or drive letter “z” is the mount point.

For Linux:

mount -t nfs 192.168.11.10:/mnt/array1/share /mnt/nas

For Windows Service for Unix 3.5:

mount 192.168.11.10:/mnt/array1/share z:

Note: A shared folder whose folder name contains multibyte characters cannot be accessed.
For Solaris 10:

mount -F nfs 192.168.11.10:/mnt/array1/share /mnt/nas

For macOS:

sudo mount -t nfs -o resvport 192.168.11.10:/mnt/array1/share /mnt/nas

Offline Files for Windows

The “offline files” feature that is included with many versions of Windows can be used with files on the TeraStation.
You will be able to work on files stored on the TeraStation even when your PC is disconnected from the network.
When you next connect to the network, the updated files are written and synchronized. Follow the procedure below
to configure offline files.

1 From Settings, click File Sharing.

[ File sharing

2 Click the settings icon ( ¢ ) to the right of “Folder Setup”.

o Folder Setup -ﬂ- 1 folders
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3 Click the shared folder for offline files.

Shared Folder List

Create Folder

Name

nfg

[ share

L4

Select Al

Delete Folder

Deselect Al

Empty Recycle Bin

Drive/Array

Array 1

Advanced Settings for Subfolders

Filter:

Recyde Bin SMB = AFP Backup

gvﬂ
x

WebAccess Mare Details
- r

- »

Cloze

4 Choose either “Manual caching of documents”, “Automatic caching of documents’, or “Automatic caching of
programs and documents” on the Option 1 tab, then click OK.

Offline FAles:

Wirus Scan:

Offiine files dizabled

Offline files disabled
Manual caching of documents

Automatic caching of documents

Automatic caching of programs and documents

Manual caching of documents: User selects files that are cached.
Automatic caching of documents: Opened files can be cached locally for offline use. Previous versions of files
that are not synchronized are automatically replaced by the latest versions.
Automatic caching of programs and documents: Opened files can be cached locally for use offline. Previous
versions of files and applications executed on the network that are not synchronized are automatically

replaced by the latest version of the files and applications.
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5 From File Explorer, right-click the icon of the shared folder on the TeraStation for which you have set the offline
feature, then click Always available offline.

share
Open
Open in new window

Pin to Quick access

Always available offline

Restore previous versions

6 The process is complete when the shared folder icon is changed to ':'}‘f‘ g

When the configuration of offline settings and synchronization settings is finished, synchronization will begin. If the
computer is disconnected from the network after synchronization is finished, the offline file function can be used.
Offline files can be accessed by the original Universal Naming Convention (UNC) where the data was saved.

Notes:
« If you cannot access offline files, try the following procedure:
(1) Reconnect the computer to the network.

(2) From Control Panel, change the view to the icon view and click Sync Center. Click Sync All to synchronize all
offline files.

(3) Disconnect the computer from the network and verify that you can access offline files.
« If you have configured the recycle bin for the shared folder, temp files may be created in the recycle bin.
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Available RAID Modes

The TeraStation supports multiple types of RAID. The type of RAID arrays available for use depends on how many
drives are installed on your TeraStation.

Notes:
« If you change the RAID mode, all data on the array is deleted. This is true for every procedure in this chapter.
Always back up any important data before performing actions that affect your RAID array.

« Some arrays will allow you to change the RAID mode without losing data by adding drives. To change a RAID
mode by adding drives to the existing array, refer to the “Managing a RAID Array Without Deleting Data” section
below.

Drive capacity is displayed in Settings in actual gigabytes. The Properties window in Windows may show GiB
instead, which will be a smaller number.

« If the TeraStation is restarted or shut down while changing the RAID mode, the message will change from 146 or
I47t0 I18.

RAID 5, 6, and 10 are only available for TeraStation models that allow three or more drives to be inserted. Please
check Settings on your model before changing the RAID mode.

JBOD
This mode treats the drives inside the TeraStation as individual drives. The usable space is equal to the total capacity
of all drives on the TeraStation. If any of the drives fail, then all data on that drive will be lost.

RAID 6

A RAID 6 array is available for TeraStations with four drives. RAID 6 combines four or more drives into a single array.
The usable space is equal to the sum of the capacity of all drives minus the capacity of two drives. For example, if
four drives are combined into a RAID 6 array, the usable space is the sum of the capacity of two drives. If up to two
drives in the array fail, you can recover data by replacing any failed drives. If three or more drives fail, then all data in
the array will be lost.

RAID 5

A RAID 5 array is available for TeraStations with three or more drives. RAID 5 combines three or more drives into a
single array. The usable space is equal to the sum of the capacity of the drives minus the capacity of one drive. For
example, if four drives are combined into a RAID 5 array, the usable space is the sum of three drives. If one drive in
the array fails, you can recover data by replacing the failed drive. If two or more drives fail at the same time, then all
data in the array will be lost.

RAID 1

A RAID 1 array combines two or more drives into a mirrored array. The usable space is equal to the capacity of a
single drive. Identical data is written to each drive. If a drive fails, data can be recovered by replacing the failed drive.
As long as one drive in the array remains undamaged, all data in the array can be recovered.
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RAID O

A RAID 0 array combines two or more drives into a single array. The usable space is equal to the total capacity of all
drives in the array. This simple RAID mode offers faster performance than RAID modes that include parity. If a single
drive in the array fails, then all data in the array will be lost.

RAID 10

A RAID 10 array is available for TeraStations with four drives. In this mode, mirrored pairs of drives in RAID 1 arrays
are combined into a RAID 0 array. The usable space is equal to the capacity of the smallest drive multiplied by the
number of drives divided by two.

The default RAID mode is RAID 1 for the TS3210DN and TS3220DN TeraStation models, and RAID 5 for all other
TS3010 or TS3020 series TeraStation models.

Working with RAID Arrays

Using JBOD

With JBOD, each drive on the TeraStation is addressed separately. To put drives in an array into JBOD, follow the
procedure below.

1 From Settings, click Storage.

E Storage

2 Click the settings icon ( ﬁ ) to the right of “RAID".

RAID O

3 Click the array to delete.

RAID Array List

Mame RAID Mode Status Total Capacity Used Capacity % Used Al
Array 1 RAID 1 Mormal 3692 GB 0GB 0.00 % XF
Array 2 Mo RAID array is configured.
£ >

Options Cloze
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4 Click Delete RAID Array.

[ Array 1
Q-
Current RAID Mode: RAID 1
New RAID Mode : RAID 1 hd
Change at least one setting.
Select the drive to add to a RAID array.
Drive Status Model Name Shared Folder Capadity Spare Drive
Drive 1 Array 1 Mormal 5T4000VN008-2DR1 - 3694 GB _
Drive 2 Array 1 Mormal 5T4000VN008-2DR1 = 3694 GB _
[l Drive 3 Nermal ST4000VNDOS-2DR1 - 3692.1GB Set as a hot spare
= Drive 4 Normal 5T4000VN008-2DR1 = 3692.1 GB Set as a hot spare

Select Al Deselect Al

Delete RAID Array Change RAID Array Cancel

5 The “Confirm Operation” screen will open. Enter the confirmation number, then click OK.

6 The process is complete once you close the confirmation window that appears.

When the drives are put into JBOD, next create a shared folder by referring to the “Adding a Shared Folder” section in
chapter 3.

Creating a RAID Array

Before creating a new RAID array, first put the drives into JBOD by referring to the “Using JBOD” section above. Then,
follow the procedure below.

1 From Settings, click Storage.

E Storage

2 Click the settings icon ( ¢ ) to the right of “RAID".

RAID el
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3 Choose a RAID array.

RAID Array List

o-

Mame RAID Mode Status Total Capacity Used Capacity % Used Al
Array 1 Mo RAID array is configured.
Array 2 Mo RAID array is configured.
£ >
Options Cloze

4 Select a RAID mode and the drives to be used, then click Create RAID Array.

Array 1

RAID Mode : |RAID 1 v
[] Add 2 drive to a RAID array with RMM. Your data will be preserved.
Select the drives to configure in a RAID array.
Drive = Status Maodel Mame Shared Folder Capadty

M Drive 1 Hormal 5T4000VNO08-20R1 - 3692.1 GB
" Drive 2 Normal ST4000VNO08-2DR1 - 3692.1 GB

] Drive 3 Mormal ST4000VNO08-20R1 - 3692.1 GB

= Drive 4 Mormal ST4000VNO08-2DR1 - 3692.1 GB

Selact Al Dezelect Al

Create RAID Array Cancel

5 The “Confirm Operation” screen will open. Enter the confirmation number, then click OK.
6 The process is complete once you close the confirmation window that appears.

When the RAID array has been created, next create a shared folder by referring to the “Adding a Shared Folder”
section in chapter 3.

Shutting Down the TeraStation Automatically If an Error Occurs

This function will shut down the TeraStation automatically if an error occurs on a drive that is used in a redundant
RAID array. To configure auto shutdown, follow the procedure below.
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1 From Settings, click Storage.

E Storage

2 Click the settings icon ( t} ) to the right of “RAID".

RAID

3 Click Options.

RAID Array List

Name RAID Mode Status Total Capadty Used Capadty
Array 1 RAID 1 Mormal 3692 GB 0GB
Array 2 Mo RAID array is configured.
£
Option=
4 ciick dit.

5 Change the “Error Behavior” option to “Shut down"” and click OK.

RAID Array Settings

Error Behavior: @) Shut down

Boot with ISCSI Service: g Enable

Check Speed: | High b4

=) Don't shut down

i) Disable

Drive Detection Action 5ettings: ) prompt when a drive could not be detected

i@ Don't prompt when 2 drive could not be detected

k

]9

6 The process is complete once you close the confirmation window that appears.
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Configuring Actions for If a Drive Used for the RAID Array Has Not
Been Detected

You can configure actions to be taken by the TeraStation if a drive used for the RAID array cannot be mounted when
booting.

Hiding the Confirmation Screen

Configure to display or hide the confirmation screen that showcases the actions for if a drive used for the RAID array
cannot be mounted when booting. The confirmation screen is configured to appear by default. To hide the screen,
follow the procedure below.

1 From Settings, click Storage.

E Storage

2 Click the settings icon ( ﬁ ) to the right of “RAID".

RAID el

3 Click Options.

RAID Array List

Mame RAID Mode Status Total Capacity Used Capacity % Used Al
Array 1 RAID 1 Mormal 3692 GB 0GB 0.00 % XF
Array 2 Mo RAID array is configured.
£ >
Option= Cloze
4 Ciick Edit.
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5 Change the “Drive Detection Action Settings” option to “Don't prompt when a drive could not be detected”

and click OK.
RAID Array Settings
Error Behavior: @ Shut down ™) Don't shut down
Boot with ISCSI Service: 5 Enable 7 Disable
Check Speed: | High s

Drive Detection Action Settings: ) prompt when a drive could not be detected

i@ Don't prompt when 2 drive could not be detected

Ok, Can cel

k

6 The process is complete once you close the confirmation window that appears.

If the confirmation screen is not set to appear, an undetected drive will automatically be dismounted from the
TeraStation. Subsequently, the TeraStation will enter degraded mode if a redundant RAID mode has been configured
and the RAID array will be corrupted if RAID 0 has been configured, resulting in data loss. It is recommended to
proceed without changing settings that would prevent the confirmation screen from appearing.

Selecting the Action on the Confirmation Screen
When the confirmation screen is displayed, the following screen will appear after logging in to Settings if the drive
used for the RAID array could not be mounted. Select the action to run when the screen appears.

r il

Mote
Drives currently in use in RAID array 1 could not be detected.

Undetected Drives: 2

MNote: Depending on the RAID array configuration, undetected drives may not fully be listed. Before
selecting the action to run, refer to the user manuzl whether vour RAID array configuration does not
match the situation.

Select the action to perform.

i) Restart the TeraStation and rediscover the drives
i@ Shut down the TeraStation and reconnect the drives

i) Dismount the undetected drives and turn on the TeraStation

Warning: This action will put the RAID array into degraded mode or have it become corrupted.
Because of this, it will take time for the array to recover from degraded mode, otherwise data may be
lost. We strongly recommend selecting another action before trying this one.

Execute
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Conditions and Corrective Actions If Undetected Drives Aren’t Displayed Properly
Even when you configure the NAS to show the confirmation screen if a drive being used for the RAID array cannot
be mounted, undetected drives will not be displayed under the following conditions. If you are using any of the
RAID array configurations below, follow the corrective procedure.

Conditions Corrective Actions

RAID 10 has been configured. 1 Refer to the “Selecting the Action on the Confirmation Screen”
subsection above on how to access the confirmation screen.

2 Select“Shut down the TeraStation and reconnect the drives” and
click Execute.

. ) 3 After the TeraStation shuts down, confirm that all drives have

Multiple arrays have been configured. .
been inserted properly.

4 Press the power button to power on the TeraStation.

5 Log in to Settings and make sure the confirmation screen doesn’t
appear.

Configuring a Hot Spare

If you have a hot spare configured and an array fails, the TeraStation immediately switches over to the hot spare. To
use a hot spare, you need a RAID 1 or RAID 5 array and an extra drive that’s not part of an array.

Notes:
« All data on the hot spare drive is deleted when it is configured as a hot spare and again when it changes from a
spare to a drive in the array.

« A hot spare cannot be configured for TeraStation models with only two drives included.

1 From Settings, click Storage.

&= storage

2 Click the settings icon ( ﬁ ) to the right of “RAID".

RAID o
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3 Choose a RAID array.

RAID Array List

Mame RAID Mode
Array 1 RAID 1
Array 2
£

Options

4 Click Set as a hot spare.

-

Array 1

Current RAID Mode: RAID 1

-

Status

Mormal

Mo RAID array is configured.

New RAID Mode : RAID 1 ¥

Change at least one setting.

Select the drive to add to a RAID array.

Drrive

Drive 1

Drive 2
[l Drive 3
[l Drive 4

Select All Deselect Al

Dalete RAID Array

Status
Array 1/ Marmal
Array 1/ Mormal
Mormal

Mormal

Model Name
S5T4000VNO08-2DR1

5T4000VN0O08-2DR1
5T4000VN0O08-2DR1

5T4000VN0O08-2DR1

58

Total Capacity
36092 GB

Shared Folder

o-

Used Capacity % Used Al

0GB 0.00 % XF
>
Close
Capadty Spare Drive
3694 GB _
3694 GB

3692.1 GB Set as a hot spare

3692.1 GB Set as a hot spare

Change RAID Array Canceal
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5 Read the message carefully and select the checkbox, then click OK.

Note

All data stored on the drive will be lost. This cannot be
undone. Also, if one or more drives fail while rebuilding the
RAID array using a hot spare, data can no longer be
retrieved from the TeraStation. Configure a backup job to
regularly back up the saved data to another place before
configuring a hot spare.

[#] T understand the above risks

ak. Cancel

6 The “Confirm Operation” screen will open. Enter the confirmation number, then click OK.

7 The process is complete once you close the confirmation window that appears.

Note: To turn the hot spare back to a normal drive, choose Set as a normal drive.

Managing a RAID Array Without Deleting Data

You can manage a RAID array without erasing data on the drives by using RMM (RAID Mode Manager). The following
chart explains the transition status of drives after using RMM. The “n”in the chart below refers to the number of
drives that make up the RAID array.

Current Drive Status New RAID Mode Capacity Red.undancy (rive Failure
Resistance)

JBOD RAID 1 No increase Improve (1 drive)

RAID 1 RAID 1 No increase Improve (n — 1 drives)
RAID 5 Increase No change (1 drive)
RAID 5 Increase No change (1 drive)

RAID 5
RAID 6 No increase Improve (2 drives)

If using a TeraStation model that currently has unoccupied drive slots, such as in the case of partially-populated
models, follow the procedure below to add new drives first. Otherwise, refer to the procedures in this section to
configure the RAID array. The following examples use the case of the TS3410DN TeraStation model.

Note: RMM can be used to expand an array by only one drive per operation. To expand by two or more drives, RMM
must be activated multiple times. For example, if you want to create a RAID 6 array by adding two drives, change the
RAID mode to RAID 5 first using one drive, then change it to RAID 6 using another drive.

Adding a Drive

The procedure for adding a new drive will vary depending on your device.

1 Open the front cover with the included key.
2 Push the drive’s unlock button for the empty slot and swing the lock mechanism out.

3 Pull out the drive cartridge and remove it from the TeraStation.
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4 Insert the new drive (sold separately) into the empty slot with the lock mechanism remaining open and swing
the lock back down until it clicks into place.

5 Close the front cover.

6 When the drive is recognized, the status LED will flash red and the I32 message will appear as a notification.

7 From Settings, click Storage.

&= storage

8 Click the settings icon ( ﬁ ) to the right of “Drives”.

&= Drives o

9 Select the inserted new drive and click Format Drive.

Drives

Q-
Common
Check Drive Format Drive Dizmount Crive Redetect Drive SMART. Refresh
Drive/Array Status Encryption Model Name Total Capadty Used Capadty %% Used File Systes
(@] Array 1 Normal = 3692 GB 0GB 0.00% XF5
& Drive 1 Array 1/ Normal = 5T4000VNO08-2DR1 3693.9 GB
(@] Drive 2 Array 1/ Normal = 5T4000VNO08-2DR1 3693.9 GB
@ Drive 3 Normal = 5T4000VNO08-2DR1 3692 GB 0GB 0.00 % XF5
(@] Drive 4 Normal = 5T4000VNO08-2DR1 3692 GB 0GB 0.00% XF5
L4 >
Free Space Alert Close

1 0 Select a format type and click Format.

r .1

Format Drive

Format: Drive 3

Fle System: XFS v

[] Encryption

GFT partition

Warning: Before formatting, check that the drive is not set as a backup device. Do
not format if the drive is set as a2 backup device.

Format Cancel
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1 1 The “Confirm Operation” screen will open. Enter the confirmation number, then click OK.

1 2 The process is complete once you close the confirmation window that appears.

Drives That Are Currently in JBOD

To use RMM for drives in JBOD, you must have at least two drives available in JBOD. Follow the procedure below.

1 From Settings, click Storage.

E Storage

2 Click the settings icon ( ¢ ) to the right of “RAID".

RAID el

3 Choose a RAID array.

RAID Array List

Mame RAID Mode Status Total Capacity Used Capacity % Used Al
Array 1 Mo RAID array is configured.
Array 2 Mo RAID array is configured.
L >
Option= Cloze
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4 Set the RAID mode to “RAID 1"

Array 1

RAID Mode : RAID 1 7
Add a drive to a RAID array with RMM. Your data will be preserved.
Drive to Preserve: Drive 1 -
Select the drives to configure in a RAID array.
Drive = Status Maodel Mame Shared Folder Capadity
Drive 1 Normal ST4000VNO08-2DR1 - 3692.1GB
" Drive 2 Normal ST4000VNO0B-2DR1 = 3692.1 GB
|:| Drive 3 Nermal ST4000VNO0B-2DR1 - 3602.1 GE
|:| Drive 4 Nermal ST4000VNO0B-2DR1 = 3602.1 GEB
Salact Al Dezalact Al
Create RAID Array Cancel

5 Select the "Add a drive to a RAID array with RMM. Your data will be preserved.” checkbox.
6 Select the drive whose data will be saved from the drop-down list.

7 Select the drive to add to the RAID array.

8 Click Create RAID Array.

9 The “Confirm Operation” screen will open. Enter the confirmation number, then click OK.

1 0 The process is complete once you close the confirmation window that appears.

Drives That Are Currently in RAID 1 or RAID 5
To use RMM for redundant RAID arrays (RAID 1 or RAID 5), you must have at least one drive available in JBOD. Follow
the procedure below.

1 From Settings, click Storage.

&= Storage

2 Click the settings icon ( t} ) to the right of “RAID".

RAID o)
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3 Choose a RAID array.

RAID Array List

Mame RAID Mode Status Total Capacity Used Capacity % Used Al
Array 1 RAID 1 Mormal 3692 GB 0GB 0.00 % XF
Array 2 Mo RAID array is configured.
£ >

Options Cloze

4 Select one drive to add to the RAID array. If changing the RAID mode, choose the desired mode for the array
from the drop-down list. Otherwise, keep the current RAID mode as is.

-

Array 1
Current RAID Mode: RAID 1
New RAID Mode : RAID 5 v
Select the drive to add to a RAID array.
Drive Status Model Name Shared Folder Capadity Spare Drive
Dirive 1 Array 1/ Mormal S5T4000VNO0B-2DR1 - 3694 GB _
Drive 2 Array 1/ Mormal ST4000VNO0B-2DR1 = 3694 GB _
Drive 3 Nermal ST4000VNO08-2DR1 = 3692.1GB Set as a hot spare
[l Drive 4 Nermal ST4000VNDOS-2DR1 - 3692.1GB Set as a hot spare

Select Al Deselect Al

Delete RAID Array Change RAID Array Cancel

5 Click Change RAID Array.
6 The “Confirm Operation” screen will open. Enter the confirmation number, then click OK.

7 The process is complete once you close the confirmation window that appears.

RAID Scanning

A RAID scan checks your RAID array for bad sectors and if it finds any, it automatically repairs them. Arrays other
than RAID 0 are supported. For best results, run RAID scans regularly.
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1 From Settings, click Storage.

E Storage

2 Move the RAID scanning switch ( l:. ) to the -: position to enable RAID scanning.
| o

RAID Scanning

[l

3 Click the settings icon ( ¢ ) to the right of “RAID Scanning”.

5 RAID Scanning [ W -a-

4 ciick edit.

5 Select when to run the scan and click OK.

RAID Scan Sethings

RAID Scan Schedule: | Every 1st day of the month » | | Sunday

Start Time: 2 AM e

[] Immediately

Ok Cancel

6 The process is complete once you close the confirmation window that appears.

Notes:
+ Select the “Immediately” checkbox to run a RAID scan immediately.

« To stop a RAID scan, click Cancel RAID Scan.

Configuring Low Drive Space Alerts

You can configure the TeraStation to notify you when it is running low on free space, either by having a message
displayed on the Dashboard in Settings or having the TeraStation send you an email notification. This function is
applicable to internal drives, RAID arrays, and NAS volumes on the TeraStation.

Note: If you have configured low drive space alerts and created iSCSI volumes on the LVM-enabled area, the 165
message will appear as a notification.
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1 From Settings, click Storage.

E Storage

2 Click the settings icon ( t} ) to the right of “Drives”.

&= Drives o)

3 Click Free Space Alert.

Drives

Q-
Common
Check Drive Format Drive Dizmount Crive Redetect Drive SMART. Refresh
Drive/Array Status Encryption Model Name Total Capadty Used Capadty 3% Used File Systes
(@] Array 1 Normal = 3692 GB 0GB 0.00 % XFS
& Drive 1 Array 1/ Normal = 5T4000VNO08-2DR1 3693.9 GB
(@] Drive 2 Array 1/ Normal = 5T4000VNO08-2DR1 3693.9 GB
@ Drive 3 Normal = 5T4000VNO08-2DR1 3692 GB 0GB 0.00 % XF5
(@] Drive 4 Normal = 5T4000VNO08-2DR1 3692 GB 0GB 0.00% XF5
L4 >
Free Space Alert Close

4 Enable “Free Space Alert” and enter the threshold value, then click OK.

Free Space Alert Settings

Free Space Alert:
@ Enable

Threshold Value: |50 - %
() Disable

ok Crancel

5 The process is complete once you close the confirmation window that appears.

The free space alert is now enabled. If the percentage of remaining free space on the TeraStation decreases past the
threshold percentage, a notification will appear on the Dashboard in Settings. To configure free space alert email
notifications, refer to the “Email Notification” section in chapter 10.
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Adding an External Drive

Your TeraStation features multiple USB ports, and you can connect an external drive to any of these ports.

Once connected, it appears as a shared folder on the TeraStation. A formatted drive is detected automatically.
Unformatted drives should be formatted in Settings.

After a USB drive is recognized, the TeraStation adds “usbdisk x” to the shared folder list, where “x"is the USB port to
which the drive is connected.

Shared Folder List

Create Folder Celete Folder Empty Re cycle

MName Drive/Array

info

usbdisk1 USE Drive 1
[ share Drive 1

If a USB drive is unplugged without being dismounted first while the TeraStation is powered on, it may not be
recognized properly when it is reconnected. If this occurs, restart the TeraStation and then reconnect the drive.

Compatibility
Supported file systems for external USB drives are below:
File Systems Recommended Situation
XFS Connecting to another Buffalo NAS device.

Connecting to another Buffalo NAS device. XFS is recommended because the
Ext3 more files stored in one folder, the slower the performance. The available capacity
will be less than the area formatted to XFS.

Connecting to Windows computers. The NTFS-formatted drive can use many

NTFS* more functions of the operating system than an exFAT drive.

HES Plus* ** Connecting to macOS computers. The HFS Plus-formatted drive can use many
' more functions of the operating system than an exFAT drive.

exFAT* Connecting to both Windows and macOS computers.

FAT32 Connecting to both Windows and macOS computers.

*This cannot be formatted from Settings.
**This is read-only from the TeraStation. Files on the USB drive can be copied to the TeraStation.

Make sure only one device is connected to a USB port on the TeraStation. Note that only the first partition of a
connected USB drive is mounted. Additional partitions are not recognized.

Notes:
« If your USB 3.0 drive is not reconfigured after rebooting the TeraStation, unplug and reconnect it.

« When copying a file that is over 100 MB to a FAT32-formatted USB drive using File Explorer, an error message may
appear. In such a case, use an FTP or SFTP connection to copy the file.

« When copying files from a shared folder to a FAT32-formatted USB drive, the progress bar may not be displayed
or the file copying may fail. Using a file system other than FAT32 is recommended for the USB drive.

After connecting an RDX drive to the TeraStation, click Redetect Drive anytime.
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Dismounting Drives

If the TeraStation is off, then all drives are already dismounted and may be unplugged safely. If the TeraStation is

powered on, dismount drives (internal and external) before unplugging them by following the procedure below.

Notes:

+ Do not dismount internal drives while a RAID array is rebuilding or RMM is being configured. If you do, data on
the drives may be lost.

« To dismount an RDX cartridge from an RDX dock, first perform the dismount process either using the function
button or from Settings, then press the eject button on the dock to disconnect the cartridge.

Using the Function Button

When you press the function button, the TeraStation will beep once. Press and hold down the button until the
TeraStation beeps again and the button starts blinking blue. It will take about six seconds. When the function button
stops blinking and returns to glowing, the dismount is finished. You may now unplug any USB drives safely.

After 60 seconds, the function button will go out and any drives that have not yet been unplugged will be
remounted.

Using Settings

1 From Settings, click Storage.

E Storage

2 Click the settings icon ( ﬁ ) to the right of “Drives” to dismount an internal drive or “USB Drives” to dismount
an external drive.

&= Drives o

Gy USB Drives el
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3 Select the drive to dismount and click Dismount Drive.

r . |

USB Drives
Check Crive Format Crrive Ciizmiount Diriue Rede tect Dirive Refresh
Drive Name Status Model Name Unit Capadity Amount Used %% Used Fle
@ USB Drive 1 Mormal USB_Flash_Disk 3.7 GB 0.5GB 14.92 %
£ >

Cloze

4 The “Confirm Operation” screen will open. Enter the confirmation number, then click OK.

5 The process is complete once you close the confirmation window that appears.

When the dismounting process is finished, it is safe to unplug the drive. Disconnect the drive from the TeraStation.

Note: To remount the drive, unplug it and then plug it back in.

Checking Drives

A drive check tests the data on a drive on the TeraStation or one that is connected via USB for integrity. Detected
errors are fixed automatically. With large drives, a drive check may run for many hours. Shared folders cannot be
accessed during a drive check. Do not turn off the TeraStation until the drive check is finished. Follow the procedure
below to run a drive check.

1 From Settings, click Storage.

&= storage

2 Click the settings icon ( ﬁ ) to the right of “Drives” to check an internal drive or “USB Drives” to check an
external drive.

&% Drives o

Gy USB Drives o
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3 Select the drive or array to test, then click Check Drive.

Drives

Q-
Common
Check Drive Format Drive Dizmount Crive Redetect Drive SMART. Refresh
Drive/Array Status Encryption Model Name Total Capadty Used Capadty % Used File Systes
(@] Array 1 Normal = 3692 GB 0GB 0.00% XF5
& Drive 1 Array 1/ Normal = 5T4000VNO08-2DR1 3693.9 GB
(@] Drive 2 Array 1/ Normal = 5T4000VNO08-2DR1 3693.9 GB
@ Drive 3 Normal = 5T4000VNO08-2DR1 3692 GB 0GB 0.00 % XF5
(@] Drive 4 Normal = 5T4000VNO08-2DR1 3692 GB 0GB 0.00% XF5
L4 >
Free Space Alert Close

4 Click Check. You have the option of deleting information files from macOS during the check if desired.

Check Drive

Check Target: Drive 3

[] Delete macOS temp files

Warning: Before running 2 drive check, check that the drive is not set as a backup
device. Do not run 2 drive check if the drive is set as 2 backup device.

Chech Cancel

5 Eitherthe T14 message for RAID arrays, the I21 message for drives, or the I27 message for USB drives will
appear as a notification.

6 The process is complete once you close the confirmation window that appears.

S.M.A.R.T.

S.M.AR.T. (Self-Monitoring, Analysis, and Reporting Technology) monitors internal drives to detect and report
various indicators of reliability, in the hope of anticipating failures. If S.M.A.R.T. informs you of impending drive
failure, you may choose to replace the drive to avoid outages and possible data loss. Follow the procedure below to
check S.M.A.R.T. information for the TeraStation’s internal drives.

Note: S.M.A.R.T. information is only available for internal drives.
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Displaying S.M.A.R.T. Information

1 From Settings, click Storage.

E storage

2 Click the settings icon ( ﬁ ) to the right of “Drives”.

mmm Drives

3 Select a drive to check and click S.M.A.R.T.

Drives

Common

Check Drive Format Drive
Drive/Array
Array 1

Drive 1

Drive 2

Drive 3

0 ® 0 00

Drive 4

Free Space Alert

Dizmount Crive Redetect Drive SMART.

Status Encryption

Normal

Array 1/ Normal
Array 1/ Normal -
Normal

Normal

Model Name

5T4000VNO08-2DR1
5T4000VNO08-2DR1
5T4000VNO08-2DR1

5T4000VNO08-2DR1

70

Total Capadty
3692 GB

3693.9 GB
3693.9 GB
3692 GB

3692 GB

Used Capadty
0GB

0GB

0GB

Q-

Refresh

3% Used File Systes
0.00 % XF5

0.00 % XF5

0.00% XF5

Cloze
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4 The process is complete when the S.M.A.R.T. information for the drive is displayed. Different information may
be displayed depending on the brand of drives on your TeraStation. Critical attributes are displayed in bold.

S.M.ART.

Q-
Drive 1
Model: ST1000VNOOO-1HI162 Serial Number: W513BYVB
Capadity: 1,000,204,886,016 bytes [1.00 TB] Firmware Version: 5C60
Filter: X
D Attribute Status Current Value Worst Value Threshold Value Raw Value
1 Raw_Read_Error_Rate 0K 105 99 ] 8390472 ~
3 Spin_Up_Time oK 96 96 0 0
4 Start_Stop_Count oK 100 100 20 258
5 Reallocated_Sector_Ct oK 100 100 10 ]
7 Seek_Error_Rate OK 75 60 30 B6844395
g Power_On_Hours oK 78 78 0 19519
10 Spin_Retry_Count oK 100 100 57 0
12 Power_Cyde_Count OK 100 100 20 298
184 End-to-End_Error oK 100 100 99 ]
187 Reported_Uncorrect OK 100 100 0 0
188 Command_Timeout OK 100 100 0 0

Close

Checking the Drive Condition

Attributes with the worst value that is equal to or less than the threshold value may be significant. If an attribute
reports a failure, or has had one in the past, it will be displayed in the status column. In such a case, replacing that
drive is recommended.

Formatting Drives

Note: Under some circumstances, data deleted when a drive is formatted can be recovered. To ensure that data is
“gone forever’, a format might not be sufficient. Refer to the “Erasing Data on the TeraStation Completely” section
below for more information.

1 From Settings, click Storage.

Storage

2 Click the settings icon ( ¢ ) to the right of “Drives” to format an internal drive or “USB Drives” to format an
external drive.

e Drives o

Gy USB Drives o
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3 Select the drive or array to format, then click Format Drive.

Drives

Q-
Common
Check Drive Format Drive Dismount Drive Redetect Drive SMART. Refiesh
Drive/Array Status Encrypticn Model Name Total Capadty Used Capadty % Used File Systes
(@] Array 1 Normal = 3692 GB 0GB 0.00 % XF5
& Drive 1 Array 1 Normal = ST4000VNO08-20R1 36593.9 GB
(@] Drive 2 Array 1 Normal = ST4000VNO08-20R1 36593.9 GB
@ Drive 3 Normal = ST4000VNO08-20R1 3692 GB 0GB 0.00 % XF5
(@] Drive 4 Normal = ST4000VNO08-20R1 3692 GB 0GB 0.00 % XF5
L4 >

Free Space Alert Close

4 Select a format type, then click Format.

Format Drive

Format: Drive 3

File System: XFS b
[] Encryption
GPFT partition

Warning: Before formatting, check that the drive is not set as a backup device. Do
not format f the drive is set as a backup device.

Format Cancel

5 The “Confirm Operation” screen will open. Enter the confirmation number, then click OK.

6 Depending on the size and the formatted file system of your drive, the format may take several minutes or

several hours to complete. Either the I13 message for RAID arrays, the 120 message for drives, or the 128
message for USB drives will appear as a notification.

7 The process is complete once you close the confirmation window that appears.

Notes:
« Do not turn off or disconnect power to the TeraStation while formatting a drive.

« Fordrives that are 2.2 TB or larger, make sure that the “GPT partition” checkbox is selected.

Encrypting Drives

Internal drives (and arrays) can be encrypted with 256-bit AES during formatting. Encrypted drives and arrays are

then readable only from that specific TeraStation. To decrypt a drive or array, clear the “Encryption” checkbox and
format it again.
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r

Format Drive

Format: Drive 3

Flle System: XFS B

Encryption
GPFT partition

Warning: Before formatting, check that the drive is not set as a2 backup device. Do
not format if the drive is set as a2 backup device.

Format Cancel

Erasing Data on the TeraStation Completely

For data erasure, the TeraStation offers both drive formatting and Secure Erase features. Select the data erasure

procedure that offers the appropriate level of security you prefer.
Full Format: A full format will overwrite the drives with 0s. Typically, formatting drives on the TeraStation is
sufficient to erase data, although data from formatted drives can still be recovered under some circumstances.
This level of erasure is sufficient when you transfer, replace, or repair the TeraStation.
Refer to the “Performing a Full Format” section below for the detailed procedure.

« Secure Erase: Secure Erase uses Secure Erase commands to fully erase data from the whole drive area. Secure

Erase does a much more thorough job of erasing data, and is recommended for removing all data from a drive in
a way that makes it nearly impossible to recover with current tools. This level of erasure is recommended if you
are planning to dispose of the TeraStation.
Refer to the “Performing the Secure Erase Command” section below for the detailed procedure.

Performing a Full Format

Follow the procedure below to perform a full format to the TeraStation. After performing a full format, make sure the
TeraStation is transferred, replaced, or repaired accordingly.
The TeraStation will be in the following state after a full format is performed:
« All drivesin JBOD
An empty shared folder on each drive
All settings returned to their default values
+ Alllogs deleted

1 From Settings, click Management.

% Management

2 Click the settings icon ( ﬁ ) to the right of “Restore/Erase”.

“3 Restore/Erase o
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3 Click Erase TeraStation.

Erase

This will erase all data and settings, and return the TeraStation to its factory defaults. Erased data
cannot be restored. This process will require several hours.

If you want to dispose of drives in the TeraStation, we recommend using the Secure Erase feature
instead. For more detailed information about this feature, refer to the user manual.

Erase TeraStation
4 The “Confirm Operation” screen will open. Enter the confirmation number, then click OK.

5 The complete format process will begin. The process is complete when the TeraStation shuts down
automatically. To power on the TeraStation, press the power button.

Note: If you remove a drive and then erase all data on the TeraStation, the E22 error along with the number of the
removed drive will appear as a notification. You can still use the TeraStation.

Performing the Secure Erase Command

The Secure Erase feature runs the Secure Erase command native on a drive to eliminate its data using methods that
meet the Purge category according to NIST 800-88 standards.

Follow the procedure below to perform the Secure Erase command on the TeraStation. After performing the Secure
Erase command, dispose of the TeraStation and its drives accordingly.

The Secure Erase feature is intended to be permanently data destructive. Buffalo’s product warranty does not cover

data loss in the use of this or any other system application.

1 Press and hold down the power button for three seconds to turn off the TeraStation.

2 Turn the TeraStation back on while holding down the function button. You should hold down the function
button for at least 10 seconds after pressing the power button.

3 When the power LED changes from blinking to glowing, release the function button and open Settings from
NAS Navigator2.

4 ciick ok
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5 Under the “Secure Erase” section, click Start Secure Erase.

.} Drive Setup Unit Firmware Version : 5.46-0.04
Drive Status Info Version Model Name Capacity Primary Drive Action
Drive 1 Recognized System#1_(D:1/4) 5.46-0.04 ST4000VNO08-2DR166 3726 GB ® Recover firmware ~
Drive 2 Recognized System#1_(D:2/4) 5.46-0.04 ST4000VNO08-2DR166 3726 GB Recover firmware
Drive 3 Recognized System#1_(D:3/4) 5.46-0.04 ST4000VNO08-2DR166 3726 GB Recover firmware
Drive 4 Recognized System#1_(D:4/4) 5.46-0.04 ST4000VNO08-2DR166 3726 GB Recover firmware

Select the action to take when recovering the firmware.
@ Revert settings to those of the last shutdown
This will revert settings to those that were saved before the last shutdown.

(O Revert settings to those of the last boot (Time When Boot Occurred: 07/19/2022 10:09:52)

— This will reve that were saved - 1

IVE: = El ™ ALl

Redetect Drive Start Setup

Secure Erase

This will erase data securely from all drives on this TeraStation. For more detailed information about this feature, refer to the user manual.
To start erasing data, click 'Start Secure Erase’. To check data erasure history, click "View Log'
View Log Start Secure Erase

6 Read the message carefully and click OK.

Note

Data erasure will begin. Are you sure?
. Do not power off the TeraStation while data erasure is in
progress.

Ok, Chancel

7 The “Confirm Operation” screen will open. Enter the confirmation number, then click OK.

8 The Secure Erase process will begin. Wait until it’s finished.

Note: The data erasure process will be run on multiple drives at the same time. The full process will take about
1.5 to 2.5 hours per terabyte, and the duration will vary depending on the model and status of the drives.
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9 The process is complete once you close the following window. If you want to save the erasure log, click Save
Log, then save the log file to the desired location.

Secure Erase

Data erasure has finished.
To save logs for this process onto your computer, dick "Save
Log' below.

Save Log

Ok

Notes:

The Secure Erase feature will erase the system area where the firmware is installed. After running Secure Erase,
the TeraStation will only be able to boot up in drive setup mode.

If the TeraStation is powered off unexpectedly while the Secure Erase process is running such as due to a sudden
power outage, follow the procedure below to recover it.

(1) If the TeraStation is currently on, turn the TeraStation off by pressing and holding down the power button for
three seconds.

(2) Remove all drives from the TeraStation.
(3) Turn the TeraStation back on.
(4)  When the power LED changes from blinking to glowing, reconnect the drives.
(5) Follow from step 3 in the “Performing the Secure Erase Command” section above to try the Secure Erase
feature again.
Quotas

You can set a quota for each user or group, as well as a threshold alert where you will receive an email notification if
the space used exceeds the configured threshold. To configure email notifications for the quota, refer to the “Email
Notification” section in chapter 10.

Notes:

When using quotas, disable the recycle bin or empty the trash folder often. The limited space includes the space
used for trash.

Quotas apply per drive or per array. If a quota is set to 1 GB, each array or drive can use a maximum of 1 GB.
Quotas cannot be set for external drives connected to the TeraStation.
If both user and group quotas are configured for a user, the most restrictive quota will always apply.

When joined to a domain, only local users and groups will be able to set quotas. Domain users and groups will be
able to configure access restrictions for shares but cannot set quotas.

Limits for Users

Follow this procedure to limit the shared folder space available for a user.

1 From Settings, click File Sharing.

[ File sharing
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2 Click the settings icon ( ¢ ) to the right of “Users”.

I3 Users a 2 local users

3 Select the user that will be given a quota and click Edit. If you want to set a quota for a new user, create a user
by referring to the “Adding a User” section in chapter 3.

4 Enable “Quota” and choose the alert and the maximum amount of space the user will be allowed to use, then
click OK.

Quota:
i@ Enable {Units: GB)

hdusers v

Quota Alert Capadiy: 1

Quota Capadty: 1

4 L]

() Disable

Ok Cancel

5 The process is complete once you close the confirmation window that appears.

Note: If you change the primary group, restart the TeraStation to apply the quota settings.

Limits for Groups

Follow the procedure below to limit the space for shared folders that each group can use.

1 From Settings, click File Sharing.

[ File sharing

2 Click the settings icon ( ¢ ) to the right of “Groups”.

1'% Groups -ﬂ- 3 local groups

3 Select the group that will be given a quota and click Edit. If you want to set a quota for a new group, create a
group by referring to the “Adding a Group” section in chapter 3.
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4 Enable “Quota” and choose the alert and the maximum amount of space the group will be allowed to use, then

click OK.
Quota:
i@ Enable (Units: GB)
Quota Alert Capadty: |1 3
Quota Capaadty: 1 3
i) Disable
W
Qg Cancel
5 Click Close.
6 Click the settings icon ( ¢ ) to the right of “Users”.
I3 Users -ﬂ- 2 local users

7 Select the user that will inherit the group quota settings and click Edit. If you want to add a new user to a
group with a quota, create a user by referring to the “Adding a User” section in chapter 3.

8 Select the group’s checkbox to join and change the user’s primary group to the group with the quota, then
click OK.

9 Click Close.
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1 0 Click << at the top-right of Settings and choose Restart.

TS3420DB5B (TS3420D) »

{1} admin

J> I'm here

[$ Log Out
Restart

i
L

L') Shut Down

(@) Contextual Help

AR User Manual

1 1 The process is complete once after the TeraStation has been restarted.

Limits for LVM Volumes

If LVM is enabled, volumes can be created with maximum size limits.

Notes:
« When creating an LVM volume, all data in the area you specified for the LVM volume will be erased. Before

changing any settings, back up any important data.

« Do not use any of the following words for the name of a volume as these words are reserved for internal use by
the TeraStation: array x, authtest, disk x, global, homes, info, lost+found, Ip, mediacartridge x, msdfs_root, mt-
daapd, printers, ram, spool, usbdisk x. Any instances of “x” denote a number (for example: array1 or disk3)

1 From Settings, click Storage.

E storage
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2 Click the settings icon ( ¢ ) to the right of “LVM".

= LVM

3 Select the drive or array where the volume will be located and click Enable LVM.

LVHM List

Enable LW Dizable LW
Drive/Array
@ Array 1
Drive 1
Drive 2
& Drive 3

(@) Drive 4

ISCS| Waolume s

o

Filter:

Volume List Status

Normal
Array 1/ Mormal
Array 1/ Mormal
Normal

Normal

LVM Status
Disabled

Disabled
Disabled
Disabled

Disabled

4 The “Confirm Operation” screen will open. Enter the confirmation number, then click OK.

5 Click Edit under “NAS Volume”.

LVHM List

Enable Lk Crizable LWk
DrivefArray
] Array 1
Drive 1
Drive 2
@ Drive 3

(@) Drive 4

ISCE] Wolumes

Volume List

Show
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Filter:

Status

Mormal

Array 1/ Normal
Array 1/ Normal

LvM Enabled [ Normal

Mormal

LVM Status
Disabled

Disabled
Disabled
Enabled

Disabled

NAS Volume

Cloze

NAS Volume

Edit

Cloze
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6 Click Create Volume.

NAS Volume List: Drive 3

Create Walume Crelete Walume Filter: o

Yolume Name Total Capadty Used Space %% Used

Close

7 Enter a volume name and size, then click OK.

MAS Volume Settings - Create

*Required |i@ -

Volume Name * @ | volo1l

M

Capadity: | 10 ~ GB/Remaining 191 GB

ak. Cancel

8 The process is complete once you close the confirmation window that appears.

The usable capacity can now be limited by selecting the volume that you created for “Drive/Array” on the Basic tab
when creating a shared folder.

Notes:
If you click Show under “Volume List”, the volumes will be listed on the screen and you can see if these volumes
are being used as iSCSI or NAS.
If an LVM volume could not be mounted, try restarting the TeraStation. If an issue still exists, delete the LVM
volume and recreate it. Deleting the LVM volume will erase all data on the volume.

Using the TeraStation as an iSCSI Device

Note: This function is not available for the TS3420DS and TS3420RS TeraStation models, and will not appear in
Settings for these models.
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Introduction

iSCSl is a protocol for carrying SCSI commands over IP networks. Unlike traditional SAN protocols such as Fibre
Channel, which requires special-purpose cabling, iSCSI can be run over long distances using existing network
infrastructure. Normal Windows formatting such as NTFS is supported.

Differences Between NAS and iSCSI

With iSCSI, the TeraStation is connected to a single computer, such as a server. Other computers on the network
access files on the TeraStation through the computer it's connected to. The TeraStation can be used as a local drive
from Windows Server. Features of Windows Server such as Active Directory can be used normally.

As a NAS, the TeraStation is a server, and computers (including other servers) on the network can access shared
folders on it directly. A separate server is not required, and features such as backup are built-in.

Network Configuration

Use gigabit or faster network equipment with iSCSI. For best results, a dedicated network for iSCSI is recommended,
separate from the regular network. By default, the IP address of the TeraStation is automatically assigned from a
DHCP server. However, in this case, if you turn off and restart the TeraStation, the IP address may be changed and
the volumes on the TeraStation may not be accessible. To avoid changing the IP address unexpectedly, using a static
IP address for the TeraStation is recommended.

Connection Tool
The Microsoft iSCSI Software Initiator is already installed on your computer. You don’t need to download and install
it.

Creating an iSCSI Volume

To use the TeraStation as an iSCSI drive, create a volume first. Configure the TeraStation as described below.

Notes:
If the volume settings are changed, all data on the volume will be erased. Before changing any settings, back up
any important data.
The TeraStation can have up to 255 volumes, but we recommend creating no more than 32. Exceeding this
volume amount may cause irreparable damage to the unit.

- Do not use any of the following words for the name of a volume as these words are reserved for internal use by
the TeraStation: array x, authtest, disk x, global, homes, info, lost+found, Ip, mediacartridge x, msdfs_root, mt-
daapd, printers, ram, spool, usbdisk x. Any instances of “x” denote a number (for example: array1 or disk3)

« There are two options for the “Backstore” setting to select the type of iSCSI volume. Refer to the differences below.
° File I/0O: This type of volume can specify the volume capacity and multiple volumes can be created on one

drive or RAID array. This also allows you to expand the volume capacity after the volume is created and data
has been stored.

© Block 1/0: This type of volume will create an iSCSI volume for a whole drive or RAID array. However, if you
enable LVM, you can create multiple volumes on the drive or the RAID array or expand the volume capacity
later, just like a file I/0 volume. It is recommended to enable LVM if you want to create multiple volumes on
one drive or RAID array, or expand the volume later.

Block 1/0 volumes afford higher performance than file I/O volumes because there is less latency when
bypassing the file system layer required for file I/O.

1 From Settings, click Storage.

&= Storage
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2 Move the iSCSI switch ( C-) to the -:] position to enable iSCSI.

@ iSCSI

o o

3 Click the settings icon ( 'Q' ) to the right of “iSCSI".

@ iSCSI

4 Click Create Volume.

i5C51 Settings
|. General || Security || Internet Storage Mame Service (GSMS) |
| Create Volume | Delete Wolume Enable Connection Dizable Connection | Refresh |
Status Violume Backstore Drive/frray Target Name Authentication Capadty
| Select Al || Deselect All |
| Show Active Connections | Cloze
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5 Configure the desired settings, then click OK.

F 7

i5CsI Volume Settings

*Required |i§) -
General

Backstore: @ File /O 7 Block I/ O

Volume Connection: i@ Enable (™) Disable

Volume * & |voldl

Volume Description:

Drive/Array: | Drive 1 (LVM disabled) / 3692 GB s
Capadity: 10 2 GB/ Remaining 3682 GB

Authentication: @ Enable

Target CHAP Mame * :

Target CHAP Secret * :
Mutual Authentication: ] Enable

Initiator CHAP Secret

() Disable
Advanced Settings Ok Cancel

Notes:
«+ If you have selected “Block 1/0”, write cache (WCE) cannot be configured from the “Advanced Settings” page.

+ If using both iSCSI volumes and shared folders on the same area, it is recommended to create either file /0
volumes, or block 1/0 volumes with LVM enabled.

6 Read the message carefully and click OK.

Note

Asynchronous file /0 writes or write caching will be
enabled. Buffered data may not be written to drives if
power is suddenly lost while either function is enabled.

ak. Cancel

7 The process is complete once you close the confirmation window that appears.

Note: If you click Disable Connection for the selected volume in Storage > iSCSI in Settings, the selected iSCSI volume
can no longer be accessed. If you click Enable Connection, the volume will become accessible from the iSCSI initiator
software.

Connecting Volumes

To connect a volume, follow the procedure below.
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Note: Do not shut down the TeraStation while connecting to an iSCSI volume. It may cause unexpected data erasure.
Make sure all connections are disconnected before shutdown.

1 From Windows, navigate to Control Panel > System and Security > Administrative Tools > iSCSI Initiator.

2 Enter the IP address of the TeraStation into the “Target” field and click Quick Connect.

i5CSl Initiator Properties *

Targets Discovery Favorite Targets  Volumes and Devices  RADIUS — Configuration

Quick Connect

To discover and log on to a target using a basic connection, type the IP address or
DMS name of the target and then dick Quick Connect,

Target: 192,158.10.8 | E Quick Connect. .. i

Discovered targets

Refresh

MName Status

3 Confirm if the connection is established and click Done.

4 The process is complete when the status of the selected volume is displayed as “Connected” on the iSCSI
initiator.
You can also check that the volume status is “Connected” in Settings by navigating to Storage > iSCSI.

Using with Multiple Computers

If the TeraStation is divided into multiple volumes (or drives), it can be used with multiple computers. However, it is
not recommended to access a single volume or drive from multiple computers at the same time for security reasons.
When using the TeraStation as an iSCSI device, it should only connect to a single initiator unless the computer
running the initiator also has clustering enabled and configured on its operating system. To avoid using multiple
initiators for access, enable mutual authentication.

Formatting Volumes
If using the connected volume for the first time, the volume should be formatted to be used as a local drive. Follow
the procedure below for formatting.

1 From Windows, navigate to Control Panel > System and Security > Administrative Tools > Computer Management.

2 Click Disk Management.
When the “Initialize Disk” screen appears, click OK without changing any settings.

3 Right-click the drive volume that shows the status “Unallocated” and click New Simple Volume from the
displayed menu. Follow the screen to finish formatting.
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4 The process is complete when the drive is visible as an icon in Computer or This PC and can be used as a
normal drive on the computer.

Disconnecting Volumes

To disconnect a volume, follow the procedure below.

1 From Windows, navigate to Control Panel > System and Security > Administrative Tools > iSCS! Initiator.

The status of the connecting volume will be displayed as “Connected” under “Discovered targets”.

2 Select a volume to disconnect and click Disconnect.

3 Click Yes.

4 The process is complete when the volume status is displayed as “Inactive” on the iSCSl initiator.

Confiquring Access Restrictions

A CHAP name and secret can be configured for the entire iSCSI volume or each existing volume. Access restrictions
can be configured so that entering a target CHAP name and secret is required for each connection.

The TeraStation can perform mutual authentication (two-way authentication). Dual passwords ensure that only
authorized client computers can access the volume on the TeraStation.

Configuring for the Entire TeraStation
Follow the procedure below to enable access restrictions for the entire TeraStation.

1 From Settings, click Storage.

Storage

2 Click the settings icon ( ¢ ) to the right of “iSCSI".

@ ISCSI o
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3 Click the Security tab.

iSCSI Settings

General Security Internet Storage Mame Service (SMS)
Create Volume Delete Wolume Enable Connection Dizable Connection Refresh
Status Violume Backstore Drive/Array Target Name Authentication Capadty

Select All Deselect Al

Show Active Connections Cloze

4 Click Edit.

5 Enable “Authentication” and enter the target CHAP name and secret, then click OK.

Security

*Required |@ ~
Authentication: = Disable
i@ Enable

Enable mutual authentication

Target CHAP Name ™ : | J

Target CHAP Secret * : | J

Initiator CHAP Secret: | ]
u], Cancel

b '}

Note: To enable mutual authentication in addition to target CHAP name and secret authentication, select the
“Enable mutual authentication” checkbox and enter the initiator CHAP secret.

To search or connect the volume which has mutual authentication enabled from Microsoft iSCSI Initiator,
initiator CHAP secret settings should be configured.

6 The process is complete once you close the confirmation window that appears.

Configuring for Individual Volumes
Follow the procedure below to configure access restrictions for individual volumes.
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1 From Settings, click Storage.

E Storage

2 Click the settings icon ( ﬁ ) to the right of “iSCSI".

@ iSCSI

&

3 Click the volume to enable access restrictions.

iSCSI Settings

General Security Internet Storage Mame Service (SMS)
Create Volume Delete Wolume Enable Connection Dizable Connection Refresh
Status Violume Backstore Drive/Array Target Name Authentication Capadty
Standing By vol01 File IjO Array 1 ign.2004-08.jp.buffalo.50c4dd6c26... - 10 GB
Select All Deselect Al
Show Active Connections Cloze
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4 Enable “Authentication” and enter the target CHAP name and secret, then click OK.

F 7

i5CsI Volume Settings

*Required |i§) -
General
Backstore: Fle I/ O

Volume Connection: i@ Enable i™) Disable

Volume: voldl

Volume Description:

Drive/Array: Drive 1/ 3692 GB
Capacty: 10GB+ | O * GB=10 GB / Remaining 3682 GB

ol

Target Name: ign.2004-08.jp.buffalo.dac3fe188039.vol01

Authentication: @ Enable

Target CHAP MName * :

Target CHAP Secret * :
Mutual Authentication: || Enable

Initiator CHAP Secret

(™) Disable
Advanced Settings [u] 4 Canceal

Note: To enable mutual authentication in addition to target CHAP secret authentication, select the “Enable”
checkbox for “Mutual Authentication” and enter the initiator CHAP secret.

5 The process is complete once you close the confirmation window that appears.

Connecting Access-Restricted Volumes

Connecting if Volume Access Is Restricted
If access restrictions are configured for the entire iSCSI volume, that volume will not be detected by Microsoft iSCSI
Initiator. To connect that volume, the target CHAP name and secret should be authenticated.

1 Open the Microsoft iSCSI Initiator.

2 Register the initiator CHAP secret to your computer first. If you didn’t enable mutual authentication, skip this
step.

Click CHAP on the Configuration tab. Enter the configured initiator CHAP secret into the “Initiator CHAP secret”
field and click OK.

3 From the Discovery tab, click Discover Portal.
4 Enter the TeraStation’s IP address into the “IP address or DNS name” field and click Advanced.

5 Select the “Enable CHAP log on” checkbox and enter the target CHAP name into the “Name” field and the
target CHAP secret into the “Target secret” field.

If mutual authentication is enabled, select the “Perform mutual authentication” checkbox.
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6 Click OK, then click OK again.

7 The iSCSI volumes on the TeraStation will be listed under “Discovered targets” on the Targets tab. Select the
desired volume to connect and click Connect.

8 The process is complete when the status of the selected volume is displayed as “Connected” on the iSCSI
initiator.
Connecting if Volume Access Is Partially Restricted

1 Open the Microsoft iSCSI Initiator.

2 Register the initiator CHAP secret to your computer first. If you didn’t enable mutual authentication, skip this
step.
Click CHAP on the Configuration tab. Enter the configured initiator CHAP secret into the “Initiator CHAP secret”
field and click OK.

3 From the Discovery tab, click Discover Portal.

4 Enter the TeraStation’s IP address into the “IP address or DNS name” field and click OK.

5 The iSCSI volumes on the TeraStation will be listed under “Discovered targets” on the Targets tab. Select the
desired volume to connect and click Connect.

6 Click Advanced.

7 Select the “Enable CHAP log on” checkbox and enter the target CHAP name into the “Name” field and the
target CHAP secret into the “Target secret” field.

If mutual authentication is enabled, select the “Perform mutual authentication” checkbox.

8 Click OK, then click OK again.

9 The process is complete when the status of the selected volume is displayed as “Connected” on the iSCSI
initiator.

Expanding Volume Capacity

The capacities of the existing volumes can be expanded after they are created.

Notes:
Expanding the volume capacity may erase all data on the volume depending on the formatting type. Backing up
the data before expanding the volume capacity is recommended.

To expand its capacity, the volume should be a file I/0 volume; if expanding the capacity of a block I/0 volume, it
needs to have been created on a drive or array that has LVM enabled.

1 From Settings, click Storage.

E Storage
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2 Click the settings icon ('ﬂ') to the right of “iSCSI".

EE iscsl [

3 Select the volume to expand.

i5CSI Settings

[[seneret [scoints rimematstorses mame serion wsne) [
[ Create Volume ] [ Delete Wolume ” Enable Connection ” Dizable Connection ] Refresh

Status |un|une |Badcsmre |Driue.mnay |Targemane |A|.||ha'hcahnn Capacity
Standing By vol01 File 1/0 Array 1 iqn. 2004-08.jp. buffalo.50c4dd6c26... - 10 GB

Select All Deselect Al

Show Active Connections

4 Enter the desired volume capacity to add and click OK.

i5CSI Volume Settings

*Required

General

Backstore: Fle /O
Wolume Connection: @ Enable () Disable

Volume: volo1

Volume Description:
Drive/Array: Array 1/ 11079 GB

Capacity: 10 GB + GB = 20 GB / Remaining 11059 GB

Target Name: ign.2004-08.jp.buffalo.50c4dd6c26favol0l

Authentication: () Enable

i@ Disable

Advanced Settings Ok ] [ Cancel
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5 The process is complete once you close the confirmation window that appears.

Deleting Volumes

To delete an existing volume, follow the procedure below.

Note: Deleting a volume will erase all data on the volume. Back up the data before deleting the volume.

1 From Settings, click Storage.

E storage

2 Click the settings icon ( ¢ ) to the right of “iSCSI".

EE iscsI [

3 Select the volume to delete and click Delete Volume.

iSCSI Settings

General Security Internet Storage Mame Service (SMS)

Create Volume Delete Wolume Enable Connection Dizable Connection Refresh
Status Violume Backstore Drive/Array Target Name Authentication Capadty

Standing By vol01 File IjO Array 1 ign.2004-08.jp.buffalo.50c4dd6c26... - 10 GB

Select All Deselect Al

Show Active Connections Cloze

4 Confirm that the volume is correctly selected on the screen and click OK.

r .1

The volumes below will be deleted. This cannot be undone. Are you sure?

(1) wolol

ak. Cancel

92



| Chapter 4 RAID Modes and Drive Management

5 The “Confirm Operation” screen will open. Enter the confirmation number, then click OK.

6 The process is complete once you close the confirmation window that appears.

Enabling the iSNS Protocol

By enabling the iSNS protocol on the TeraStation, you can register an iSCSI target (volume) to an iSNS server and use
it to manage the registered targets. To enable the iSNS protocol, follow the procedure below.

1 From Settings, click Storage.

E Storage

2 Click the settings icon ( ¢ ) to the right of “iSCSI".

EE iScsI e

3 Click the Internet Storage Name Service (iSNS) tab.

iSCSI Settings

General Security Internet Storage Mame Service (SMS)
Create Volume Delete Wolume Enable Connection Dizable Connection Refresh
Status Violume Backstore Drive/Array Target Name Authentication Capadty

Select All Deselect Al

Show Active Connections Cloze

4 Click Edit.
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5 Enable “iSNS” and enter the IP address or hostname of the iSNS server, then click OK.

ISHS Settings

*Required |@ ~
ISNS: @) Enable

i) Disable

Senver Address * :

ak. Cancel

6 The process is complete once you close the confirmation window that appears.

Advanced iSCSI Volume Settings

You can configure the following advanced parameters for each iSCSI volume.

Advanced Parameter Description
HeaderDigest Controls the HeaderDigest usage by the iSCSI target portal group endpoint.
DataDigest Controls the DataDigest usage by the iSCSI target portal group (TPG) endpoint.

MaxConnections

Controls the usage of Multiple Connections per Session (MC/S). Initiator and
target negotiate the maximum number of connections requested and/or
acceptable.

InitialR2T

Turns the default use of R2T (Ready to Transfer) on or off for unidirectional and
the output part of bidirectional commands.

ImmediateData

Indicates whether the initiator and target have agreed to support immediate
data on this session.

MaxRecvDataSegmentLength

Maximum data segment length in bytes the initiator and target can receive in
an iSCSI Protocol Data Unit (PDU).

MaxXmitDataSegmentLength

Maximum data segment length in bytes that can be sent.

MaxBurstLength

Maximum iSCSI data payload in a Data-In or a solicited Data-Out iSCSI
sequence, in bytes.

FirstBurstLength

Maximum amount in bytes of unsolicited data an iSCSl initiator can send to the
target during the execution of a single SCSI command.

MaxOutstandingR2T

The R2T PDUs that can be in transition before an acknowledge PDU is received.

QueuedCommands

Maximum number of commands queued to any session of this target.

File I/0 Write Sync

Synchronous file 1/0 provides reliability but slower performance. Asynchronous
writes are faster, but buffered data will be lost if a power outage occurs.

Write Cache (WCE)

Increases performance. This cannot be used when block I/0 is selected.

LUN

Number used to identify a local unit.
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Backing Up Data on the TeraStation

You can back up the TeraStation folders to another shared folder on the same TeraStation, a connected USB drive, or
a shared folder on another Buffalo NAS device, either on the same network or on another network.

LAN port 2
(Static IP)
LAN port 1
(Static IP)
Backup Source
| EEEEEEEN |
Network
LAN port 1
(Static IP) LAN port 2
(Static IP)
Backup Destination
Backup Modes

The following types of backup are available from this TeraStation. To restore data from backup, refer to the
"Restoring Backup Data” section below.

Full Backup
All files in the source will be backed up to the destination. You can specify how many backup versions to keep from
1-400, or select “Unlimited” to keep all backups until the drive is full. If you specify a number of backup versions,
the backup destination folder should be on the same TeraStation or on an external USB drive attached to that
TeraStation.
The backup data will be stored in the folder whose name will be the backup date and time.

Folders available as backup sources:

© Shared folder on the backup source TeraStation (excluding the “info” folder)*1

© USB drive connected to the backup source TeraStation*1

© Shared folder on another Buffalo NAS device*2

© Shared folder on another rsync-compatible device

Folders available as backup destinations:

© Shared folder on the backup source TeraStation (excluding the “info” folder)*2

o USB drive connected to the backup source TeraStation*2, 3

© Shared folder on another Buffalo NAS device*2, 4

© Shared folder on another rsync-compatible device

*1 You can select up to the second level of folders. However, if the folder name of a second level folder contains
symbols, that folder may not appear as the target folder.

*2 The folder should have the “Backup” checkbox selected under“LAN Protocol Support” on the shared folder
settings.
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*3 If the “Inherit subfolders' access restrictions” option is selected when creating a backup job, use XFS or ext3 file
systems.

*4 If the “Inherit subfolders' access restrictions” option is selected when creating a backup job, the device should be
a Buffalo NAS device whose subfolders’access restrictions is available.

Overwrite (Incremental)
The first backup job runs like a full backup. As each subsequent backup job runs, only files that have been changed
since the last full backup will be backed up, but any files deleted from the backup source folder will also remain in
the backup destination folder. The folder structure in the backup destination folder will be the same as the backup
source folder.
- Folders available as backup sources:

© Shared folder on the backup source TeraStation (excluding the “info” folder)*1

© USB drive connected to the backup source TeraStation*1

© Shared folder on another Buffalo NAS device*2

© Shared folder on another rsync-compatible device

Folders available as backup destinations:

© Shared folder on the backup source TeraStation (excluding the “info” folder)*2

© USB drive connected to the backup source TeraStation*2, 3

o Shared folder on another Buffalo NAS device*2, 4

© Shared folder on another rsync-compatible device

*1 You can select up to the second level of folders. However, if the folder name of a second level folder contains
symbols, that folder may not appear as the target folder.

*2 The folder should have the “Backup” checkbox selected under “LAN Protocol Support” on the shared folder
settings.

*3 If the “Inherit subfolders' access restrictions” option is selected when creating a backup job, use XFS or ext3 file
systems.

*4 If the “Inherit subfolders' access restrictions” option is selected when creating a backup job, the device should be
a Buffalo NAS device whose subfolders’ access restrictions is available.

Overwrite (Differential)
The first backup job runs like a full backup. As each subsequent backup job runs, only files that have been changed
since the last full backup will be backed up, and any files deleted from the backup source folder will also be deleted
from the backup destination folder. The backup destination folder will always remain the same size as the backup
source folder, and the folder structure in the backup destination folder will be the same as the backup source folder.
- Folders available as backup sources:

© Shared folder on the backup source TeraStation (excluding the “info” folder)*1

© USB drive connected to the backup source TeraStation*1

© Shared folder on another Buffalo NAS device*2

© Shared folder on another rsync-compatible device

Folders available as backup destinations:

© Shared folder on the backup source TeraStation (excluding the “info” folder)*2

© USB drive connected to the backup source TeraStation*2, 3

o Shared folder on another Buffalo NAS device*2, 4

© Shared folder on another rsync-compatible device

*1 You can select up to the second level of folders. However, if the folder name of a second level folder contains
symbols, that folder may not appear as the target folder.

*2 The folder should have the “Backup” checkbox selected under “LAN Protocol Support” on the shared folder
settings.

*3 If the “Inherit subfolders' access restrictions” option is selected when creating a backup job, use XFS or ext3 file
systems.

*4 If the “Inherit subfolders' access restrictions” option is selected when creating a backup job, the device should be
a Buffalo NAS device whose subfolders’ access restrictions is available.
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Management Backup
Each time a backup is executed, management information is stored, and only files that have changed are backed
up. Data is retrieved from the previous backup file for files that were not changed, which can help reduce the space
used for backup and also for referencing status at a particular point in time (for data snapshot applications). You can
specify how many backup versions to keep from 1-400, or select “Unlimited” to keep all backups until the drive is
full. If using an external USB drive as the backup destination, do not use folders from drives formatted with FAT.
The backup data will be stored in the folder whose name will be the backup date and time, and the destination
folder will be set to read-only.
- Folders available as backup sources:
© Shared folder on the backup source TeraStation (excluding the “info” folder)*1
© USB drive connected to the backup source TeraStation*1
© Shared folder on another Buffalo NAS device*2
© Shared folder on another rsync-compatible device
- Folders available as backup destinations:
© Shared folder on the backup source TeraStation (excluding the “info” folder)*2
© USB drive connected to the backup source TeraStation*2, 3, 4

*1 You can select up to the second level of folders. However, if the folder name of a second level folder contains

symbols, that folder may not appear as the target folder.

*2 The folder should have the “Backup” checkbox selected under“LAN Protocol Support” on the shared folder

settings.

*3 If the “Inherit subfolders' access restrictions” option is selected when creating a backup job, use XFS or ext3 file

systems.

*4 The compatible file systems are ext3, XFS, and NTFS. We recommend using the XFS file system, since the backup

job may take a long time when the number of backup versions exceeds the configured value, especially if the NTFS

file system is selected.

Notes:

« For the destination folder, do not use a folder that has already been used as a target folder for another backup
job. If you wish to use a folder that currently contains backup data as the destination folder for another backup
job, format the folder first, or delete all data in the destination folder and change the folder attribute to read and
write before configuring the folder as the destination folder.

If a management backup job fails, all the backup data copied to the backup destination so far will be erased from
it.

Preparing a Backup Destination

Configure a shared folder on a Buffalo NAS device or connected USB drive as a backup destination. The following
procedure explains using another shared folder on the TeraStation as a backup destination. The procedure may vary
depending on which Buffalo NAS device is selected as a destination. If using a USB drive as a backup destination,
make sure its attribute is set to read and write. To change a read-only USB drive’s attribute to read and write, refer to
the “Read-Only Shares” section in chapter 3.

If you would like to back up data from multiple backup sources, we recommend not using the same backup
destination, as data in the backup destination may be overwritten by subsequent backup jobs. If you must back up
data from multiple backup sources to the same backup destination, using management backup is recommended
for precise version control.

Note: If you want to set this TeraStation as the backup destination for an rsync-compatible device, refer to the “If
Backing Up from rsync-Compatible Devices to the TeraStation” section instead of following the procedure below.

1 From Settings, click File Sharing.

I File sharing
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2 Click the settings icon ( ¢ ) to the right of “Folder Setup”.

o Folder Setup a- 1 folders

3 Choose the folder to be set as a backup destination.

Shared Folder List

A

O-

Cregte Folder Delate Foldar Empty Recyzle Bin Filter: o

Name Drive/Array Recyde Bin SMB  AFP Backup Webdccess More Details

info - - - - - b-
O share Array 1 - = -
€ >

Select Al Diezalect Al W

Advanced Settings for Subfolders Close

4 Under “LAN Protocol Support”, select the “Backup” checkbox on the Basic tab.

LAN Protocol Support: SMB (Windows/Mac) AFP (Mac)
[]FTP Backup
[C] SFTR [ WebAccess
7] NFS
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5 Click OK and proceed to the next step to create a backup device access key.

Note

The backup device access key is blank.

It is recommended that you set an access key for security.
In order for ancther device to use this folder as a replication
destination or backup source or destination, you must enter
the access key under the setup for that function.

Ok

6 Enter the desired characters into the backup device access key field and click OK.

Backup Device Access Key: | ssssssss

Note: You may leave this field blank if you do not want a backup device access key, but for security reasons
we highly recommend entering one for the shared folder. If a backup device access key is configured for the
shared folder, that folder will not show up as a target for the backup source or destination when configuring a
backup job on another Buffalo NAS device unless it's entered. You may create multiple folders using different
backup device access keys for backup and replication, but only one access key can be used on the TeraStation.
Folders that are configured with a different access key cannot be used.

7 The process is complete once you close the confirmation window that appears.

Notes:
« If you want to back up to a Buffalo NAS device on another network, follow the procedure below to add the
Buffalo NAS device so it can be used as a backup destination.

(4)
(5)

Create a new backup job by referring to the “Configuring a Backup Job” section below.

On the screen that allows you to select a shared folder, click List of Servers.

Click Add; select the “Add Buffalo NAS device” option, enter the IP address or hostname of the destination
Buffalo NAS device, then click OK.

Click Close.
Click Refresh and make sure the desired Buffalo NAS device has been added to the list.

. If you want to back up to an rsync-compatible device, follow the procedure below to add the rsync-compatible
device so it can be used as a backup destination.

(M
(2)
3)

(4)
(5)

Create a new backup job by referring to the “Configuring a Backup Job” section below.

On the screen that allows you to select a shared folder, click List of Servers.

Click Add; select the “Add rsync-compatible device” option, enter the IP address or hostname of the
destination device, then click OK. If you want to encrypt the rsync access, enable “rsync Over SSH” and enter
the rsync account settings.

Click Close.

Click Refresh and make sure the desired rsync-compatible device has been added to the list.

Configuring a Backup Job

You can configure backup jobs by using another shared folder on the Buffalo NAS device or a USB drive connected
to the TeraStation as a destination. You can also back up to a Buffalo NAS device on another network as long as the
two networks are connected by a VPN or the route is configured properly.
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1 From Settings, click Backup.

ll Backup

2 Click the settings icon ( t} ) to the right of “Backup”.

7 Backup ﬁ No jobs scheduled.

3 If you had configured a backup device access key for the backup source folder on another Buffalo NAS device
or the backup destination folder, click Set. If you hadn't, skip to step 5.

Backup Job List

Backup Device Access Key: 7 Set
Add || Delete Filter: »
Job Scheduled Day Time Operation Mode Status

Select Al Crezelact All

Cloze

4 Enter the backup device access key and click OK.

r .

Set Backup Device Access Key

O-

Backup Device Access Key: sssses

ok, Cancel|
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5 Click Add.

-

Backup Job List

Backup Device Access Key:  #®sssss T et
Add || Delete Filter: »
Job Scheduled Day Time Operation Mode Status

Select Al Deselect Al

Cloze

6 Select backup settings such as date and time to run, then select a backup mode for the “Operation Mode”
drop-down list. Refer to the differences between the backup modes from the “Backup Modes” section above.

Job Settings

*Required @) - .
Job Name * :
Schedule: | Not scheduled bt
Date and Time: | Sunday v |0 % hours 0 v | minutes
Operation Mode: | Ful backup w7
Versions: 10
Unlimited
Options: [/| Create a subfolder for backup
Create backup log file
i@ Save backup logs in the backup source folder
() Select the folder to save backup logs
Backup Log Target Folder
[] Encrypted data transfer
[] Compress and transfer
Ignore backup errors and continue backup job on schedule
[] Do not back up recyde bin
Overwrite unchanged files
[] Inherit subfolders’ access restrictions y

Ok Cancel
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7 Click Add.

8 Select the shared folders that will be the backup source and destination.

Backup Settings

Refresh 0 hd
Backup Source Folder Backup Destination Folder
share TS640007B6@rep_dst
THMHAS
List of Sarwvars ak Cancel

9 Click OK, then click OK again.

1 0 The process is complete once you close the confirmation window that appears. The backup job will be added

to the backup jobs list.

Notes:

Up to eight backup jobs can be configured at a time, and twenty-five backup source and destination folder pairs
can be used in one backup job.

To inherit the subfolders’ access restriction settings to the backup destination, the backup destination should also
support the subfolders’access restrictions. Check it before creating a backup job.

To back up data between Buffalo NAS devices on a network using jumbo frames, make sure that both devices are
configured to use identical (or similar) MTU sizes. If MTU sizes are significantly different, the backup job may not
be properly performed. In such a case, select the default MTU size (1,500 bytes) for both devices.

You can also specify a hostname by a fully qualified domain name (FQDN).

Windows-based TeraStations with multibyte characters in the hostname may not be detected as a backup
destination, and folders in these devices cannot be used as backup destination folders.

Backup data, such as“.DS_Store” files, from macOS may include characters that cannot be read on FAT32-
formatted drives in its filename. For best results, reformat the drive before using it as a backup destination.

If Backing Up from rsync-Compatible Devices to the TeraStation

If you want to set an rsync-compatible device as the backup source and back up data on the rsync-compatible
device to the TeraStation, you will need to enable rsync access on the TeraStation.
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1 From Settings, click File Sharing.

I File sharing

2 Click the settings icon ( t} ) to the right of “rsync”.

g "sync C- 'ﬂ'

3 Enter this TeraStation’s admin password into the “Password” field and click OK.

F

rsync Server Settings

*Required @ -

rsync Accounts
Username: admin
Password *:  ssssssss
Port Number: 873
55H Setlings

rsync Over S5H: = Enable i@ Disable

Port Number: 22

Authentication Method: Password authentication

Ok Cancel

b

Note: If you want to encrypt the rsync access, enable “rsync Over SSH".

4 The process is complete when you move the rsync switch ( C- ) to the -: position to enable

rsync.

g o D &

Restoring Backup Data

The procedure for restoring backup data varies depending on the backup mode. Refer to the following subsection
corresponding to the backup mode you have used for backup. When restoring backup data, make sure you have
enough available space on the TeraStation to accommodate the backup data, otherwise the restore process will fail.

Full and Management Backups
Copy and paste the backed up files from the backup destination folder to a folder which you want to restore.
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Overwrite Backups (Incremental and Differential)
Files and folders have already been stored on the desired destination. You can access them by switching the

operation to the backup destination TeraStation. Alternatively, you can restore any files or folders by creating a
backup job and configuring the backup destination as a backup source and selecting the same backup mode for the
“Operation Mode” drop-down list. Do not use the same folder as the backup destination to restore backup data from
multiple backup sources, as this may cause the restored data to get overwritten.

Backup Logs for If Backup Fails

If backup fails, the 154 message will appear as a notification and the following backup error codes may be
displayed in the “Status”field. Read the description and try the respective corrective actions for each error to resolve

it.
Code Description Corrective Action Log Example
rSync error: errors
selecting input/
Check that the backup destinati output files, dirs (code
The backup destination USB ec . a' € backup destination 3) at main.c(634)
Code 3 . USB drive is connected to the N
drive could not be found. . [Receiver=3.1.0]
TeraStation properly. -
Can't write to backup
destination(target disk
is broken?).
Check that the Ethernet cable is rsync error: error
The backup destination shared | securely connected and that the hub | starting client-server
folder could not be found. or other devices on the network are protocol (code 5) at
turned on. main.c(1504)
Code 5 . - :
N . Try adding the rsync-compatible NAS | @ERROR: auth failed on
Authentication failed. . . .
device from the server list again. module
A registered user does not Check the settings of the rsync- @ERROR: permission
have permission to run. compatible NAS device. denied
The Ethernet cable was
disconnected from the backup )
. Reconnect the Ethernet cable. rsync error: error in
source TeraStation when the ket 10 (code 10
Code 10 backup job started. soc .et (code 10)
— — at clientserver.c(128)
A backup destination doesn’t Select another backup destination _
[sender=3.1.0pre1]
support the subfolders’access | or remove the subfolders’access
restrictions. restrictions.
rsync error: error
The drive capacity of the . y'
- . ) in file 10 (code 11)
backup destination TeraStation | Delete unnecessary files and folders. )
became full at receiver.c(389)
’ [receiver=3.1.0]
Code 11 Reduce the file size to 4 GB or less, or
Files larger than 4 GB were change the file system to one other rsync: write failed on
backed up to the FAT32- than FAT32. Refer to the “Adding an “filename”: File too
formatted USB drive. External Drive” section in chapter 4 for | large (27)
compatible file systems.
, Check that the Ethernet cable is
Could not communicate
securely connected and that the hub
between backup source and . )
- . or other devices on the network are rsync error: error in
destination TeraStations.
Code 12 turned on. rsync protocol data
, . Do not change the settings while the | stream (code 12) at
The settings of the TeraStation . ) .
, backup job is running. If changed, the | i0.c(515)
were changed while the . . . .
backup iob was runnin connection will temporarily terminate
P 9 and the backup job will fail.
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Code Description Corrective Action Log Example
ERROR: out of memory
in flist_expand

Code 14 rsync error: error
in IPC code (code
14) at main.c(655)

) . [receiver=2.6.8]
There was insufficient memory | Reduce the number of backup torkfalledind
on the TeraStation so the destination files or disable any other reync: fork faied in do_
. . . . . recv: Cannot allocate
backup job did not run. functions running at the same time.
memory (12)

Code 22 rsync error: error
allocating core
memory buffers
(code 22) at util.c(120)
[sender=2.6.8]

The connection was Do not change the settings while the | rsync error: received
. . backup job is running. If changed, the | SIGINT, SIGTERM, or
Code 20 disconnected while the . . ) .
backub iob was runnin connection will temporarily terminate | SIGHUP (code 20) at
PJ 9 and the backup job will fail. rsync.c(242)
Change the filename or folder
Invalid characters were used in | name using compatible characters.
the filename or folder name of | Available characters are described in
the backup destinations. the“Adding a Shared Folder” section
in chapter 3.
Do not overwrite the backup
The backup destination files destination files while the backup job
were updated while the is running. If updated, the backup
backup job was running. destination files will not be backed up
and the backup job will fail. rsync error: some
Do not change the capitalization files could not be
of letters in the filenames and transferred (code 23) at
main.c(702)
Code 23 The TeraStation backed folder names on the backup souree
TeraStation if the backup destination
up the data to the FAT32- . .
. USB drive is formatted to FAT32. Linux
formatted USB drive, then the L W
capitalization of letters in the on the TeraStation is case-sensitive
) P but FAT isn't, so files or folders with
filenames or folder names on . .
i names that are identical save for the
the backup source TeraStation e . : .
was chanaed capitalization will not be identified
ged. and treated as the same file or folder.
To back up properly, using XFS or ext3
is recommended.
Run a drive check on the backup e
A file system on the backup destination by referring to the y _g” ) .
L . . o, T failed to stat “filename™:
destination may be corrupted. Checking Drives” section in chapter ]
4 Invalid argument (22)
Do not overwrite the backup rsync warning:
The backup destination files destination files while the backup job | some files vanished
Code 24 were updated while the is running. If updated, the backup before they could be
backup job was running. destination files will not be backed up | transferred (code 24) at
and the backup job will fail. main.c
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Code Description Corrective Action Log Example
The Ethernet cable was .
. rsync error: timeout
disconnected from the in data send/receive
Code 30 backup source or destination Reconnect the Ethernet cable. .
. . (code 30) at io.c(195)
TeraStations while the backup
. . [sender=3.1.0]
job was running.
B14 Insufficient TeraStation Restart the TeraStation and try again. | -
memory.
Check that the backup destination
TeraStation is turned on, the Ethernet
B101 cables are securely connected, i
and the hostname of the backup
destination TeraStation has not been
The backup destination changed.
TeraStation does not exist. Check that the backup destination
folders on the backup destination
B102 TeraStation are on the shared folder i
list and the backup destination
folders are configured for backup in
Settings.
The backup source folders on Check that the backup source folders
B103 the backup source TeraStation | on the backup source TeraStation are | -
do not exist. on the shared folder list.
The backup destination folders Check that the backup des'.unaFlon
. folders on the backup destination
B104 on the backup destination . -
. . TeraStation are on the shared folder
TeraStation do not exist. list
Check that the drives are recognized
properly in Settings. If you configure
The drives were not the “usbdisk” folders for the backup
B105 . L. -
recognized. source or destinations, check whether
these folders are on the shared folder
list.
Check that the USB drive is formatted
The file systems of the USB to th.e compatible file systems. If yOL{
B106 drive are not supported configure the management backup in | -
PP ’ the backup job, FAT format cannot be
used for the backup destination.
B107 The”dewce files suc.h as"/dev/ Restart the TeraStation and try again. | -
null” etc. do not exist.
Credentials t hared
recentias to access a s arfe Try adding the rsync-compatible NAS
B108 folder on the rsync-compatible device from the server list again -
NAS device were not found. gain.
Replication

Replication copies all data from one shared folder to another shared folder on a different TeraStation. This is an easy

way to set up a reliable data protection system in the event your main TeraStation fails. To configure replication,

connect an Ethernet cable to the LAN port of each TeraStation and follow the procedure below. For best results, use

static IP addresses and a 10GbE port for connecting both replication TeraStations (source and destination).
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LAN port 2
(Static IP)
LAN port 1
(Static IP)
Replication Source
| sEmEEmEE
Network
LAN port 1
(Static IP) LAN port 2
(Static IP)

Replication Destination

Note: Replication source data is copied to the replication destination folder with a differential overwrite. Any data
not on the replication source will be overwritten.

The following describes what can be configured as replication sources and replication destinations.

Folders Available as Replication Sources
« Shared folder on the replication source TeraStation (excluding the “info” folder)*1
« USB drive connected to the replication source TeraStation*1

Folders Available as Replication Destinations*2

« Shared folder on the replication source TeraStation (excluding the “info” folder)
USB drive connected to the replication source TeraStation*3
Shared folder on another Buffalo NAS device*4

*1 You can select up to the second level of folders. However, if the folder name of a second level folder contains
symbols, that folder may not appear as the target folder.

*2 The folder should have the “Backup” checkbox selected under“LAN Protocol Support” on the shared folder
settings.

*3 If the “Inherit subfolders' access restrictions” option is selected when creating a replication job, use XFS or ext3 file
systems.

*4 If the “Inherit subfolders' access restrictions” option is selected when creating a replication job, the device should
be a Buffalo NAS device whose subfolders’ access restrictions is available.

Preparing a Replication Destination

Configure a folder as a replication destination. Follow the procedure below to prepare a Buffalo NAS device as a
replication destination.

1 From Settings, click File Sharing.

[ File sharing

2 Click the settings icon ( ¢ ) to the right of “Folder Setup”.

o Folder Setup -ﬂ- 1 folders
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3 Choose the folder to be set as a replication destination.

Shared Folder List

Q-
Create Folder Delete Folder Empty Recycle Bin Filter: b 4
Name Drive/Array Recyde Bin SMB = AFP Backup Webdccess More Details
info - - - = - §
] share Array 1 - - -
L4 >
Select Al Deselect Al W
Advanced Settings for Subfolders Cloze

4 Under “LAN Protocol Support”, select the “Backup” checkbox on the Basic tab.

LAN Protocol Support: SMEB (Windows/Mac) AFP (Mac)
[C]FTP Backup
[C]SFTR [ WebdAccess
7] NFS

5 Click OK and proceed to the next step to create a backup device access key.

Note

The backup device access key is blank.

It is recommended that you set an access key for security.
In order for ancther device to use this folder as a replication
destination or backup source or destination, you must enter
the access key under the setup for that function.

Ok
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6 Enter the desired characters into the backup device access key field and click OK.

Backup Device Access Key:  ssssssss

Note: You may leave this field blank if you do not want a backup device access key, but for security reasons
we highly recommend entering one for the shared folder. If a backup device access key is configured for the
shared folder, that folder will not show up as the replication destination when configuring a replication job on
another Buffalo NAS device unless it's entered. You may create multiple folders using different backup device
access keys for backup and replication, but only one access key can be used on the TeraStation. Folders that
are configured with a different access key cannot be used.

7 The process is complete once you close the confirmation window that appears.

Note: If you want to replicate to a Buffalo NAS device on another network, follow the procedure below to add the
Buffalo NAS device so it can be used as a replication destination.

(M
(2)
3)

(4)
(5)

Create a new replication job by referring to the “Configuring a Replication Job” section below.

On the screen that allows you to select a shared folder, click List of Servers.

Click Add; select the “Add Buffalo NAS device” option, enter the IP address or hostname of the destination
Buffalo NAS device, then click OK.

Click Close.
Click Refresh and make sure the desired Buffalo NAS device has been added to the list.

Configuring a Replication Job

1 From Settings on a replication source NAS device, click Backup.

ll Backup

2 Move the replication switch ( |:. ) to the -: position to enable replication.

tT Replication

| o

3 Click the settings icon ( ¢ ) to the right of “Replication”.

tT Replication [ I -Q-

4 Click Edit.
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5 If you had configured a backup device access key for the replication destination folder, click Set. If you hadn't,
skip to step 7.

Replication Settings

Backup Device Access Key: Tal Set
Add Celete Filter: x
Replication Source Folder Replication Destination Folder Encryption Compression Inhe
£ >
Salact Al Dazelect Al
Ok, Cance|
6 Enter the backup device access key and click OK.
r |
Set Backup Device Access Key
Backup Device Access Key: |esssss
Ok Cancel
7 Click Add.
Replication Settings
Backup Device Access Key: | kdksksss T Set
Add Delats Filter: x
Replication Source Folder Replication Destination Folder Encryption Compression Inhe
< >
Select Al Dezelect Al
Ok, Cance|
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8 Select the shared folders that will be the replication source and destination.
' Replication Settings

[ Encrypted data transfer
[] Compress and transfer

[ Inherit subfolders’ access restrictions

Replication Source Folder Replication Destination Folder
= [ share [\ 1554100957 @dloud
= [ TMNAS
List of Serwvers (m]:4

9 Click OK, then OK again.

1 0 Read the message carefully and click Yes.

Note

Since all data will be synced from the replication source to
. the destination, any data that is on the destination but is
not on the source may be lost. Proceed?

‘e s =}

1 1 The process is complete once you close the confirmation window that appears.

Notes:

Refrazh 0 -

Cancel

+ During setup, you may choose to encrypt and/or compress replication data. Encrypted data will be transferred
securely on the network. Compressed data will ease network loading and is recommended for slow or heavily
loaded network connections. Enabling either will increase the CPU load on the source TeraStation so that the
transfer speed will become slower, and replication time will be slower than if they are disabled. Encrypted or

compressed data will be decrypted or decompressed on the destination TeraStation.
« A maximum of 32 shared folders can be configured for replication.

« Don't use the same TeraStation for both failover and replication, or replication and Time Machine.

« Don't configure replication from one source folder to multiple destination folders.
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- If a network problem causes a replication error, unsynced data may be shown as “0” even though replication is
incomplete. Click Resync to recover from the replication error. All files from the source folder will be copied to the
destination folder.

Synchronizing Between Source and Destination TeraStations
Periodically

To copy files that are saved via other file sharing protocols such as AFP or FTP to the replication destination regularly,
configure “Periodic Sync”in Settings. Follow the procedure below.

1 From Settings, click Backup.

ll Backup

2 Click the settings icon ( ¢ ) to the right of “Replication”.

tT Replication

o &

3 Click Periodic Sync.

Replication Job List

Filter: x
Replication Source Folder Replication Destination Folder Remaining Jobs Encryption Compression
share T534200039@rep_dst 0 - -
Resync Feriodic Sync Edit Close
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4 sciect “Daily” or “Weekly” from the “Schedule” drop-down list. If “Daily” is selected, configure the sync period. If
“Weekly”is selected, specify the weekdays and the sync period.

Periodic Sync Settings

Schedule: Dalty s

Sync Period: —

@ | Once every hour w

QK Cancel

5 Click OK.The process is complete once you close the confirmation window that appears.

Failover

With failover, two TeraStations are connected to the network for redundancy, with one being the main TeraStation
and the other being the backup TeraStation. If an issue renders the main TeraStation inaccessible, operation
automatically switches to the backup TeraStation.

ﬂ | Data on both TeraStations stays up-to-date. | ﬂ

Main Backup

| Switches automatically if failure occurs. |

|___umEEEEEE |
J g Ny Ny g g -

Note: This function is not available for the TS3420DS and TS3420RS TeraStation models, and will not appear in

Settings for these models.

Failover will activate if any of the following occurs:

« The backup TeraStation cannot detect the main TeraStation within a specified time
If the backup TeraStation has not received a packet from the main TeraStation within a specified time, the backup
TeraStation considers the main TeraStation to have failed. By default, it will try five times and wait 60 seconds. If
this is triggered by accident, reconfigure failover from the main TeraStation.
Errors
Failover will occur if any of the following errors occur:

E12 (cooling failure), E14 (cannot mount RAID array), E16* (drive not found), E22* (cannot mount drive),

E30* (drive failure)
*This triggers when the drive is configured in JBOD.
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Before Confiquring Failover

Use the same LAN ports for transferring data and configure both TeraStations with static IP addresses for the
purposes of failover.

Using the Same LAN Port for Both File Sharing and Failover
Using this setup, if the main TeraStation fails, the backup TeraStation will replace it completely. The backup
TeraStation will be updated over normal network traffic.

LAN port 1
(Static IP)

Main
| EEEEEEEE]

Network

LAN port 1
(Static IP)

Backup

Using Different LAN Ports Between File Sharing and Failover

With this setup, the backup TeraStation and main TeraStation are connected by a second Ethernet cable connecting
their LAN port 2. Updating is done over this dedicated network path, so updates are quicker and don't interfere with
normal network traffic.

LAN port 2
(Static IP)
LAN port 1
(Static IP)
Main
| EEEEEEEE]
Network
LAN port 1
(Static IP) LAN port 2
(Static IP)

Backup

Usage Restrictions

Functional Restrictions

Failover is not available when any of the following functions are enabled:

Replication, sleep mode, LVM, iSCSI, port trunking, Amazon S3, Dropbox Sync, Microsoft Azure Storage Sync,
Microsoft OneDrive Sync

Failover is not available when the I52 message appears, or any of the following settings remain or have been
configured:
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Replication jobs, encrypted drive volume, Amazon S3 jobs, hot spare, access restrictions by Active Directory domain,
multiple active LAN ports connecting to the same network

Setting Restrictions

The following operations will not be available while failover is configured:

Initializing settings, changing the RAID settings, formatting drives, configuring iSCSI volume, changing the backup
TeraStation’s settings, turning the TeraStation on and off, updating the firmware

While failover is enabled, shutdown, power-on, and firmware update operations can be made available by
temporarily putting the TeraStation into maintenance mode.

Non-Transferable Settings

The settings below are not copied from the main TeraStation to the backup TeraStation. Make a note of the original
settings so that they can be configured manually if a failover error occurs.

IP address, hostname*, WebAccess, UPS sync, antivirus**, the backup job settings for either when shared folders not
on the main TeraStation are specified or when a USB drive is set as the backup destination, USB drives’ shared folder
settings, and low drive space alerts

*Since the hostname will not be transferred, use the virtual IP address configured for failover to access the shared
folder after failover setup.

**The settings configured on the Trend Micro NAS Security settings page will not be copied to the backup
TeraStation. The settings configured on the main TeraStation’s Settings page will be copied only if the antivirus is
activated on the TeraStation.

Using with UPS
Once failover is configured, you cannot set up a UPS for the backup TeraStation. Configure your UPS before
configuring failover. UPS recovery can be configured for both the main and backup TeraStations.

Configuring Failover

1 From Settings for the main TeraStation, click Backup.

Il Backup

2 Click the settings icon ( ﬁ ) to the right of “Failover”.

;—r Failover a Standalone
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3 Click Configure Failover.

' Failover Settings
Status: Standalone
Backup Device:
Remaining Jobs: ==

IP Settings for File Sharing Periodic Sync

Advanced Settings

Edit

Confieure Failowver

Cloze

4 Select a TeraStation to be the failover backup device and enter its administrator username and password (by
default, the username is “admin” and the password is “password”).

=

Failover Settings

Backup Device Settings:

IP Settings for Fle Sharing:

Backup LAN Port:

Access Restrictions for Subfolders:

Backup Device:

Administrator Username * :

Administrator Password * :

LAM Port:

Wirtual IP Address * :

Subnet Mask * :

*Required @) -

T53420D039

admin

sessssas

[LAN1) 192.168.10.20
192.168.10.100
255.255.255.0

[LANT) 192.168.10.20
i@ Inhent

(71 Do not inherit

W

Use TeraStations of the same model and storage capacity for the main and backup units. Set the MTU
size to 1,500 bytes for both units.
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5 Select the LAN port to be used for sharing files and enter a virtual IP address and subnet mask. The LAN port
you have selected here will also be used for pinging. If you select the same LAN port as the backup LAN port,
the backup TeraStation will replace the main TeraStation even if just a network error occurs.

About virtual IP addresses: A virtual IP address is an IP address that will be used for file sharing while failover
is configured. By assigning a different IP address from the one to be assigned to the LAN port, you can access
the TeraStation for sharing files, as well as open Settings using the virtual IP address. This IP address will be
inherited to the backup TeraStation when failover occurs, so you can access the backup TeraStation even if you
don't know the backup TeraStation’s static IP address.

Configure an unused IP address for the virtual IP; make sure it uses the same segment as the main and backup
TeraStations.

6 select the LAN port to be used for transferring data via failover.

7 Configure whether or not to inherit the settings of subfolders’ access restrictions to the backup TeraStation,
then click Continue.

8 If the admin username and password is correct, the I51 message will appear as a notification for both main
and backup TeraStations, and the backup TeraStation will beep. Press and hold down the function button on
the backup TeraStation to accept the settings from the main TeraStation. When you press the function button,
the backup TeraStation will stop beeping.

9 Press the function button. When you press the function button, the TeraStation will beep once. Press and hold
down the button until the backup TeraStation beeps again.

1 0 Initialization on the main and backup TeraStations will begin. Wait until it finishes.

1 1 The process is complete when the I51 message disappears.

Notes:
Only use identical model and capacity TeraStations for failover. If the capacity of the main TeraStation is larger

than that of the backup TeraStation, an I3 3 replication error will occur.

« All drive bays of a TeraStation should be occupied if it will be used for failover. Failover will not work if a drive is
missing from any bay.

- If replication is configured for more than one folder, initialize the TeraStation before configuring failover.

« The main TeraStation cannot be used as the backup location for Time Machine.

« Do not use the same TeraStation for both failover and replication, or failover and Time Machine.

- If email notification is enabled and failover occurs, navigate to Management > Email Notification > Edit in the main
TeraStation’s Settings and click OK.

«  MTU size settings for main and backup TeraStations should be 1,500 bytes. To change the MTU size, refer to the
“Jumbo Frames” section in chapter 9.

Files whose filenames contain more than 80 alphanumeric characters will not be backed up.
- Ifthe 133 message appears as a notification, navigate to Backup > Failover > Configure Failover and click Syncing.

« The RAID array on the backup TeraStation may be reconfigured and resynchronized as part of the failover
configuration process. This is expected behavior and not an error.

Changing Settings While Failover Is Configured

Before changing any TeraStation settings while failover is configured, make sure the TeraStation has entered into

maintenance mode. If you change any settings without entering into maintenance mode, the I49 message may
appear.
For the procedure to enter maintenance mode, refer to the “Maintenance Mode” section below.
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Maintenance Mode

The TeraStation has certain settings that cannot be configured or modified while other existing settings are in
effect, such as failover. In such a case, putting the TeraStation into maintenance mode allows you to change certain

TeraStation settings without affecting existing settings.
Follow the procedure below to make the TeraStation enter into maintenance mode.

1 From Settings for the main TeraStation, click Backup.

ll Backup

2 Click the settings icon ( ¢ ) to the right of “Failover”.

;—r Failover ﬁ Normal({Main Device)

3 Click Configure Failover.

' Failover Settings
Status: Normal(Main Device)
Backup Device: TS3420D039 Configure Failover
Remaining Jobs: 0

IP Settings for File Sharing Periodic Sync Advanced Settings

LAMN Port: LAN Port 1
Wirtual IP Address: 192.168.10.100

Subnet Mask: 255.255.255.0

Edit Cloze
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4 Click Maintenance Mode.
' Failover Settings

*Required @) -

Backup Device: T53420D039
Adm'ln'stratclr PESSWCII'CI: EEE e e e
Access Restrictions for Subfolders: Inherit

Use TeraStations of the same model and storage capacity for the main and backup units. Set the MTU
size to 1,500 bytes for both units.

Maintenance Mode Syncing Force Failower to Stop Stop Failower Close

5 Read the message carefully and click Yes.

F ]

Nlote

The maintenance mode is for temporary use, such as
change location or update fimmware. When you're finished
with maintenance, click "Cancel maintenance mode’ to go
back to normal mode.

e s Mo

6 The process is complete once the TeraStation enters maintenance mode.

Once you are finished with changing settings in maintenance mode, make sure the TeraStation leaves maintenance
mode. You can make the TeraStation leave maintenance mode by either pressing and holding the function button,
or follow the procedure below to exit maintenance mode from the main TeraStation’s Settings.

Follow the procedure below to exit maintenance mode from the main TeraStation’s Settings.
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1 From Settings for the main TeraStation, click Backup.

ll Backup

2 Click the settings icon ( t} ) to the right of “Failover”.

;—r Failover ﬁ Normal(Main Device)

3 Click Configure Failover.

' Failover Settings
Status: Normal(Main Device)
Backup Device: TS3420D039 Configure Failover
Remaining Jobs: 0

IP Settings for File Sharing Periodic Sync Advanced Settings

LAN Port: LAN Port 1
Wirtual IP Address: 192,168.10.100

Subnet Mask: 255.255.255.0

Edit Cloze

4 Click Cancel maintenance mode.

5 The process is complete once you close the confirmation window that appears.

Note: To update the firmware while in maintenance mode, the main TeraStation can be updated from Settings, but
the backup TeraStation cannot. Download the firmware updater from the Buffalo website for the backup TeraStation
and try updating the firmware on it.

Svynchronizing Between Main and Backup TeraStations Periodically

To copy files that are saved via other file sharing protocols such as AFP or FTP to the backup TeraStation regularly,
configure “Periodic Sync”in Settings. Follow the procedure below.

1 From Settings for the main TeraStation, click Backup.

Il Backup
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2 Click the settings icon ('ﬂ') to the right of “Failover”.

H Failover -a- Standalone

3 Click the Periodic Sync tab.

Failover Settings

Status: Standalone

BEICI(UD Device: Chon fieure Failower

Remaining Jobs: =

[ IP Settings for File Sharing ] Periodic Sync ‘[ Advanced Settings _

Edit ] [ Close

4 ciick Edit.

5 Select “Daily” or “Weekly” from the “Schedule” drop-down list and click OK. If “Daily” is selected, configure the
sync period. If “Weekly” is selected, specify the weekdays and the sync period.

Failover Settings

*Required
Status: Standalone

Backup Device: Confieure Failover
IP Settings for File Sharing ] Periodic Sync I Advanced Settings _

Schedule: | Daily h]
Sunday Monday Tuesday Wednesday Thursday Friday Saturday
i@ |Dnce every hour H

Ok ] [ Cancel
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6 The process is complete once you close the confirmation window that appears.

Switching to the Backup TeraStation Manually

If “Switch to backup unit manually”is selected on the Advanced Settings tab in the main TeraStation’s Settings, the
backup TeraStation will not replace the main TeraStation if the main TeraStation fails. To manually replace the main
TeraStation with the backup TeraStation, you can either:
Log in to Settings for the backup TeraStation and click Set as Main Unit.
« Press the function button on the backup TeraStation. The TeraStation will beep once. Press and hold down the
function button until the backup TeraStation beeps again.

Note: If the main TeraStation fails but all LAN port connections on the backup TeraStation remain active, you cannot
replace the main TeraStation with the backup TeraStation from Settings. In such a case, use the function button
instead.

Reconfiquring After Failover Occurs

When the backup TeraStation replaces the main TeraStation, the 149 message may appear as a notification on
the backup TeraStation. To configure failover again, follow the procedure below using a new TeraStation unit.

The following procedure is an example using the replaced backup TeraStation (“main TeraStation”) and the new
TeraStation (“backup TeraStation”).

If you don't want to configure failover with the new TeraStation, cancel the failover settings by following steps 1-5

below and restart both TeraStations. The 149 message will disappear.
Note: The following procedure will also work if failover occurs unexpectedly.

1 After failover occurs, log in to Settings for the new main TeraStation.

If you have configured to synchronize with the UPS device connected to the failed TeraStation, the E10 error
will appear as a notification on the main TeraStation. In such a case, follow the procedure below to change the
UPS settings on the new main TeraStation. If you hadn't, skip to the next step.

a. Disconnect the UPS cable from the failed TeraStation and connect it to the main TeraStation.
b. Click Management.

c. Click the settings icon ( ﬁ ) to the right of “Power Management”.
d. Click Edit.
e. Select“Sync with UPS connected to this TeraStation” and reconfigure the desired UPS settings.
f. Click OK.

2 Click Backup.

ll Backup

3 Click the settings icon ( ﬁ ) to the right of “Failover”.

;—r Failover a- Normal({Main Device)
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4 Click Configure Failover.

' Failover Settings
Status: Normal(Main Device)
Backup Device: TS3420D039 Confieure Faillover
Remaining Jobs: 0

IP Settings for File Sharing Periodic Sync Advanced Settings

LAM Port: LAN Port 1
virtual IP Address: 192.168.10.100

Subnet Mask: 255.255.255.0

Edit Cloze

5 Click Force Failover to Stop to cancel the failover settings.

Failover Settings

*Required @) -

Backup Device: TS34200039
Administrator Password: O T T T P T Y
Access Restrictions for Subfolders: Inherit

Use TeraStations of the same model and storage capacity for the main and backup units. Set the MTU
size to 1,500 bytes for both units.

Maintenance hode Syncing Force Failower to Stop Stop Failower Cloze

6 Shut down this main TeraStation.
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7 Turn the backup TeraStation on.

8 Log in to Settings for the backup TeraStation, then rename the TeraStation’s hostname and configure the IP
address so that it has a new static IP address.

9 power on the main TeraStation. To configure the UPS sync on the backup TeraStation, configure the settings
here. Otherwise, skip to the next step.

To synchronize with the UPS device connected to the main TeraStation, follow the procedure below on the
backup TeraStation.

a. Click Management.

b. Click the settings icon ( ¢ ) to the right of “Power Management”.
c. Click Edit.

d. Select“Sync with UPS connected to another Buffalo NAS device on the same network”and configure the
main TeraStation as a sync source.

e. Click OK.

1 0 The process is complete once you reconfigure failover by referring to the “Configuring Failover” section above.

Stopping Failover

If you want to stop failover while both the main and backup TeraStations are working properly, follow the procedure
below.

Stopping from the Main TeraStation

1 From Settings for the main TeraStation, click Backup.

ll Backup

2 Click the settings icon ( t} ) to the right of “Failover”.

;—r Failover ﬁ Normal(Main Device)
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3 Click Configure Failover.

' Failover Settings
Status: Normal(Main Device)
Backup Device: TS3420D039 Confieure Faillover
Remaining Jobs: 0

IP Settings for File Sharing Periodic Sync Advanced Settings

LAM Port: LAN Port 1
virtual IP Address: 192.168.10.100

Subnet Mask: 255.255.255.0

Edit Cloze

4 Click Stop Failover.
' Failover Settings

*Required @) -

Backup Device: TS34200039
Administrator Password: O T T T P T Y
Access Restrictions for Subfolders: Inherit

Use TeraStations of the same model and storage capacity for the main and backup units. Set the MTU
size to 1,500 bytes for both units.

Maintenance hode Syncing Force Failower to Stop Stop Failower Cloze

5 The process is complete once you close the confirmation window that appears.
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Stopping from the Backup TeraStation

Log in to Settings for the backup TeraStation and click Force Failover to Stop.

Stopping Failover Forcibly

If failover hasn’t been stopped by taking actions from both the main and backup TeraStations, navigate to Backup >
Failover > Configure Failover in Settings for the main TeraStation and click Force Failover to Stop to restart both
TeraStations. After the TeraStations are restarted, make sure that all settings such as IP address and files in the shared
folders are unchanged.

When you forcibly stop failover, attributes of the shared folders on the backup TeraStation will become read-only.
Change the attribute settings to the desired options if necessary.

Backing Up Your Mac with Time Machine

Time Machine is a backup program included with macOS. Configure your TeraStation as shown below to use Time
Machine.

1. Preparing a Shared Folder for Time Machine

1 From Settings, click File Sharing.

[ File sharing

2 Move the AFP switch ( |:- ) to the -: position to enable AFP.
o A =

3 Click the settings icon ( ¢ ) to the right of “Folder Setup”.

o Folder Setup Q- 1 folders

4 Choose a shared folder as your backup destination for Time Machine.
5 Under “LAN Protocol Support’, select the “AFP (Mac)” checkbox on the Basic tab and click OK.

6 The process is complete once you close the confirmation window that appears.

2. Configuring a Shared Folder as a Backup Destination

1 From Settings, click Backup.

ll Backup
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2 Click the settings icon ('a' ) to the right of “Time Machine”.

@ Time Machine i | -n-

3 Click Edit.

4 Click Browse.

Time Machine Settings

*Required |0 - |

Target Folder * :

| Browse |

ok, | | Cancel

5 Select the shared folder and click OK.

Browse Folders

Refresh
' share
0 rep_dst
[ rep_src

Ok | | Cancel

6 Click OK, then click OK again.
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7 The process is complete when you move the Time Machine switch ( C. ) to the -: position to
enable Time Machine.

Ck) Time Machine -:] {:}

3. Configuring Time Machine on macOS
This is an example procedure using macOS 13.0.

1 From the Apple menu, open System Settings.

2 Navigate to General > Time Machine.

| NN General
Q. Search @ Avout
#HAE&H/ v 77O =
Apple ID =] Software Update
E Wi-Fi L) Storage
Bluetooth
@0 AirDrop & Handoff
Metwork
ﬁ Login Items

B Motifications

m Sound
Focus

@

Language & Region

B Screen Time Date & Time
Appearance

Time Machine

Accessibility

@ Control Center
© siri & spotiight
U Privacy & Security

Transfer or Reset

Startup Disk

0O @ e

E Desktop & Dock
ﬂ MNicrlawe
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3 Click Add Backup Disk.

| NN < Time Machine
Q Search Time Machine
Time Machine backs up your computer and keeps local snapshots and
Rt w7 7 O hourly backups for the past 24 hours, daily backups for the past month and
Apple ID weekly backups for all previous menths. The oldest backups and any local
snapshots are deleted as space is needed.
Wi-Fi Add Backup Disk... = ?
Bluetooth
] Network

B Maotifications

m Sound
Focus

8 Screen Time

Appearance
Accessibility

@ Control Center
@ siri & spotiight
u Privacy & Security

& Desktop & Dock
ﬂ Nienlaue
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4 Select the shared folder, then click Set Up Disk.

Set Up Disk...

5 Click Connect.

Connect
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6 Enter a username and password to be used for accessing the shared folder and click Connect.
If access restrictions are not configured on the destination share, log in using the administrator account. The
default username and password for the administrator account are “admin” and “password”. If access restrictions
are configured, log in using an account with write privileges.

Enter your name and password for the server
.{D *TS3420D6FA" so that Time Machine can access it.

Connect As: ' Guest
© Registered User

MName: admin

Password: iiiiiiill

Cancel Connect
B ——

7 Select whether to encrypt the backup data and click Done.
If enabling encryption, enter the password for backup twice.

share
on "TS3420D6FA local”

Encrypt Backup [ @

Your data can't be restored if the password is forgotten.
New Password sssssans

Re-enter Password sssessns

Cancel
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8 The process is complete once Time Machine finishes counting down from 60 seconds. The backup process will

then start.

0@

Q, Search

9 HARH/Cy T 7O
Apple ID

Wi-Fi
Bluetooth

B Maotifications

m Sound
Focus

E Screen Time

Appearance
Accessibility
@ Control Center
@ siri & spotiight

u Privacy & Security

E Desktop & Dock
ﬂ MNicrlaue

< Time Machine

Time Machine

Time Machine backs up your computer and keeps local snapshots and
hourly backups for the past 24 hours, daily backups for the past month and
weekly backups for all previous menths. The oldest backups and any local
snapshots are deleted as space is needed.

share — TS34200D6FA.local
11.90 TB available, Encrypted
Waiting to back up.

Next backup: 57 seconds

Options... ?
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Synchronizing with Amazon S3

The TeraStation supports Amazon S3, a fee-based online storage service provided by Amazon, and other cloud
storage services that share the Amazon S3 API. Follow the procedure below to configure your TeraStation for use
with Amazon S3.

Notes:

« Depending on the services you have purchased, prices for operations and amount of data will vary. To avoid
being charged unexpectedly expensive fees, we recommend staying aware of the price structure for data storage
and operations and regularly checking how much have been charged.

Set the TeraStation’s time settings to the correct time. Using NTP is recommended. To configure NTP settings on
the TeraStation, refer to the “Name, Date, Time, and Language” section in chapter 10.

If using Amazon S3 through a proxy server, click Proxy Settings and select whether to use the configured settings
or configure an identical proxy server. If using the identical proxy server, select “New settings” and enter the proxy
server name, port number, username, and password. Consult your network administrator for detailed proxy
server settings.

« This function doesn’t support Amazon S3 Glacier or S3 Object Lock.

Creating an Amazon S3 Job

Follow the procedure below to create a new job.

1 From the Amazon S3 portal, create your Amazon S3 account and a bucket before proceeding with the
procedure.

2 From Settings, click Cloud Storage.

@ Cloud Storage

3 Click the settings icon ( ¢ ) to the right of “Amazon S3".

Bl Amazon s3 | -a-
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4 ciick Add.

Amazon S3 Job List

Add Delete

Service Bucket Name

Select Al Deselect All

Reconnect Froxy Settings

Folder Status

Filter: x

Error Log

Cloze

5 Select the service name and region name that you have selected when creating the bucket from the drop-
down list. Enter the bucket name, access key ID, and secret access key; select the storage class and the

connection protocol, then click OK.

Amazon 53 Settings

Senvice:

Reqgion Name:
Reqgion:

Bucket Name * :
Access Key ID * :
Secret Access Key * :

Storage Class:

Connection Protocol:

Amazon 53

Asgia Pacific (Tokyo)
ap-northeast-1

i@ Standard i1 RRS

@ HTTP () HTTPS

Ok
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6 Enter a remote folder name to use with Amazon S3 and click OK.

F 1

Create Shared Folder

*Required @)~

Create a shared folder to use for Amazon 532 on this TeraStation.

Folder Name *

Ok Cancel
7 Under “LAN Protocol Support”, select the “Backup” checkbox on the Basic tab.
LAN Protocol Support: SMEB (Windows/Mac) AFP (Mac)

[C]FTP Backup
[]SFTR [] WebAccess
[] NFS

8 ciick ok.

Note
' The backup device access key is blank.

It is recommended that you set an access key for security.
In order for ancther device to use this folder as a replication
destination or backup source or destination, you must enter
the access key under the setup for that function.

Ok

9 Enter the desired characters into the backup device access key field and click OK.

Backup Device Access Key: | ssssssss

1 0 Configure the desired shared folder settings, then click OK.

1 1 The process is complete once you close the confirmation window that appears.

Notes:
If a remote folder created through this process is configured to use NFS, it cannot be mounted from an NFS client.

Files cannot be uploaded to this remote folder using WebAccess.
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If you enter an incorrect bucket name and then cancel editing the Amazon S3 settings, the incorrect bucket name
may still accidentally be registered. If this occurs, start from step 4 above and reconfigure the Amazon S3 settings

correctly.
Do not configure a folder that is created through the procedure above as a replication destination folder.

Uploading Files to Amazon S3

To upload files to Amazon S3 buckets, using a backup job is recommended.

1 From Settings, click Backup.

ll Backup

2 Click the settings icon ( ¢ ) to the right of “Backup”

_T Backup -a- No jobs scheduled.

3 If you had configured a backup device access key for the remote folder that was created through the “Creating
an Amazon S3 Job” section above, click Set. If you hadn't, skip to step 5.

Backup Job List

Backup Device Access Key: T et
Add || Delete Filter: »
Job Scheduled Day Time Operation Mode Status
Salact Al Deselect Al
Close

4 Enter the backup device access key and click OK.

=

Set Backup Device Access Key

Backup Device Access Key: |esssss

Ok Cancel|
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5 Click Add.

-

Backup Job List

Backup Device Access Key: | ##ssss T et
Add || Delete Filter: »
Job Scheduled Day Time Operation Mode Status

Select Al Deselect Al

Cloze

b d

6 Select backup settings such as date and time to run, then select a backup mode for the “Operation Mode”
drop-down list. It is recommended to configure a job to run periodically. Refer to the differences between the
backup modes from the “Backup Modes” section in chapter 5.
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Note: If you create a differential backup job and there are files that only exist in the destination folder, these
files will be deleted when the job runs. Make sure that files are not saved when creating a backup job.

F

Job Settings
~
*Required |i@) -
Job Name * :
Schedule: | Not scheduled g
Date and Time: |Sunday v |0 5 hours 0 v | minutes
Operation Mode: | Full backup w7
Versions: 10
Unlimited
Options: [/ Create a subfolder for backup
Create backup log file
i@ Save backup logs in the backup source folder
() Select the folder to save backup logs
Backup Log Target Folder
[] Encrypted data transfer
[] Compress and transfer
Ignore backup errors and continue backup job on schedule
[7] Do not back up recyde bin
Overwrite unchanged files
[] Inherit subfolders’ access restrictions y
ok Cancel
7 Click Add.
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8 Select the shared folder that files will be saved to as a source, and the remote folder created through the
“Creating an Amazon S3 Job” section above as a destination.

Backup Settings

Refresh 0 -
Backup Source Folder Backup Destination Folder
[ share ' 554100957 @doud
L TMNAS
[ deud
List of Serwvers ak. Cancel

9 Click OK, then click OK again.

1 0 The process is complete once you close the confirmation window that appears. The backup job will be added
to the backup jobs list.

Notes:
To use the service after the network was temporarily disconnected, click Reconnect.

If a file is directly added to the Amazon S3 bucket, the file will not be replicated to the remote folder.

Do not copy 100,000 or more files to the backup source folder at once. If you do and uploading fails, check the
network environment speed and try again with fewer files.

Be careful with existing files in the remote folder, as files with the same name will be overwritten even if copied
files are older.

- If you copy a file to the shared folder using File Explorer or a backup process, the file will also be uploaded
sequentially to the Amazon S3 bucket. This second uploading process will start in the background during the first
copying process and will not be visible. If the TeraStation is shut down or restarted immediately after copying a
file to the shared folder, changing the settings, or disconnecting and reconnecting the Ethernet cable, the file
may not be uploaded to the bucket. Try copying the file again if this occurs.

If you encounter any upload or download errors, click Error Log. The log will display the filename and operation
during which the error occurred.

If uploading fails, try copying the file again. If it still fails, click Reconnect or set the Amazon S3 switch to off and on
again, then restart the function service.

« If accessing or transferring files that total 1 TB or more to the Amazon S3 bucket, make sure there is enough free
space on the TeraStation for temporary file caching. For example, when uploading 1 TB of files to the bucket, it is
recommended to keep at least 2 TB of free space available.
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Synchronizing with Dropbox

The TeraStation supports synchronizing with Dropbox, the online cloud service. Once linked, you can share

TeraStation files via Dropbox (or Dropbox files via TeraStation). Follow the procedure below to configure your

TeraStation for use with Dropbox.

Notes:

+ To use Dropbox Sync, you will need a Dropbox account and an available empty Dropbox folder. If you don't have
a Dropbox account, or if you need to create a new empty Dropbox folder, refer to the Dropbox website.

- If using Dropbox through a proxy server, click Proxy Settings and select whether to use the configured settings or
configure an identical proxy server. If using the identical proxy server, select “New settings” and enter the proxy
server name, port number, username, and password. Consult your network administrator for detailed proxy
server settings.

« This function doesn't support linking with team folders.

Creating a Dropbox Sync Job

Follow the procedure below to create a new job. Up to eight Dropbox jobs can be configured at a time.

1 From Settings, click Cloud Storage.

@ Cloud Storage

2 Move the Dropbox Sync switch ( |:. ) to the -: position to enable Dropbox Sync.
Dropbox Sync [ 1 -ﬂ-

3 Click the settings icon ( ¢ ) to the right of “Dropbox Sync”.

B3 Dropbox Sync [ W -a-
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4 ciick Add.
Dropbox Sync Job List
Add Delete Refresh
Job Mame Encryption Unsynced Fles Log
Select All Crezelact All
Close

Froy Settings

5 Click View Dropbox Authentication Page.

Authentication Code

o-

Iszue the Authentication Code

Click "Wiew Dropbox Authentication Page'. Log in to Dropbox and dick "&llow’. The authentication
code will be issued. Register the issued authentication code within 3 minutes.

Wiew Dropbox Authenfication Page

Enter Authentication Code

Enter the authentication code in the blank field below.

Ok Cancel|

6 The authentication site that is offered by Dropbox will be displayed. Log in to the website with your Dropbox

account, then click Allow.

7 The authentication code will be displayed. Copy the authentication code and return to Settings.
Authentication code reregistration should be finished within three minutes.
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8 Paste the authentication code and click OK.

Authentication Code
Iszue the Authentication Code

Click "Wiew Dropbox Authentication Page'. Log in to Dropbox and dick "&llow’. The authentication
code will be issued. Reqister the sued authentication code within 3 minutes.

View Dropbox Authentication Page

Enter Authentication Code

Enter the authentication code in the blank field below.

Ok Cancel

9 Enter the desired job name; select the TeraStation and Dropbox folders, and configure encryption.
If you enable encryption, you will need to set an encryption password. The password cannot be changed once
you configure it. Take note of the password and keep it secure. If you forget or lose the password, create a new
job using the same Dropbox account, then delete the old job.

F

Job Settings
*Required |iE) -
Job Mame * : job01
Folder on TeraStation * : dropbox Browse
Folder on Dropbox ™ : Dropbox/Dropbox_share Browse
Encryption: () Enable i@ Disable

Ok Cancel

&

1 0 Click OK.The process is complete once you close the confirmation window that appears.

Notes:

When encryption is enabled, files uploaded to Dropbox not using Dropbox Sync will not be downloaded to the
TeraStation even if the sync direction is configured to “Bidirectional” or “Download only”.

Refer to the following website for synchronization restrictions between the TeraStation and Dropbox: https://
www.dropbox.com/help/145

Folders that are configured for Dropbox Sync cannot be renamed or used for replication.
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« Files that are 900 MB or larger cannot be downloaded using Dropbox Sync. However, even if the file size is smaller
than 900 MB, downloading may fail when multiple processes are running at the same time.

Changing Job Settings

Follow the procedure below to change any job settings you have already configured.

1 From Settings, click Cloud Storage.

@, Cloud Storage

2 Click the settings icon ( ¢ ) to the right of “Dropbox Sync”.

B3 Dropbox Sync [ W -a-

3 From the job list, click the job whose settings you want to change.

Dropbox Sync Job List

Add Dalete Refresh
Job Mame Encryption Unsynced Fles Log
71 jobo1 - 0 View Log
€ >
Select Al Crezelact All
Procoy Settings Cloze

143



| Chapter 6 Cloud Services and Remote Access

4 Click the Options tab.

Job Settings

Basic Information | Options

Job Name: job01

Folder on TeraStation: dropbox

Folder on Dropbox: Dropbox/Dropbox_share

Encryption: Disabled

Unsynced Fles: 0

Profile: admin

Email Address: dummy@example.com

Used Capacdity on Dropbox: 0.0 GB

Total Capadty on Dropbox: 2.0 GB

Cloza

5 click edit.
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6 Configure the desired settings and click OK.

Job Settings

Sync Period: 5 | minutes
Sync Direction: Bidirectional o
Upload Size Limit: ) Limit size @ Allow full sze
Filtered Extensions: Extensions
Add e lete
Fiter Hidden Fles: ) Enable i@ Disable
Ok Cancel

7 The process is complete once you close the confirmation window that appears.

Notes:

« When specific settings are changed, the changes will not be applied and the files on Dropbox may not be
synchronized to the TeraStation. In such a case, delete the target files to be synchronized and upload them to
Dropbox again or delete the job and recreate it again. The following are the specific circumstances for when files
may not be synchronized:

© Uploading or downloading fails.
© File extensions are removed from filtering.

© The sync direction is changed.
- “Hidden files” from the “Filter Hidden Files” option refer to files whose filename starts with a period.

- Regardless of whether file filtering was configured, the following files will not be uploaded to Dropbox:
o desktop.ini
thumbs.db

Files whose filename contains the symbols /\ > <:"|?*

o

o

o

Files whose filename ends with either a space or period

o

Files whose filename starts with either ~$ or .~

o

Files whose filename starts with ~ and have the file extension .tmp
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Creating a Shared Link (Windows Only)

Buffalo offers a Windows application, “B-Sync’, that can create shared links for the files stored in the TeraStation
folders. You can download the application from the Buffalo website. Refer to the application help for the usage
procedure.

Using Microsoft Azure for Data Preservation

The TeraStation supports synchronizing with Microsoft Azure, the online cloud storage service. Once linked, you can

back up data on the TeraStation to Azure Storage, or restore data from Azure Storage to the TeraStation.

Microsoft Azure offers multiple types of storage and the TeraStation is compatible with blob storage. There are three
types of blobs: block blobs, page blobs, and append blobs. The TeraStation only works with block blobs to store your

data.
This feature is meant for situations such as disaster recovery and not a catch-all backup function. After linking the
TeraStation and Microsoft Azure, data on the TeraStation will not be bidirectionally synchronized between the
TeraStation and an Azure container.

Notes:

Depending on the services you have purchased, prices for operations and amount of data will vary. To avoid

being charged unexpectedly expensive fees, we recommend staying aware of the price structure for data storage

and operations and regularly checking how much have been charged.
To access data that have been backed up to the container, use “Microsoft Azure Storage Explorer”.

If using Azure Storage through a proxy server, click Proxy Settings and select whether to use the configured

settings or configure an identical proxy server. If using the identical proxy server, select “New settings” and enter
the proxy server name, port number, username, and password. Consult your network administrator for detailed

proxy server settings.

Creating an Azure Storage Sync Backup Job

Follow the procedure below to create a new backup job.

1 From the Azure portal, create your Azure Storage account and a container before proceeding with the
procedure.

2 From Settings, click Cloud Storage.

@ Cloud Storage

3 Move the Microsoft Azure Storage Sync switch ( |:.) to the -: position to enable Microsoft

Azure Storage Sync.

Microsoft Azure Storage Sync [ W -Q-

4 Click the settings icon ( ﬁ ) to the right of “Microsoft Azure Storage Sync”.

Microsoft Azure Storage Sync [ R
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5 click Add.

Microsoft Azure Storage Sync Job List

| Add | Delete

Job Mame Action Unsynced Fles

| Select Al || Deselect Al |

Status

Log

| M |

| Refresh |

| Froy Settings |

Close

6 The job setup wizard will open. Enter your Azure Storage account name and access key, then click Next.

Job Setup Wizard for Azure Storage Sync - Step 1 of 9

Link Azure Storage Account

Enter a storage account for Azure Storage.

Storage Account Name

Access Key

et

Cancel
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7 Enter the desired job name and click Next.

Job Setup Wizard for Azure Storage Sync - Step 2 of 9

Enter a Job Name

Enter 2 job name to create.

Job Mame

BEack, | | [R[F%s | | Can cel
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8 Select“Backup”and click Next.

Job Setup Wizard for Azure Storage Sync - Step 3 of 9

Select Sync Action

Select the sync action for your files.

i@ Backup (TeraStation to Azure Storage)

Back up files from the backup source folder to a container.

The first time the backup job runs, & wil act a5 a full backup. Fles added to the source are kept in the
container in subsequent backups. You can select the action for files deleted from the source on the
folowing page.

() Restore (Azure Storage to TeraStation)

Restore files from a container to a shared folder on the TeraStation.

BEack, [R[F%s Can cel
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9 Select the desired shared folder on the TeraStation as the backup source folder and enter the container name
for the backup destination, then click Next.

F ]

Job Setup Wizard for Azure Storage Sync - Step 4 of 9

Configure Job Pairs

Select the shared folder that contains desired files for backup as the backup source and enter a container
name.

Backup Source Folder

share v

Container Mame
nasfiwl

Back et Cancel
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1 0 Specify the sync period and click Next.

Job Setup Wizard for Azure Storage Sync - Step 5 of 9

Configure Sync Period

Select the interval of ime between each backup.

Backup Interval

5 |"r | minutes

BEack, | | [R[F%s | | Can cel
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1 1 Select the desired action to take for files in the container that share the same name as files in the backup
source after they are deleted, then click Next.

Job Setup Wizard for Azure Storage Sync - Step 6 of 9

Configure File Sync Action

Select the action to take for files in the backup destination container after deleting files with the same name
from the backup source folder.

i@ Delete from container

Delete the files from the backup destination container.

(7) Keep in container

Keep the files as is in the backup destination container.

Back et Cancel
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1 2 Configure whether to filter the backup target files. The following screen is available to configure file filtering by

file size and whether they're hidden.“Hidden files” refer to files whose filename starts with a period. Configure
the desired filtering settings and click Next.

Job Setup Wizard for Azure Storage Sync - Step 7 of 9

Configure File Filters 1

Configure the requirements for filtering files. If any files in the backup source folder meet any of the following
requirements, those files will not be backed up.

Maximum Backup Fle Size

() Limit; size i@ Allow full sze
Size Limit 1 ME

Filcer Hidden Files

{7y Enable i@ Disable

Back et Cancel
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1 3 The following screen is available to configure file filtering by extensions. Configure the desired filtering
settings and click Next.

Job Setup Wizard for Azure Storage Sync - Step 8 of 9

Configure File Filters 2

Configure the requirements for filtering files. If any files in the backup source folder meet any of the following
requirements, those files wil not be backed up.

Fitter by Extensions

{7y Enable i@ Disable

Back et Cancel

1 4 Confirm that all settings are properly configured and click OK.

1 5 The process is complete once you close the confirmation window that appears.

Notes:
« Regardless of whether file filtering was configured, the following files will not be backed up to an Azure Storage
container:
o desktop.ini
© thumbs.db
° Files whose filename contains the symbols /\ > <:"|? *
° Files whose filename ends with either a space or period
© Files whose filename starts with either ~$ or .~

° Files whose filename starts with ~ and have the file extension .tmp
« Do not copy files that are 10 GB or larger, and do not copy 100,000 or more files to the backup source folder at
once. If you do and backup fails, check the network environment speed and try again with fewer or smaller files.

Creating an Azure Storage Sync Restore Job

Follow the procedure below to create a new restore job.

1 From the Azure portal, create your Azure Storage account and a container before beginning the following
procedure.
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2 From Settings, click Cloud Storage.

fp} Cloud Storage

3 Move the Microsoft Azure Storage Sync switch ( C. ) to the -: position to enable Microsoft

Azure Storage Sync.

I Microsoft Azure Storage Sync [ W -a-

4 Click the settings icon ( Q ) to the right of “Microsoft Azure Storage Sync”.

I Microsoft Azure Storage Sync [ R

5 Click Add.

-

Microsoft Azure Storage Sync Job List

Add Crele te Refresh

Job Name Action Unsynced Files Status Log

Select Al Deselect Al

Froy Settings Close
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6 The job setup wizard will open. Enter your Azure Storage account name and access key, then click Next.

Job Setup Wizard for Azure Storage Sync - Step 1 of 9

Link Azure Storage Account

Enter a storage account for Azure Storage.

Storage Account Name

Access Key

[R[F%s | | Can cel
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7 Enter the desired job name and click Next.

Job Setup Wizard for Azure Storage Sync - Step 2 of 9

Enter a Job Name

Enter 2 job name to create.

Job Mame

BEack, | | [R[F%s | | Can cel
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8 Select “Restore” and click Next.

Job Setup Wizard for Azure Storage Sync - Step 3 of 9

Select Sync Action

Select the sync action for your files.

() Backup (TeraStation to Azure Storage)

Back up files from the backup source folder to a container.

The first time the backup job runs, & wil act a5 a full backup. Fles added to the source are kept in the
container in subsequent backups. You can select the action for files deleted from the source on the
folowing page.

@ Restore (Azure Storage to TeraStation)

Restore files from a container to a shared folder on the TeraStation.

BEack, [R[F%s Can cel
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9 Enter the container name for the restore source and select the desired shared folder on the TeraStation as the
restore destination, then click Next.

Job Setup Wizard for Azure Storage Sync - Step 4 of 5

Configure Job Pairs

Enter a container name for the restore source and select a shared folder as the restore destination for
restored files.

Container Mame

nasfwl

Restore Destination Folder

share v Create Foldar

Folder Level for Restored Files
i@ First level

Files will be restored to the first level of the restored destination folder.

™ Second level

A folder will automatically be created in the restored destination folder and files will be restored to this
folder. This folder name will be the date on which the job was created.

Back et Cancel

k '}

1 0 Select either to restore data into the first level folder (root folder) or the second level (subfolder) of the restore
destination folder, then click Next.

1 1 Confirm that all settings are properly configured and click OK.

1 2 The process is complete once you close the confirmation window that appears.

Note: When deleting a finished restore job, it can be converted to a backup job. If that restore job had been
configured to restore to the second level of the shared folder, restored data will automatically be moved to the first
level. If there are files with the same filename in the first level folder, those files will be overwritten.

Changing Job Settings

Follow the procedure below to change any of the backup job settings you have already configured. Restore job
settings cannot be changed.

1 From Settings, click Cloud Storage.

@ Cloud Storage
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2 Click the settings icon ( ¢ ) to the right of “Microsoft Azure Storage Sync”.

Microsoft Azure Storage Sync

3 From the job list, click the job whose settings you want to change.

-

Microsoft Azure Storage Sync Job List

Add Dele te
Job Mame Action
[l joboi Backup

Salect Al Deselect Al

Procoy Settings

| o

Unsynced Fles
2

160
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Synchronizing {0...

Log

View Log

Q-

Cloze
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4 Click the Options tab.
Job Settings

Basic Options

Storage Account Name: admin

Job MName: job01

Sync Action: Backup

Files Deleted in Backup Source: Delete from container

Backup Source Folder: share

Container Mame: nasfwl

Close
5 click £dit.
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6 Configure the desired settings and click OK.

Job Settings

y
Backup Interval: 5 | minutes
Maximum Backup Fle Sze: ) Limit size @ Allow full sze
Fiter Hidden Files: =) Enable i@ Disable
Filter by Extensions: (™) Enable i@ Disable
Filtered Extensions:
Extensions
W
()4 Cancel

7 The process is complete once you close the confirmation window that appears.

Synchronizing with Microsoft OneDrive

The TeraStation supports synchronizing with Microsoft OneDrive, the online cloud storage service. Once linked, you
can share the TeraStation files via OneDrive (or OneDrive files via the TeraStation). Follow the procedure below to
configure your TeraStation for use with Microsoft OneDrive.

Notes:

« To use Microsoft OneDrive Sync, you need a Microsoft account and an available empty OneDrive folder. If you
don't have a Microsoft account, or if you need to create a OneDrive folder, refer to the Microsoft website.

« If using OneDrive through a proxy server, click Proxy Settings and select whether to use the configured settings or
configure an identical proxy server. If using the identical proxy server, select “New settings” and enter the proxy
server name, port number, username, and password. Consult your network administrator for detailed proxy
server settings.

Creating a OneDrive Sync Job

Follow the procedure below to create a new job.

1 From the Microsoft portal, create your Microsoft account before proceeding with the procedure.
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2 From Settings, click Cloud Storage.

fp} Cloud Storage

3 Move the OneDrive Sync switch ( C. ) to the -: position to enable OneDrive Sync.
| o

Microsoft OneDrive Sync

4 Click the settings icon ( Q ) to the right of “Microsoft OneDrive Sync”

Microsoft OneDrive Sync [ Il -a-
5 click Ada.

r

Microsoft OneDrive Sync Job List

Add Dalete Rezet Refresh

Job Mame Encryption Action Unsynced Fles Status Log

Select Al Crezelact All

Procoy Settings Clommaon Cloze

%

6 The sign-in window will open. Enter the username and password of your Microsoft account, then sign in.
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7 Enter the desired job name and click Next.

F ]

Job Setup Wizard for OneDrive Sync - Step 1 of 10

Enter a Job Name

Enter 2 job name to create.

job01 (7]

[R[F%s Can cel

k '}

8 Select the sync action and behavior for when files with the same name are already in the target folder, then
click Next.

There are three types of sync actions; bidirectional, uploading, and downloading. If bidirectional is selected as
the sync action, files on both OneDrive and the TeraStation will be updated. If uploading is selected as the sync
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action, only files on OneDrive will be updated. If downloading is selected as the sync action, only files on the

TeraStation will be updated.
The behavior for when files with the same name already exist will occur when the files that have the same
name on both the TeraStation and OneDrive are changed.

-

Job Setup Wizrard for OneDrive Sync - Step 2 of 10

Select Sync Action
Select the sync action for your files.

Upload b

Bk R EE Cancel
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9 Select the desired TeraStation and OneDrive folders. If you want to create an empty folder first, click Browse
under “Folder on TeraStation’, then click Create Folder on the selecting folder window that appears. Click Next
after selecting the folders.

Job Setup Wizard for OneDrive Sync - Step 3 of 10

Configure Job Pairs

Select the folders on OneDlrive and the TeraStation that files will be synced each other

Folder on TeraStation onedrive Erowse
Folder on OneDrive Onelrive/Drivel/doc-test Browse
Back e st Cancel
Notes:

+ We do not recommend having the “TMNAS” folder or the specified quarantine folder to sync to OneDrive.

« The sixth level and deeper of shared and OneDrive folders cannot be selected.
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1 0 Specify the sync period and click Next.

Job Setup Wizard for OneDrive Sync - Step 4 of 10

Configure Sync Period

Select the interval of fime between each synchronization.

BEack, | | [R[F%s | | Can cel
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1 1 Files will be uploaded during the start and end time of the period configured in step 9 above. If you want
to always upload files during the configured sync period, select “Always sync within the sync period” for
“Frequency”. Click Next after configuring.

Job Setup Wizard for OneDrive Sync - Step 5 of 10

Configure Schedule

Configure a schedule for a job. If you select "Daily" for frequency, spedfy the start and end time. If you select
"Weekly" for frequency, spedfy the day of the week and times.

Frequency
Aharays sync within the sync period b

Back et Cancel
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1 2 Select whether to encrypt the files using a password. When encryption is enabled, uploaded files will be
archived in zip format and encrypted using the entered encryption password. Click Next after selections are
finished.

Job Setup Wizard for OneDrive Sync - Step 6 of 10

Configure Encryption

Enable encryption for the files when uploading to OneDrive.

71 Enable i@ Disable

Back ] [ et ] ’ Cancel

Note: If the password contains spaces or backslashes (\), decrypting a file on a computer may fail.
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1 3 Configure file options. Select whether to check for file consistencies and delete older files with the same name
from OneDrive. Click Next after selections are finished.

Job Setup Wizard for OneDrive Sync - Step 7 of 10

Configure File Options

Consitency Check

Enable a consistency check. Ales will be compared to 2 hash value between files on the source and

destination folders for uploading/downloading. If there are any inconsistendies between files, the system will
try syncdng again.

(™) Enable i@ Disable

Uploaded Files

Configure settings to delete old versions of files with the same name that have been uploaded onto OneDrive
before an upload job starts to conserve space usage.

(71 Delete old version i@ Keep old version

Back et Cancel
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1 4 Configure whether to filter the target files. The following screen is available to configure file filtering by file
sizes and whether they're hidden. The file size filtering will work only for the upload process. The available

maximum size is up to 15,360 MB (15 GB). “Hidden files” refer to files whose filename starts with a period. Click
Next after selections are finished.

Job Setup Wizard for OneDrive Sync - Step 8 of 10

Configure File Filters 1

Configure the requirements for filtering files. If any files in the folder on either the TeraStation or Onelrive
meet any of the following requirements, those files will not be synced.
Filter by File Size

) Enable i@ Disable
laximum Size 1 MEB
Filcer Hidden Files

(71 Enable i@ Disable

Btk et Cancel
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1 5 The following screen is available to configure file filtering by extensions. Configure the desired filtering

settings and click Next.

Job Setup Wizard for OneDrive Sync - Step 9 of 10

Configure File Filters 2

Configure the requirements for filkering files. If any files in the folder on either the TeraStation or Onelrive
meet any of the following requirements, those files will not be synced.

Fitter by Extensions

{7y Enable i@ Disable

Back et Cancel

1 6 Confirm that all settings are properly configured and click OK.

1 7 The process is complete once you close the confirmation window that appears.

Notes:

Files whose filename contains the symbols " # % & * /: > < 7\ } { ~ may fail to be synchronized. This symbol
limitation is based on “Normalization Form Canonical Composition (NFC)” If synchronization fails, check whether
these symbols are not included in the filename.

If you copy files that contain these symbols to a TeraStation folder from macOS, the filenames may be converted
to different ones that don't contain these symbols.

Depending on your network environment, you may fail to download larger files. To prevent this issue, divide a
larger file into smaller files or compress the files to a smaller size before uploading them to OneDrive.

When files are uploaded from the TeraStation folder using OneDrive Sync and then downloaded onto a computer
from OneDrive, time stamps for files may be changed to the download date.

If there are nine or more jobs created, the TeraStation will re-arrange the number of concurrently-running jobs to
reduce the load when synchronizing files.

Do not copy 100,000 or more files to the TeraStation folder at once. If you do and synchronization fails, try again
with fewer files.

4 or more jobs will make the TeraStation unstable. Especially if you antivirus is enabled, it will use much more
system resources than other functions. In such a case, it is recommended to configure only one job.

If a file's size is zero bytes, a sync error occurs and the file will not be synchronized. The 164 message will appear
as a notification.
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If unexpected behaviors occur during file sync, such as some files not being synced, click Reset on the job list
window. This will resync all files on the TeraStation and/or OneDrive the next time the sync process runs. The
existing files will be overwritten, and files that will be resynced will vary depending on the sync action settings.
To start resyncing immediately after clicking Reset, change the frequency settings to “Always sync within the sync
period” by referring the “Changing Job Settings” section below.

Changing Job Settings

Follow the procedure below to change any job settings you have already configured.

1 From Settings, click Cloud Storage.

@ Cloud Storage

2 Click the settings icon ( t} ) to the right of “Microsoft OneDrive Sync”

| o

EE Microsoft OneDrive Sync

3 From the job list, click the job whose settings you want to change.

F

Microsoft OneDrive Sync Job List

Add Crele te Reszet Refresh
Job Name Encryption Action Unsynced Files Status Log
[l jobo1 = Upload 0 Inactive View Log
Select Al Crezelact All
Close

Frosy Settings Common
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4 Click the Options tab.

Job Settings

|' Basic || Options |
Job Mame: jobo1
Folder on Terastation: onedrive
Folder on QneDrive: OneDrive/Drivel/doc-test
Used Capadity on OneDrive: 2.6 GB
Total Capadty on OneDrive: 5.0 GB
Account Name: admin

Update Token Clase

5 click Edit.

174



| Chapter 6 Cloud Services and Remote Access

6 Configure the desired settings and click OK.

Job Settings
Sync Settings Filter Settings
Sync Action: Upload w7
Files with Same Names Keep files on the TeraStation
Sync Period: 5 v | minutes
Frequency: Ablways sync within the sync period hd
Start Time
End Time
Day of Weel

Consistency Check: ) Enable @ Disable

Uploaded Files: ) Delete old version @ Keep old version

Ok Cancel

7 The process is complete once you close the confirmation window that appears.

Corrective Actions for in Case of Error

Error Appears in the “Status” Field of Job List

If a token error is displayed on the “Status” field of the OneDrive Sync job list, follow the procedure below to refresh
the token.

1 From Settings, click Cloud Storage.

@ Cloud Storage

2 Click the settings icon ( ¢ ) to the right of “Microsoft OneDrive Sync”

EJ  Microsoft OneDrive Sync [ I -Q-
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3 From the job list, click the job whose the token error occurs.

Microsoft OneDrive Sync Job List

| M |

| Add | Delete | Feset | | Refesh |
Job Mame Encryption Action Unsynced Fles Status Log
job01 - Upload 1] Token error View Log

| Select Al || Deselect Al |

| Froy Settings | | Commaon | Close
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4 Click Update Token at the bottom-left of the window.

-

Job Settings

Basic Options

Job Mame: jobo1

Folder on Terastation: onedrive

Folder on QneDrive: OneDrive/Drivel/doc-test

Used Capadity on OneDrive: 2.6 GB

Total Capadity on OneDrive: 5.0 GB

Account Name: admin

v

Update Token Clase

5 Click Reset after the token update process finishes.

6 The process is complete once you close the confirmation window that appears.

Error Appears While Creating a Job or Error Code Appears on the Error Log

You may encounter error messages that contain the following error codes when creating OneDrive Sync jobs;
the error log may contain the following error codes as well. If you encounter one of the following error codes,
refer to the table below and try the respective corrective action. If the error code is not listed on the table, refer
to the Microsoft website instead: https://docs.microsoft.com/en-us/onedrive/developer/rest-api/concepts/
errors?view=odsp-graph-online.

Code Description Corrective Action
. Access denied for the requested To link with OneDrive, please consent to the

access_denied . . .

information. request from OneDrive.

The authentication server Please wait for about 10 minutes and try
server_error .

encountered a temporary error. again.

. ) The authentication server is too Please wait for about 10 minutes and try

temporarily_unavailable .

busy. again.

The authentication server is too Please wait for about 10 minutes and try
authcode_notfound )

busy. again.
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Code Description Corrective Action

L. The authentication server will recover within
The authentication server

auth_server_error UTC 12:00 midnight-8:45 a.m. (Mon-Fri).
encountered a temporary error. . o
Please wait until it recovers.

Maintenance will finish within UTC 12:00
midnight-8:45 a.m. (Mon-Fri). Please wait
until maintenance finishes.

auth_server_ The authentication server is
maintenance currently undergoing maintenance.

Check that the same Microsoft account

is used on another Buffalo NAS device

or Microsoft software. This error may be
resolved by reducing the maximum number
of threads per job on the window that
appears by navigating to the job list and then
clicking Common.

There are too many requests so

activitylLimitReached data could not be synchronized.

Remove the zero-byte file and try again. If

L A zero-byte file was going to be the 164 message persists on the Dashboard
invalidRequest . . . . .
synchronized but failed. in Settings, click the “Clear” button to delete
the message.
Could not register the Check that the network or proxy server
network_error . .
authentication code. settings are correct.

Please wait for about 10 minutes and try

Unexpected error Unknown error. .
again.

WebAccess

WebAccess is a software utility for accessing the files in the shared folder of your TeraStation from your computer
or mobile devices through the Internet. Be careful when configuring WebAccess. Certain settings can make the
files in the shared folder available to anyone on the Internet, without any access restrictions.

Note: WebAccess supports downloading up to 60,000 files at a time. Attempting to download 60,000 or more files at
a time may result in unexpected behavior.

Configuring WebAccess

1 From Settings, click File Sharing.

I File sharing

2 Click the settings icon ( ﬁ ) to the right of “WebAccess".

WebAccess | ﬁ

3 Click Edit.
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4 Configure the desired settings, then click OK.
' WebAccess Settings

*Required |i§) -
HTTPS/SSL Encryption: ) Enable @ Disable

Access viz BuffaloNAS.com @ Enable

Server:
BuffaloNAS.com Name * :
BuffaloMAS.com Key * :
Generate Random Key
o Disable
UPnP: &) Enable () Disable

NAS Internal Port * : | 9000

Exdusive Session: ) Enable @ Disable
Session Timeout * 1| 30 minutes  [] Unlimited
LAM Cnly Ok Cancel

« To use SSL encryption for more secure data transfers, enable “HTTPS/SSL Encryption”.

« You may use the BuffaloNAS.com server as a DNS server, or disable it to use a different DNS server.

« Choose a“BuffaloNAS.com Name” and “BuffaloNAS.com Key” for your WebAccess account. Names and keys
may contain between 3 and 20 alphanumeric characters, underscores (_), and hyphens (-).

- If“Exclusive Session”is enabled, multiple users cannot be logged in to WebAccess at the same time. Only the
last login will be active.

« Enter a time in minutes (1 to 120, or “Unlimited”) before inactive users are logged out of WebAccess.

5 Move the WebAccess switch ( |:. ) to the -: position to enable WebAccess.
WebAccess [ IR ﬁ

6 Click the settings icon ( ¢ ) to the right of “Folder Setup”.

o Folder Setup -Q- 1 folders
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7 Click Create Folder.
For best results, create a new dedicated share for WebAccess to prevent opening files accidentally.

Shared Folder List

~

O-

Create Folder Crelete Folder Empty Recycle Bin Filter: »

Mame Drive/Array Recyde Bin SMB = AFP Backup Webfccess Maore Details

info - — — — — >
[ share Array 1 - = s
< >

Selact Al Dezelect All v

Advanced Settings for Subfolders Cloze

8 Under “LAN Protocol Support’, select the “WebAccess” checkbox on the Basic tab.

LAN Protocol Support: SMB (Windows/Mac) AFP (Mac)
[]FTP [] Backup
[C] SFTR Webdccess 1
7] NFS
MF5 Path

9 Click the Option 2 tab.

1 0 Select the desired WebAccess security level for “WebAccess Permissions”. For more detailed information about
each WebAccess security level, refer to the note below.

Webhccess

WebAccess Permissions: | Allow anonymous Ed

Access Restrictions for Subfolders Allow anonymous

Configure access restrictions for subfolders of
To use this fundtion, select the "SME {Window
"AFP (Mac)”, "FTP", or "SFTP” protocoks are |
If using acoess restrictions with Adtive Directo
"Updated™ on the SMB settings page.

wia SMEB connedtiions.
Allow all groups and users e erablod  ether

Use inherited folder permissions

" option shows

1 1 Configure other settings such as a folder name and click OK.
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1 2 The process is complete once you close the confirmation window that appears.

Note: Whether a user or group can access a folder through WebAccess depends on a combination of WebAccess
settings and the shared folder’s settings.

Allow anonymous: Anyone can access (view) shared folders. (Access restrictions configured for shared folders will
not work.)

Allow all groups and users: All groups and users registered on the Buffalo NAS device can use WebAccess. (Access
restrictions configured for shared folders will not work.)

Use inherited folder permissions: Users and groups have the same access permissions with WebAccess that they
do locally. If access restrictions are not set for the shared folder, then this option will not be shown.

) Access restrictions for the logged-in users
Not logged in -
No access Read-only Read and write

Allow anonymous R R/W R/W R/W
All I

WebAccess owallgroupsand | R/W R/W R/W

- users

permissions e ted fold
Uselr.1 ?rlte older ) ) R R/W
permissions

R/W: Read and write, R: Read-only, -: No access

Accessing via WebAccess

There are many ways to access WebAccess folders depending on your device:

For iOS or iPadOS Devices
To access from an iOS or iPadOS device, install the “WebAccess i” app for an iOS device or the “WebAccess i HD" app
for an iPadOS device from the App Store. Refer to the help guide for the app for more detailed information.

For Android Devices
To access from an Android device, install the “WebAccess A" app from Google Play. Refer to the help guide for the
app for more detailed information.

For Computers

Use a web browser on a computer; supported browsers include Microsoft Edge, Firefox, Google Chrome, Internet
Explorer 9 or later, Safari 9 or later. Refer to the help guide at the BuffaloNAS.com website after connecting with your
BuffaloNAS.com name for more detailed information.

Unable to Create a BuffaloNAS.com Name

If UPnP is disabled on your router, creating the BuffaloNAS.com name may fail. If this occurs, try the following
procedure.

1 From Settings, click File Sharing.

[ File sharing

2 Click the settings icon ( ﬁ ) to the right of “WebAccess".

WebAccess

Cm o

3 Click Edit.
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4 Enable “Access via BuffaloNAS.com Server”and the desired BuffaloNAS.com name and key.

WebAccess Settings

*Required |i§) -
HTTPS/SSL Encryption: ) Enable @ Disable

Access viz BuffaloNAS.com @ Enable

Server:
BuffaloNAS.com Name * :
BuffaloMAS.com Key * :
Generate Random Key
o Disable
UPnP: &) Enable () Disable

NAS Internal Port * : | 9000

Exdusive Session: ) Enable @ Disable
Session Timeout * 1| 30 minutes  [] Unlimited

LAM Cnly Ok Cancel

5 Disable “UPnP” and enter a router’s port number into the “External Port” field, then click OK.

6 Move the WebAccess switch ( |:. ) to the -: position to enable WebAccess.
WebAccess [ IR -ﬂ-

7 After configuring the required settings on the Buffalo NAS device is finished, next configure the router using
the port number set at step 5 above.

FTP

By default, the TeraStation’s shares are only accessible by users connected to the same network or router as the
TeraStation. The optional FTP server allows users outside the local network to access the TeraStation.

Note: FTP is intended for users who already have FTP client software and have experience with it.

Enabling FTP

Follow the procedure below to enable FTP service to allow access via FTP connections.

1 From Settings, click File Sharing.

I File sharing
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2 Move the FTP switch ( C. ) to the -: position to enable FTP.
g FP )

3 Click the settings icon ( t} ) to the right of “Folder Setup”.

o Folder Setup

4 Choose a folder to enable remote FTP access on.

Shared Folder List

Cregte Folder Delate Foldar Empty Recyzle Bin

Mame Drive/Array Recyde Bin SMB

nfo

1 share Array 1

L 4

Selact Al Dezelect All

Advanced Settings for Subfolders

ﬁ 1 folders

Filter:

AFP Backup Webfccess

~

O-
X

Mare Details

*

2

Cloze

5 Under “LAN Protocol Support’, select the “FTP” checkbox on the Basic tab; select read-only or read and write for

the shared folder’s attribute on the Option 2 tab and click OK.

LAN Protocol Support: SMB (Windows/Mac) AFP (Mac)
FTP [] Backup
[C]SFTR [ WebdAccess
7] NFS
MNF3 Path

6 The process is complete once you close the confirmation window that appears.
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Accessing the TeraStation with an FTP Client

Accessing as an Registered User
To access the TeraStation via FTP, configure your FTP client software with the following settings:
« Hostname: IP address of the TeraStation
Username: the TeraStation’s username
Password: the TeraStation’s password
+ Port: 21

Accessing as an Anonymous User
To allow anonymous access to your FTP share, disable access restrictions. Configure your FTP client software with
the following settings for anonymous FTP access:
« Hostname: IP address of the TeraStation
Username: “Anonymous”
Password: any character string
+ Port: 21

Notes:
« If the TeraStation joins a domain, domain and anonymous users cannot remote access via FTP. Domain users will
be able to access remotely using SFTP.
« Shared folders connected by FTP are available from the “/mnt”folder. The examples of default locations are:
/mnt/array1/share
/mnt/disk1/share
/mnt/usbdisk1
- If afile was created or copied using AFP, you may be unable to delete it using an FTP connection. If this occurs,
use an SMB or AFP connection instead to delete the file.

« For FTP connections, make sure that the total filename length including the folder path is 250 single-byte
characters or fewer.
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Two-Factor Authentication

Two-factor authentication is a security feature that strengthens login security by requiring a verification code in
addition to username and password to log in to Settings. Two-factor authentication can better protect both your
login credentials and data on the TeraStation.

Enabling Two-Factor Authentication

Notes:
« To enable two-factor authentication, enable email notification first. Refer to the “Email Notification” section in
chapter 10 for the detailed procedure.

« Two-factor authentication requires an authenticator app to be installed onto your mobile device. The following
authenticator apps are supported:
© Google Authenticator
© Microsoft Authenticator
© Duo Mobile
o Twilio Authy

1 From Settings, click File Sharing.

I File sharing

2 Click the settings icon ( ﬁ ) to the right of “Users”.

2 Users -ﬂ- 2 local users
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3 Select the logged-in user for whom two-factor authentication will be enabled.

User List

Local Users
Create Uszer Impiort C5 Y File Celete User Filter: »
Username Description Quota Alert Capadty Quota Capadty Group Access Rex
admin System default admin user Disabled Disabled i(»
guest System default guest user Disabled Disabled 1(p
< >
Page 1 of 1 1-2cf2 Items per page: 20

Select Al on Thiz Page Select All Including Another Page Deszelect Al

Cloze

4 Click Two-Factor Authentication.

User Settings : admin

Uzername : Group
admin admin
Uszer ID :
707

Emall Address :

Description :
System default admin user
Two-Factor Authentication :
Disabled

Primary Group :

admin

Two—Factor Authentication Edit Closze

186



| Chapter 7 Security Enhancement

5 Click Next.

Two-Factor Authentication Setup Wizard - Step 1 of 5

Getting Started

Enabling two-factor authentication wil reguire you to enter a verification code in addition to your password when you log

in to Settings, improving security. To use this feature, you will need a2 mobile device to run an authenticator app, and have
email notifications enabled on this TeraStation.

et Cancel

187



| Chapter 7 Security Enhancement

6 Enter an email address as an alternative method to receive the verification code and click Next.

Click Send Test Email to have a test email sent to the entered address to confirm that the address is correct.

Two-Factor Authentication Setup Wizard - Step 2 of 5

Configure Email Address for Verification Code

Set the email address to which the verification code will be sent if authentication fails through the app. After entering the
emall address, dick 'Send Test Emall to confirm that the entered email address is correct.

Emall Address

dummy@example.com Send Test Email

Eack et Cancel

Note: The entered email address will be assigned to a user. If another email address had already been assigned
to the user, it will be changed to the entered email address instead. The email address can be changed from
the user settings page.

7 Open the installed authenticator app on your mobile device.
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8 Use the authenticator app to scan the QR code displayed in Settings. Alternatively, enter the setup key into the
app. Click Next after the app establishes the connection with the TeraStation.

Two-Factor Authentication Setup Wizard - Step 3 of 5

Configure Authenticator App

Install an authenticator app on your mobile device first. Scan the QR code using the app or enter the setup key into the
app.

Setup Key: [ | I e

Eack et Cancel
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9 Enter the 6-digit verification code displayed on the authenticator app and click Next.

Two-Factor Authentication Setup Wizard - Step 4 of 5

Confirm Settings

Enter the 6-digit verification code displayed on the authenticataor app.
Verification Code

123456

Eack et Cancel

1 0 The process is complete once you close the wizard window that appears.

Two-factor authentication will become active after logging out from Settings. A verification code will be required
the next time you log in to Settings using the same username.

Note: If authentication fails even if the verification code is valid, make sure the time settings on both the TeraStation
and the mobile device are the same.

Restricting Logins for Non-Admin Users

You can restrict users who do not have administrator privileges from being able to log in Settings.

1 From Settings, click File Sharing.

I File sharing

2 Click the settings icon ( t} ) to the right of “Users”.

2 Users ﬁ 2 local users
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3 Select a user from the user list.

User List

Local Users

Create Uszer Impiort C5 Y File Celete User

Username Description Quota Alert Capadty
admin System default admin user Dizabled
guest System default guest user Disabled

Page 1 of 1

Select Al on Thiz Page Select All Including Another Page Deszelect Al

4 Click Two-Factor Authentication.

User Settings : admin

Uzername : Group
admin admin
Uszer ID :
707

Email Address :
dummy@example.com
Description :
System default admin user
Two-Factor Authentication :
Enabled

Primary Group :

admin

Two—Factor Authentication Edit
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1-20of2

Closze

x
Group Access Rex
1(p
1(»

>

Items per page: 20 v

Cloze
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5 Change the “Settings Interface Access” option to “Deny login by non-administrator users”, then click OK.

Two-Factor Authentication Settings

Settings Interface Access: g Deny login by non-administrator users

™) Allow login by non-administrator users

Ciisable Ok Cancel|

6 The process is complete once you close the confirmation window that appears.

Disabling Two-Factor Authentication

1 From Settings, click File Sharing.

I File sharing

2 Click the settings icon ( t} ) to the right of “Users”.

2 Users ﬁ 2 local users
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3 Select the logged-in user for whom two-factor authentication will be disabled.

User List

Local Users
Create Uszer Impiort C5 Y File Celete User Filter: »
Username Description Quota Alert Capadty Quota Capadty Group Access Rex
admin System default admin user Disabled Disabled i(»
guest System default guest user Disabled Disabled 1(p
< >
Page 1 of 1 1-2cf2 Items per page: 20

Select Al on Thiz Page Select All Including Another Page Deszelect Al

Cloze

4 Click Two-Factor Authentication.

User Settings : admin

Uzername : Group
admin admin
Uszer ID :
707

Email Address :
dummy@example.com
Description :
System default admin user
Two-Factor Authentication :
Enabled

Primary Group :

admin

Two—Factor Authentication Edit Closze
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5 Click Disable.

Two-Factor Authentication Settings

Settings Interface Access: g Deny login by non-administrator users

™) Allow login by non-administrator users

Ciisable Ok Cancel|

6 The process is complete once you close the confirmation window that appears.

Antivirus Software

Trend Micro NAS Security can protect your network and data from software viruses, malware, and spyware. Virus
scan by Trend Micro NAS Security is available for files in the TeraStation’s shared folders, except for the “usbdisk”

folder.
To use the Trend Micro NAS Security software, you will need to purchase an OP-TSVC license pack (sold separately). If
your TeraStation is already running an activated antivirus software, no license registration is necessary.

Notes:
If LVM is enabled on the TeraStation, the antivirus software may not work properly. For best results, disable LVM
before use.

« To use the antivirus software effectively, the TeraStation should be connected to the Internet. The connection can
be routed through a proxy server if the appropriate settings are configured in Administration > Proxy Settings from
the left-side menu of the Trend Micro NAS Security settings page.

« Trend Micro is a trademark of Trend Micro Incorporated.

Activating Virus Scanning

Follow the procedure below to activate virus scanning.

1 From Settings, click Applications.

EEE Applications

2 Move the antivirus switch ( l:. ) to the -: position to enable antivirus.
@ Antivirus [ e
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3 The license agreement screen will open. Read the agreement carefully and select the checkbox, then click
Enable.

[ 4 .|

Note

Before enabling antivirus, visit the link below to read the
license agreement and agree to it:
License Agreement

[#] I have read and accept the license agreement

Enable Cancel

b |

4 The process is complete when the applications menu list is displayed.

When antivirus is enabled, a quarantine folder named “TMNAS” will automatically be created on the TeraStation. If a
virus is detected, it is moved to this folder.

If you want to configure a specific shared folder as a quarantine folder, follow the procedure below.

1 Create a new shared folder by referring to the “Adding a Shared Folder” section in chapter 3.

2 From Settings, click Applications.

EEE Applications

3 Click the settings icon ( ﬁ ) to the right of “Antivirus”.

@ Antivirus -a-

4 Click Edit.

5 Click Browse and select the quarantine folder.

r .1

Antivirus Settings
*Required @) ~
Quarantine TMNAS Erowse
Folder * :
Port *: | 14042

Fles which are deemed to have a security risk will be moved to the quarantine
folder. For best results, create a new shared folder for the quarantine folder.
To prevent general users from accessing files with possible security risks, you
may set access restrictions to only alow the administrator to access the
quarantine folder.

Ok, Cancel
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6 Click OK.The process is complete when you close the confirmation window that appears.

Configuring Security Settings

Use the Trend Micro NAS Security settings page to configure security settings such as updating pattern files,

configuring scan schedules, and activating or extending the license. To open the settings page, follow the procedure
below.

1 From Settings, click Applications.

EEE Applications

2 Click the settings icon ( ¢ ) to the right of “Antivirus”.

,@) Antivirus

&

3 Click Options.
Antivirus Settings

Quarantine TMNAS
Folder:

Port: 14942

Initialize Settings

This wil initizlize all antivirus settings. All settings on the Trend Micro NAS Security settings page wil be initialzed.
The Trend Micro NAS Security license will remain enabled even after initializing settings.

Initialize
Recover System

This will recover the antivirus system. All settings induding the license status wil be initialzed completely. Use this
aption if icense actvation fails. After recovering the system, activate the license again.

Recower

Options Edit Close
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4 Enter your username and password, then click Log On.

) IREND | Trend Micro NAS Security”

LOGON

Please type your user name and the password to access the web
console.

User name: | |

Password: | | | Logon |

-

5

You can log on using the TeraStation’s admin account. The default username and password are “admin”and
“password”.

5 The process is complete when the Trend Micro NAS Security settings page opens.

@ TREND. | Trend Micro NAS Security™
Summary
Summary
> S OREE System Information (2020-07-08 16:38:00)
i Urine Product version: Trend Micro NAS Security 1.1 - build_1015
* Logs
= : Scan Results for 0 viruses/spyware detectad today.
» Administration
Summary Today Last 7 days
virus uncleanable a a
Virus guarantined [4] 1]
Virus deleted a a
Virus passed 0 1]
Virus cleaned a a
Wirus renamed 0 1}
Scan Status
Rezl-time Scan: Enzbled {Incoming files)
Scheduled Scan: Disabled
Manuzl Scan:
Update Status
Compeonent Current Version Last Updated
Wirus Pattern 15.975.00 2020-07-08 01:44:35
Spyware/Grayware Pattern 2.309.00 2020-07-08 01:44:35
Scan Engine 12.000.1009 2020-07-08 01:44:35

Notes:
« The Trend Micro NAS Security settings page is compatible with IE 6.0 SP2 or later (Windows) and Firefox 1.5 or
later (Windows or macQS).

« To change the display language of the Trend Micro NAS Security settings page, change the system language to
the desired settings by referring to the “Name, Date, Time, and Language” section in chapter 10.

Licenses

If the antivirus software on your TeraStation is not activated or has expired, please purchase an OP-TSVC license pack
(sold separately). If your TeraStation includes activated antivirus software, no license registration is required. The
total period for antivirus software updates to be available may be extended by up to five years.

The example below shows an initial one-year period for updates extended by an additional year.
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1/1/2016 1/1/2017 1/1/2018 1/1/2021
eTTEEEEEEEEEEEEE TS 4 “:
Antivirus Extension  License period License period Up to five years
software (9/1/2016)  before extension after extension  (The license period cannot be
updates extended beyond five years)
activated

Note: It's not possible to register a serial number that would extend the total license period beyond five years, such
as a second three-year license after three years.

1 From the left-side menu of the Trend Micro NAS Security settings page, click Administration > Product License.

@TREH'} | Trend Micro

MICR

Summary

Summary

¥ Scan Options
Scheduled Update

System Inform

Product version:

F Logs
Scan Results fo

+ Administration

. Summa
Proxy Settings .

Product License Virus uncleanable

Debug Settings Virus guarantined

2 Enter the serial number from the “Trend Micro NAS Security License Pack Guide”, included in your package.
Click Activate.

Product License

6 The product has not been activated.

Product Activation

You must activate your product to enable scanning and security updates.

Serial number: | | - | | - | | - | | - | |

| Activate || Cancel |

The new license is now registered.
To check the status of the current license, open the Trend Micro NAS Security settings page and navigate to

Administration > Product License on the left-side menu.

Connecting Through a Proxy Server

If you must pass through a proxy server to connect to the Internet in your network environment, follow this
procedure to set the IP address of the proxy server and other settings.

198



| Chapter 7 Security Enhancement

1 From the left-side menu of the Trend Micro NAS Security settings page, click Administration > Proxy Settings.

@Iﬁlg'gg | Trend Micro

Summary

Summary

* Scan Options
Scheduled Update

System Inform

Praduct version:

F Logs
Scan Results fo

+ Administration

Summary

Proxy Settings

Product License Virus uncleanable

Debug Settings Wirus guarantined

2 Select the “Use a proxy server to access the Internet (License update)” checkbox. Enter the IP address and port
of the proxy server, then click Save.

Proxy Settings £ Helr

General | Component Update

Use a proxy server to access the Internat {License update)

Server name or IP address: |

Proxy server authentication

User name: | |

Password: | |

Save Cancal

The antivirus software is now configured to use a proxy server.

Updating Antivirus Pattern Files

For best results, configure your antivirus software to update the antivirus pattern files automatically as described
below.

1 From the left-side menu of the Trend Micro NAS Security settings page, choose Scheduled Updates.

@IEEEE_ | Trend Micro

Summary

Summary

* Scan Options
Scheduled Update

System Inform

Product version:

F Logs
Scan Results fo

¥ Administration

Summary
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2 Check “Enable Scheduled Update”.

Scheduled Update

Enable Scheduled Update

Update Frequency

Start time: :{hh:mm}

Fepeat interval: ':::' Hourly

[l Daily, update for

3 Select a time for updates to begin, an interval for updates, and an amount of time for updates to continue.
Select the components to update. Click Save.

Scheduled Update

Enable Scheduled Updats

Update Frequency

Start time: :{hh:mm}

s

Repeat interval: @] Hourly

o Daily, update for | 2 hours

. Weekly, every
update or

Components to Update

Component Current WVersion Last Updated

Virus Pattern 12.827.00 2016-11-01 09:00:00

Spyware/Grayware Pattern 1.773.00 2016-11-01 09:00:00

Scan Engine 2.900.1010 2016-11-01 09:00:00
| Save || Cancel |

The antivirus software is now configured to update automatically at the scheduled time. Updates will not be
downloaded if the TeraStation is turned off, in standby mode, or disconnected from the Internet.

Configuring Folders as Virus Scanning Targets

By default, all folders on the TeraStation (including attached USB drives) will be scanned. Follow the procedure
below to block specific shared folders from being scanned.

1 From Settings, click File Sharing.

[ File sharing

2 Click the settings icon ( t} ) to the right of “Folder Setup”.

o Folder Setup ﬁ 1 folders
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3 Click the shared folder that you want to exclude from the scan.

4 If any scan options checkboxes are selected on the Option 1 tab, the shared folder will undergo those scans. To
exclude any scan options, clear their checkboxes.

T R N R NS BT Y L)

Virus Scan: Rezl-time scan
Scheduled scan
Manuzl scan

5 ciick ok,

Note: Even if the scan options are selected in the quarantine folder settings, the quarantine folder will be excluded
from the virus scan.

Configuring Virus Scanning

Three types of virus scans are available:
+ Real-time scan
The virus scan runs in the background, scanning every file that you read or write. This is the default type of
scanning. Your TeraStation may run slower if real-time scanning is enabled.

+ Scheduled scan
A scheduled scan is executed at specific regular intervals, such as every Tuesday at 3 a.m.

- Manual scan
A manual scan runs once when initiated. Initiate a manual scan as described below.

1 From the left-side menu of the Trend Micro NAS Security settings page, choose Scan Options > Manual Scan.

@IEEE'} | Trend Micro

Summary

Summary

¥ 5can Options System Informi

Real-time Scan
Scheduled Scan

Product version:

Scan Results fol
Manual Scan

Scheduled Update

Summary

¥ Logs Wirus uncleanable

* Administration Wirus quarantined

2 Click Scan now. This starts the virus scan.

|I:H:her Clean

(®) Use the same action for all types

Type First Act

il Types | Clean

| Save || Cancel | Ecan now

If the scan finds a virus, the user can be notified in two ways:
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The I34 virus alert message normally appears as a notification. Once the virus is removed from the quarantine
folder, the message is no longer displayed. If the antivirus software is configured to delete viruses from the
quarantine folder automatically, then the 134 virus alert message will disappear.
If email notification is enabled in Settings, then the antivirus software notifies the user by email if a virus is found.
Enabling email notifications is recommended.

Depending on how many files are on your TeraStation, a virus scan may take several hours. Estimated scanning

times are shown below.

10,000 files: ~ 30 minutes

100,000 files: ~ 5 hours

1,000,000 files: ~ 50 hours

Notes:
If the quarantine folder doesn’t have enough space, the infected files may be unable to be moved to the
quarantine folder. The Trend Micro NAS security scan log may identify any infected files as quarantined even if the
quarantine did not actually occur. In such a case, remove non-essential files from the quarantine folder and try
the virus scan again.

+ Ifthe infected file is too large, it may not be automatically moved to the quarantine folder. In such a case, check
the scan log to see whether the quarantine was successful. If it was not, move the infected file to the quarantine
folder manually.

Checking the Log

Follow the procedure below to check the virus scan log.

1 From the left-side menu of the Trend Micro NAS Security settings page, choose Logs.

@ﬁgrglg. | Trend Micro

Summary

Summary

¥ Scan Options
Scheduled Update

System Inform

Product version:

F Logs

. ; Scan Results fo
* Administration

Summary
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2 Click the log item that you want to check.

@TF,!E';"} | Trend Micro

Summary

Summary

» Scan Options

System Inform

Scheduled Update

Product version:

- Logs

Scan Results fqg

Virus Logs

Spyware Logs

Summary

Scan Logs

System Logs

Manual Delete

Automatic Delete

r Administration

Wirus uncleanable
Virus guarantined
Wirus deletad
Virus passed

Virus cleaned

3 Click Display Log.

System Logs

16 log(s) stored from 2017-03-29 17:07:03 to 2017-03-29 18:01:21

|Tn:u:|a3-' e |

2017-03-29 EI

Data range:

Start date:
End date: 2017-03-29 EI
Sort by: |Date.-’"'|'|me VllDEEcending e |

Entries per page: 25  |lentries

T

T
m
(=1
[
5
m

&
k=]

Display Log

This completes the procedure for checking the log.

Opening the Online Help

For more information on the antivirus software, refer to the online help. Follow the procedure below to access the
online help.

1 From the right-top menu of the Trend Micro NAS Security settings page, choose Help > Contents and Index.

Contents and Index
Security Info
About

2 Online help will open.

Online help is now viewable.
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Encrypting Data Transmission

Encrypting Settings Data

All communication with Settings can use SSL encryption if you access the Settings page by changing “http://" to
“https://"in the browser address bar or click Secure Connection from the login window. Once you are logged in using
the HTTPS connection and wish to disable SSL encryption, click Normal Connection from the login window.

BUFFALDO

admin

Log in as a different user

Time-0Out Period * 10 minutes Unlimited

Secure Connection

Encrypting FTP Transfer Data

You can encrypt passwords using SSH for secure FTP communication. First, open a shared folder’s settings; under
“LAN Protocol Support’, select the “SFTP” checkbox on the Basic tab and click OK. Also, you have to enable the SFTP
service by moving the SFTP switch to the on position on “File Sharing”.

SSL

SSL (Secure Socket Layer) is a protocol that uses a public key encryption system to establish secure communication
channels between networked devices, allowing for encrypted Internet traffic and server identity verification.

The SSL protocol uses a pair of keys — one private, one public - to authenticate and manage secure connections. SSL
keys are used during setup screen operations and FTP communication.

SSL Key Formats/Extensions
The SSL keys may include the following encoding formats and extensions:

SSL Certificate (server.crt)

The server.crt is the server public key, and is generated by the TeraStation. A computer that receives the server.crt
uses it to encrypt data, and the TeraStation then uses the server.key file to decrypt the data.

In SSL, this key contains the server certificate, and depending on your computer environment, a check may be
performed to determine the trustworthiness of the certificate. The server certificate included in the TeraStation’s
default settings was created by Buffalo, and in some cases, the security certificate warning message may appear in

your browser or another security software. If this occurs, disregard the message and continue.
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Note: Use TLS 1.2 SSL Certificate.

SSL Private Key (server.key)
This file is the server private key, and it is usually not revealed. The server.key file is paired with the server.crt file to
decrypt data encrypted by the SSL certificate.

Note: The passphrase for the private key must be removed before importing to the TeraStation.

Updating SSL Key Files

To update a server certificate and a private key for SSL, follow this procedure.

1 From Settings, click Management.

% Management

2 Click the settings icon ( ﬁ ) to the right of “SSL".

[a)
g sst -Q.

3 Register “server.key” for “Secret Key” and “server.crt” for “Server Certificate (.crt)’, then click Import.

551 Settings

Secret Key: Erowse
Server Certificate (.crt): Erowsa
Import
Cloze

4 The process is complete once you close the confirmation window that appears.

Notes:

Place the SSL key files (server.key, server.crt) directly below the C root drive. The SSL key files may be unable to be
updated if they are placed in folders or paths that contain multibyte characters.

If Settings cannot be displayed after updating, initialize the TeraStation settings.
Updating the firmware initializes an SSL key.

Boot Authentication

Boot authentication allows you to authenticate the TeraStation while it's booting, and also prevents the TeraStation
from being used in an unauthorized or unexpected manner, such as in cases of theft.

If authentication fails, the TeraStation will stay on, but all functions and services are stopped. Users will not be able
to log in to Settings to make changes or access any shares.
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Notes Before Use

« To use boot authentication, a Windows PC is necessary to serve as the authentication server.

« When activating boot authentication, the drives on the TeraStation will be formatted and all data on the drives
will be erased. Back up any important data to another device. Even though the data is deleted, the RAID array
will be kept asis.

+ Assigning the TeraStation a static IP address is recommended for boot authentication.

« When boot authentication configuration finishes, export the configuration file for backup. Refer to the
“Exporting Managed TeraStations to a File” section in the Boot Authentication Tool help for the procedure.

« Boot authentication cannot be enabled if any of the following functions are enabled: drive encryption, LVM,
iSCSI, and failover. Conversely, these functions cannot be enabled while boot authentication is enabled.

Important Notice

This feature was developed with the intention of preventing critical data leakage by rendering the TeraStation
unusable in cases of misoperation or missing important setting files. Before configuring boot authentication, back
up the data on the TeraStation by referring to the “Backing Up Data on the TeraStation” section in chapter 5, and
then create a USB initialization drive by referring to the “Creating a USB Initialization Drive” subsection in chapter 8.
With these preparations, a TeraStation that is unusable may be initialized and revert to a usable state.
If any of the situations below occur, the TeraStation will stop booting and become inaccessible.
The TeraStation is unable to communicate with the authentication server due to the server crashing or it being
on another network.
« The TeraStation unit has been deleted from Boot Authentication Tool or the Boot Authentication Tool database
has been erased.
« Security level is configured to “High” and the incorrect passcode is entered three times.

Setting Up the Authentication Server on a Windows PC

To set up the authentication server, follow the procedure below. The authentication server must be placed on the
local network or VPN.

A
)
\\~7

[{

—I\

I
I I I
-i-Jm

Note: For proper operation, make sure that the TeraStation and the authentication server are on a network with only
one router. If there are two or more routers on the network, the authentication server may not acquire the correct
TeraStation status. For example, if the TeraStation’s IP address has been changed, its status does not change to
“Warning".

1 Download the application for the authentication server, “Boot Authentication Tool”, from the Buffalo website
and install it onto the Windows PC.

2 Register the specific port number that is used on the application as a firewall exception rule. Navigate to

Control Panel > System and Security > Windows Firewall on the authentication server.
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3 Click Advanced settings.
4 Click and right-click Inbound Rules, then click New Rule.
5 Select “Port” and click Next.

6 Select “TCP”, enter the port number that is used on the application to the right of “Specific local ports’, and click
Next. The default port number on the application is“7010"”. The port number can be confirmed on the Options
tab of the application.

7 Click Next, then click Next again.

8 Enter a desired name for the setting and click Finish to complete.

Confiquring Boot Authentication on the TeraStation

1 From Settings, click Management.

% Management

2 Click the settings icon ( ¢ ) to the right of “Boot Authentication”.

, Boot Authentication

o

3 Click Edit.

4 Enter the authentication server’s IP address or hostname and port number, specify the security level and
communication time settings, then click Activate.

Boot Authentication Settings

*Required @) -

Authentication Server | 192.168.10.15
Address * :

Port Number *: | 7010
Security Level * : @ Medium @) High
Medium: If the TeraStation cannot communicate with the authentication server and the

passcode was entered incorrectly, the original passcode wil remain valid.

High: If the TeraStation cannot communicate with the authentication server and the
passcode was entered incorrectly 3 times, the TeraStation will become unusable.

Notes from Settings:

Server Communication Time *: |09 |~ |Hours |32 |~ Minutes

Activate Dz activate ] Cancel

5 The drive formatting process will start. Click Yes.

6 The “Confirm Operation” screen will open. Enter the confirmation number, then click OK.
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7 The format will begin. Wait until it finishes.

8 The process is complete when formatting finishes and the TeraStation is added to Boot Authentication Tool.

E® Boot Authentication Tool for TeraStation - O ¥
Managed Devices  Qptions

 Files + Edit - Help - Refresh Period (Minutes) |5 | | || Search

Hosthame Motes Motez from Settings Status Lagt Mcceszed
' T23100028 Mormal 2018709403 14:35:35

Note: To activate, deactivate, or change the boot authentication settings, the TeraStation must be communicating
with the authentication server.

If the TeraStation Cannot Be Accessed

If the TeraStation cannot communicate with the authentication server or vice versa, such as in a case of network
failure, the TeraStation will not be accessible. If the TeraStation is not accessible, manually authenticate the
TeraStation by following the procedure below.

Note: The procedure defines an “authentication server administrator” as someone who manages the authentication
server using Boot Authentication Tool, and a “user” as one attempting to access the TeraStation from a remote
location.
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1 When the user tries to access the TeraStation’s Settings and the TeraStation is not available, the screen below
will be displayed. Have the user forward the decryption key to the authentication server administrator.

[ 3 .|

O-

Decryption Key: 12345678

Passcode:

Ok

b 4

2 Open Boot Authentication Tool on the authentication server.
3 From Boot Authentication Tool, right-click the target TeraStation from the list and click Decrypt Passcode.

4 Enter the decryption key received from the user and click Decrypt.

E® Entry et
Hostname TS3410D028
Decryption Key |12345I3?E» | [ Decnpt {

Decrypted Passcode | |

Enter the 8-digit decryption key that is displayed on the accessed NASs Settings into the blank field, then click
‘Decrypt’. The decrnypted passcode (@ 20-digit number) will be displayed.

Close
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5 The decrypted 20-digit passcode will be displayed. Send the passcode to the user.

E® Entry et
Hostname T53410D028
Decryption Key |12345»E?E | [ Decrypt 1

Decrypted Passcode | 12345678901234567890 |

Enter the 8-digit decryption key that is displayed on the accessed NASs Settings into the blank field, then click
‘Decrypt’. The decrnypted passcode (@ 20-digit number) will be displayed.

Close

6 The user can then enter the 20-digit passcode into Settings and click OK.

[ 3 .|

Decryption Key: 12343678

Passcode: | 12345678B9012345A7890

Ok

b 4

Once the passcode is authenticated, the TeraStation will become available. The user can click OK to log in to Settings.
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Saving and Applying Settings

The TeraStation’s settings can be saved to a USB drive (the capacity is no more than 2 TB) and applied to another
Buffalo NAS device of the same series. Use this feature to back up or copy settings to a new Buffalo NAS device.

Settings &
Firmware

rl:
[ - .
Restore Settings &
Firmware |||
rl:
En ]
Firmware |
rl:
N )
Restore Settings &
Firmware |

Write down the drive configuration (number of drives, RAID, LVM, etc.) of the Buffalo NAS device whose settings
were saved. Make sure that any Buffalo NAS devices that you apply these settings to have the exact same drive

configuration before you apply the settings. If the drive configuration is different, you may get unexpected results.
The following settings are not saved or applied:

Category Settings

Subfolders’ access restriction settings in the shared folders
File Sharing All settings for USB drives

Two-factor authentication settings in “Users”

All settings in “Drives”

All settings in “LVM”
Storage

All settings in “iSCSI”

USB drive information

Cloud Storage

Job settings of Dropbox Sync

Job settings of Microsoft OneDrive Sync

All settings except for service port restrictions, Wake-on-LAN, MTU size settings,

Network the “Services Restarted After” option, and FQDN mapping in “IP Address”

All settings in “Port Trunking”

All settings except for the Periodic Sync and Advanced Settings tab settings in
Backup s -

Failover

The TeraStation’s hostname

All settings in “Power Management”
Management

All settings in “SSL”

Display language in Settings

Saving Settings

1 Inserta 1 GB or larger USB drive (not included) into a USB port on the TeraStation.
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Note: All data on the USB drive will be erased!

2 From Settings, click Management.

% Management

3 Click the settings icon ( ¢ ) to the right of “Configuration Management”.

— . -
— Configuration Management -a-

4 Select “Save current configuration to a USB drive”.

USB Options

Select from the following options:

i@ Save current configuration to a USE drive
) Transfer settings from a USE drive

() Create & USE drive for initizlizing settings

Target LUSE Drive: USE Drive 1 w Execute

5 From “Target USB Drive”, select the USB drive that is connected to the USB port on the TeraStation, then click
Execute.

6 The “Confirm Operation” screen will open. Enter the confirmation number, then click OK.

7 The process is complete once you close the confirmation window that appears.

Troubleshooting:
If the settings are not saved to the USB drive successfully, you may receive an error message such as “The specified
operation cannot be executed.” Verify:
+ The USB drive has a capacity of 1 GB or more.
The USB drive is not write-protected.
Failover is configured on the TeraStation.

Applying Settings

The saved settings can be applied to a different Buffalo NAS device of the same series. If applying settings to
another Buffalo NAS device, the unit’s current firmware version will be changed to the version used to save the
settings.

Notes:

« The saved settings on the TS3010 series TeraStations cannot be applied to the TS3020 series TeraStations and vice
versa.

« ForTS3010 series TeraStations, saved settings created on another TS3010 unit running firmware version 4.32 or
earlier cannot be applied to a TS3010 unit running firmware version 4.34 and later. For TS3020 series TeraStations,
saved settings created on another TS3020 unit running firmware version 5.18 or earlier cannot be applied to a
TS3020 unit running firmware version 5.20 and later. To apply saved settings to TS3010 or TS3020 units running
later firmware versions, create the settings restoration USB drive again using respective TeraStation units with
later firmware versions.

- Do not apply settings while boot authentication is configured.
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1 Insert the USB drive with the saved settings into a USB port on the TeraStation.

2 From Settings, click Management.

% Management

3 Click the settings icon ( ﬁ ) to the right of “Configuration Management”.

—

=— Configuration Management -ﬂ-

4 Select “Transfer settings from a USB drive”.

USB Options

Select from the following options:

() Save current configuration to a USE drive
i@ Transfer settings from 2 USE drive

() Create 2 USE drive for initilizing settings

Target LUSE Drive: USE Drive 1 w Execute

5 From “Target USB Drive”, select the USB drive that is connected to the USB port on the TeraStation, then click
Execute.

6 The “Confirm Operation” screen will open. Enter the confirmation number, then click OK.

7 The process is complete once you close the confirmation window that appears.

Transferring Another Buffalo NAS Device’s Settings

You can transfer saved settings from another series Buffalo NAS device to your TeraStation. The following settings
can be transferred:
« Shared folders which are created from “File Sharing” > “Folder Setup”
+ Access restrictions
« Users”
Groups

*Except two-factor authentication settings

Note: This feature currently supports the following Buffalo NAS devices as of November 2020. The latest

compatibility information will be on the Buffalo website.
« TS-X series (TS-XL/R5, TS-WXL/R1, TS-WXL/1D, TS-RXL/R5, TS-XEL/R5 TeraStation models) running firmware version

1.58 or later
« TS5000 series (TS5200D, TS5200DN, TS5400D, TS5400DN, TS5400R, TS5400RN, TS5600D, TS5600DN, TS5800D,
TS5800DN TeraStation models)

TS4000 series (TS4200D, TS4400D, TS4400R, TS4800D TeraStation models)
TS3000 series (TS3200D, TS3400D, TS3400R TeraStation models)
TS5010 series (TS5210DN, TS5410DN, TS5410RN, TS5810DN, TS51210RH TeraStation models)
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« TS3010 series (TS3210DN, TS3410DN, TS3410RN TeraStation models)
« TS6000 series (TS6200DN, TS6400DN, TS6400RN TeraStation models)
« TS3020 series (TS3220DN, TS3420DN, TS3420RN TeraStation models)

Creating a Confiq File (.nas confiqg)

Procedure for TS-X Series Models

To transfer settings from TS-X series TeraStations, it will use the “NS-SHFT” software to create a config file. NS-SHFT
can be downloaded from the Buffalo website.

For the procedure on creating the config file, refer to the NS-SHFT user guide.

Procedure for Buffalo NAS Devices Other Than TS-X Series Models

Follow the procedure below to create a config file on a Buffalo NAS device that is not part of TS-X series TeraStations.

1 Refer to the user manual of the Buffalo NAS device whose settings will be saved to a USB drive.

2 Access the “usbdisk x” shared folder while connecting the USB drive to the Buffalo NAS device whose settings
were saved in the previous step. The “x” in the folder name represents the USB port number you connected the
drive to.

3 Copy and paste the .nas_config file to the desired location on your computer.

4 The process is complete once the .nas_config file is saved to the desired location.

Transferring Settings

Follow the procedure below to transfer settings from another series Buffalo NAS device.

1 Before transferring access restrictions with Active Directory domain users, make sure the migration target
Buffalo NAS devices are joined to the same domain controller. To have the unit join the domain network, refer
to the procedure in the “Restricting AD Domain User Access to Shared Folders” section in chapter 3.

If you didn’t configure access restrictions with Active Directory domain users, skip to the next step.

2 From Settings, click Management.

% Management

3 Click the settings icon ( ﬁ ) to the right of “Configuration Management”.

— . -
—  Configuration Management -a-
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4 Click Browse and choose the config file (.nas_config) that was created with the migration source Buffalo NAS
device. If the config file was created with a password, enter it into the “Password” field.

Configuration Migration

Migrate another TeraStation's users, groups, shared folders, and access restriction settings. Select the config file
(.nas_config) that was saved on the other TeraStation.

Mote: If the migration source TeraStation is configured with Active Directory, this TeraStation should also have the
same configuration, or else migration will not work.

Faor detaled information about compatible products for migration or the procedure to save the config file, refer to
the user manual.

Config File (.nas_config): Erowse
Password:
{if needed)
Import
Close

5 Click Import.
6 The “Confirm Operation” screen will open. Enter the confirmation number, then click OK.

7 The process is complete once you close the confirmation window that appears.

Notes:
« If the migration target Buffalo NAS device contains shared folders, users, and groups that share the same name as
the transferred settings, the existing settings will be overwritten.

- If the migration target Buffalo NAS devices have already added some shared folders, users, and groups, the
transferred settings may exceed the maximum number of allowed shared folders, users, or groups. Excess
items will not be transferred. After migration finishes, open Settings and verify that all settings were properly
transferred.

Restoring Factory Defaults

The settings on the TeraStation can be restored to factory defaults using Settings or an USB drive.

Initializing from Settings

To initialize the TeraStation to its factory defaults from Settings, follow the procedure below.

1 From Settings, click Management.

% Management

2 Click the settings icon ( ﬁ ) to the right of “Restore/Erase”.

“3 Restore/Erase o)
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3 Click Initialize TeraStation.

Restore

This initizlizes the TeraStation's settings. All settings are restored to their factory defaults. Saved data is
not erased.

Initialize TeraStation

4 The “Confirm Operation” screen will open. Enter the confirmation number, then click OK.

5 The settings will be restored to its factory default settings. The 126 message will appear as a notification while
settings are being restored.

6 The process is complete when the 126 message disappears.

Initializing Using the USB Initialization Drive

A USB initialization drive will restore the settings on your TeraStation to their factory defaults. You can initialize them
without logging in to Settings. Follow the procedure below to create a USB initialization drive.

Notes:
You can use the USB initialization drive to initialize settings on the same TeraStation unit that created it.

Normally, making and using a USB initialization drive will not affect data on the TeraStation. However, always back
up your data regularly!

This USB initialization drive can be used to recover the system if your TeraStation doesn’t boot at all. In this case, if
the data partition is damaged, then all your data will be deleted by the recovery process.

Creating a USB Initialization Drive

1 Insert a 1 GB or larger USB drive (not included) into a USB port on the TeraStation.

Note: All data on the USB drive will be erased!

2 From Settings, click Management.

% Management

3 Click the settings icon ( ﬁ ) to the right of “Configuration Management”.

— . ;
=— Configuration Management -ﬂ-
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4

4 Select “Create a USB drive for initializing settings”.

USB Options

Select from the following options:
(71 Save current configuration to a USE drive
() Transfer settings from 2 USE drive

@ Create 2 USE drive for initizlizing settings

Target USE Drive: JSE Drive 1 w Esxecute

5 From “Target USB Drive’, select the USB drive that is connected to the USB port on the TeraStation, then click
Execute.

6 The “Confirm Operation” screen will open. Enter the confirmation number, then click OK.

7 The process is complete once you close the confirmation window that appears. Refresh the browser and log in
to Settings again.

Starting Initialization
To initialize the settings on your TeraStation with the USB drive created above, follow the procedure below.

Note: If using the USB initialization drive to initialize, the unit’s current firmware version will be changed to the
version used to create the USB initialization drive.

1 Turn off the TeraStation by pressing and holding down the power button for three seconds.

2 Insert the USB drive into a USB port on the TeraStation. Make sure that no other USB drives are currently
connected to any USB ports on the TeraStation.

3 Power on the TeraStation while holding down the function button.
4 When the I41 message appears as a notification, press the function button.

5 the 137 message will appear as a notification while the initialization process is running. It will take several
minutes to initialize the settings. The TeraStation will restart when it’s finished.

6 The process is complete when the 137 message disappears.

Dismount the USB drive before unplugging it. Refer to the “Dismounting Drives” section in chapter 4 for the
procedure on dismounting drives.

Resetting the Administrator Password

If you forget the admin username or password and cannot log in to Settings, or incorrect network settings are
configured and Settings becomes inaccessible, initialize these settings by following the procedure below.

1 Press and hold down the init button (refer to the “Diagrams” section in chapter 2) for 10 seconds.
2 The TeraStation will beep and the I23 message will appear as a notification during initialization.

3 The process is complete when the 123 message disappears.
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This will typically reset the admin username and password, two-factor authentication settings, IP settings, SSL, and
service port restriction settings to their factory default values.

This button can be disabled in Settings; to do so, navigate to Management > Restore/Erase > Edit under “Init Button
Settings”, then select “Keep current admin username and password” and click OK.
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Wake-on-LAN

The TeraStation supports Wake-on-LAN, which allows it to be turned on remotely. The TeraStation will be turned
on automatically in the following situations: receiving a Wake-on-LAN packet, recovering from a power outage,
disconnecting and reconnecting the power cable.

1 From Settings, click Network.

.”!‘i Metwork

2 Click the settings icon ( ﬁ ) to the right of “IP Address".

@ IP Address -ﬂ- LAN Port 1 192.168.10.12

3 Click Edit.

4 Enable “Wake-on-LAN’, then click OK.

Wake-on-LAN: @ Enable

B Disable

5 The process is complete once you close the confirmation window that appears.

Wake-on-LAN is now enabled. As long as the TeraStation is connected to a power source and the network, you can
turn it on remotely.

Notes:

+ After receiving the Wake-on-LAN packet, the TeraStation may take up to five minutes to be ready to use.

+ To use Wake-on-LAN, you'll need Wake-on-LAN software that sends Wake-on-LAN packets. The TeraStation does
not include Wake-on-LAN software.

The TeraStation does not support using Wake-on-LAN and port trunking at the same time. You may use either
feature, but not both at the same time.

Port Trunking

Two Ethernet cables can be used to establish two separate communication routes, providing LAN port redundancy
and improving communication reliability. The use of two Ethernet cables enables access to the TeraStation even if
one of the cables becomes disconnected.

The port trunking modes that can be set on the TeraStation are shown below:
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Trunking Mode

Characteristics

Active-backup

Only one NIC slave in the bond is active. A different slave becomes
active if and only if the active slave fails.

Dynamic link aggregation

Creates aggregation groups that share the network speed and duplex
settings. Utilizes all slave network interfaces in the active aggregator
group according to the 802.3ad specification.

Note: To use this mode, a separate intelligent switch that supports
IEEE 802.3ad is required. Configure LACP on the switch first.

The outgoing network packet traffic is distributed according to the

TLB
current load (relative to the speed) on each network interface slave.
The incoming and outgoing network packet traffic is distributed
ALB according to the current load on each network interface slave. The
receive load balancing is achieved by ARP negotiation.
Notes:

If the TeraStation is being used as an iSCSI drive, disable iSCSI before changing network settings such as port
trunking. Navigate to Storage > iSCS/ in Settings and move the iSCSI switch to the off position temporarily.

If you have selected dynamic link aggregation for the port trunking mode on the TS3020 series TeraStations,
the link speed for LAN port 2 will be limited to up to 1000 Mbps. Disable the auto negotiation settings on the

connected intelligent switch.

If you have selected a port trunking mode other than dynamic link aggregation on the TS3020 series TeraStations,
the port with the faster link speed will be used for access. You can check the link speed of each port from the

Dashboard in Settings.

1 Connect the hub'’s LAN port and TeraStation’s LAN port using two Ethernet cables. If you are using an
intelligent switch, connect the LAN port that was previously configured for port trunking.

2 From Settings, click Network.

3 Click the settings icon ( ¢ ) to the right of “Port Trunking”

R Port Trunking
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4 Select the LAN port that will be used from the drop-down list.

Port Trunking List

Port Trunking: Disable ﬂ

Ethermmet 1 and 2

Sawe ] [ Close

5 Click a port trunking bond.

Port Trunking List
Port Trunking: Ethernet 1 and 2 h]
Port Group | Status Part Trunking Mode
'Bond 1 Disabled " Active-backup

Sawe ] [ Cloze
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6 Select the port trunking mode and click OK.

Port Trunking Settings
Port Trunking: | Active-backup |"' |
Device Name 1P Address Subnet Mazk MTU Size
LAM Port 1 192.168.10.13 255.255.255.0 1500 bytes
LAN Port 2 - - 1500 bytes
Q. | | Cancel
7 Click Save.
Port Trunking List
Port Trunking: Ethernet 1 and 2 |V|
Port Group Status Port Trunking Mode
'Bond 1 Disabled rActiv&hackup
Sawe | | Close

8 Read the message carefully and click Yes.

Note

Are you sure you want to change your current port trunking
configuration?

e s | |
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9 Click Yes to restart the TeraStation. If you select “No’, make sure you restart the TeraStation at a later time to
apply port trunking settings.

F

Note

n Restarting TeraStation is required to apply changes. Are you
sure you will restart the TeraStation after configuring?

‘e s =}

b

1 0 The process is complete after the TeraStation has been restarted.

SNMP

If SNMP is enabled, you can browse your TeraStation from SNMP-compatible network management software.
Examples of frequently-notified traps are described in the “Relevant Trap List” subsection below.

1 From Settings, click Network.

2 Move the SNMP switch ( C- ) to the -: position to enable SNMP.
iz Snwp C m.

3 Click the settings icon ( Q ) to the right of “SNMP".

EE SNMP R

4 Ciick Edit.
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5 Select whether to use SNMP version 2 or version 3.
SHMP Settings

*Required |@ ~
@ Use SNMPv2

SNMP Community Name * : | TeraStation

Trap Motify: ) Enable

i@ Disable

(71 Use SNMPv3

ak. Cancel

6 Configure the desired settings, then click OK.

7 The process is complete once you close the confirmation window that appears.

SNMP is now enabled. For further use, configure your SNMP-compatible network management software using the
Buffalo-specific MIB (management information base) file. The MIB file is available from the Buffalo website.
Depending on which SNMP client software you use, the procedure for configuring the software will differ. For more
detailed information on configuring the client software, refer to its help or included manual.

Relevant Trap List

Standard Public MIB Traps

Conditions Trap Name OID

SNMP service starts. coldStart 1.3.6.1.6.3.1.1.5.1

SNMP service ends. nsNotifyShutdown 1.3.6.1.4.1.8072.4.0.2
Private MIB Traps

If any traps are not listed in the following chart, refer to the web page for downloading the private MIB file on the
Buffalo website for more detailed information.
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Conditions Trap Name

Backup fails. nasBackupStatus

The RAID array is in degraded mode. nasDiskStatus

An error occurs and an error code is displayed. nasErrorOccur

An event occurs and an event code is displayed. nasinformationOccur
Proxy Server

If you place the TeraStation on a network that passes through a proxy server, configuring the proxy server settings is

recommended. Unless you configure the proxy settings, firmware updates in Settings will not work. To configure the
settings, follow the procedure below.

1 From Settings, click Network.

2 Click the settings icon ( ﬁ ) to the right of “Proxy Server”.

[+ Proxy Server -ﬂ-

3 Enable “Proxy Server”.

Proxy Server Settings
*Required i@ -

Proxy Server: (g Enable () Disable

Address ™ : http | v

Port: 80

.
e
Isername:

Password:

ak. Cancel

4 Enter the proxy server IP address or hostname, port number, username and password, then click OK.

Once you configure the proxy server settings, you may use the settings for features that will link with cloud storage
services by selecting the “Configured settings” option on each settings page.

Jumbo Frames

If your other network devices support jumbo frames, you may be able to improve network performance.
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Note: Make sure the TeraStation’s MTU size is smaller than the hub or router’s. Larger MTU sizes may not cause data

to be correctly transferred to the TeraStation.

1 From Settings, click Network.

2 Click the settings icon ( ¢ ) to the right of “IP Address".

@ IP Address -ﬂ- LAN Port 1 192.168.10.12

3 Click Edit.

4 Select or enter the desired MTU size and click OK.

e

IP Address List

Interface DHCP IP Address Subnet Mask
LAN Port 1 192.168.10.3 255.255.255.0
LAN Port 2 255.255.255.0

5 The process is complete once you close the confirmation window that appears.
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Jumbo Frame

Connection Transmission
Transfer data using
___mmmmmnnn B jumbo frames.

Jumbo Frame
Compatible Switch

Jumbo Frame
Compatible PC

Jumbo Frame

Jumbo Frame
Compatible Switch

Jumbo Frame
Incompatible PC

Transfer data
without using
jumbo frames.

Jumbo Frame

Jumbo Frame
Incompatible Switch

]

Jumbo Frame
Incompatible PC

Transfer data
without using
jumbo frames.

Jumbo Frame

Jumbo Frame
Incompatible Switch

]

Jumbo Frame
Compatible PC

O
A
A
X

No data can be
transferred.

Changing the IP Address

Normally, the TeraStation’s IP address is set automatically by a DHCP server on your network. If you prefer, you can
set it manually. An easy way to do this is to change it on NAS Navigator2. The procedure to change the IP address in
Settings is below.

Note: If the TeraStation is being used as an iSCSI drive, to change the settings, navigate to Storage > iSCS/ in Settings
and move the iSCSI switch to the off position temporarily before changing settings.

1 From Settings, click Network.

2 Click the settings icon ( ¢ ) to the right of “IP Address".

@ IP Address

3 Click Edit.
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4 Clear the “DHCP” checkbox and enter the desired IP address and its subnet mask.

r |

IP Address List

Interface DHCP IF Address Subnet Mask MTU Size
LAN Port 1 ] 192.168.10.3 255.255.255.0 | 1500 b
LAN Port 2 255.255.255.0 1500 ¥

5 Select “User (static)” from the drop-down list for both the “Gateway Owner” and “DNS Owner” options, then
enter the desired default gateway address and DNS server addresses.

Gateway Owner:  User (static) 1

Default Gateway Address: | 192.168.10.1

DNS Owner: | User (static) S
Primary DNS Server: | 192.168.10.1
Secondary DNS Server:

Services Restarted After: 1 | seconds
QK. Cancel|

6 Click OK.The process is complete once you close the confirmation window that appears.

Notes:
+ Only one default gateway and DNS address can be configured for all LAN ports. Different network addresses
cannot be assigned to the LAN ports.

« Do not set the IP address of the same segment for all LAN ports. This may cause unstable network
communication.

- Network services such as SMB or AFP will restart when the Ethernet cable is disconnected/reconnected or if a
network issue occurs. You can specify the time to delay the restart at the “Services Restarted After” option.

« When you disable DHCP, all addresses including default gateway and DHCP server addresses cannot be assigned
automatically, even if you can select the “Assign automatically” options for them.

Mapping IP Address and Hosthame

The TeraStation allows you to map an IP address and a hostname (FQDN) of another host you would like the
TeraStation to communicate with, such as the domain controller. If you configure the mapping pair, the TeraStation
can be accessed using the configured pair when name resolution is needed. Follow the procedure below to
configure FQDN mapping.

1 From Settings, click Network.
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2 Click the settings icon ( ¢ ) to the right of “IP Address".

@ IP Address -ﬂ- LAN Port 1 192.168.10.12

3 Click FQDN Mapping.

=

IP Address List

Interface Type DHCP IP Address Subnet Mask MTU Size Mare O
LAN Port 1 1GhE v 192,168.10.69 255.255.255.0 1500 bytes 3
LAN Port 2 1GbE v - - 1500 bytes B

Wake-on-LAN: Disabled
Gateway Owner: Automaticzlly assigned (LAM port 1)
Default Gateway Address: 192.168.10.1
DNS Owner: Automatically assigned
Primary DNS Server: 192.168.10.1
Secondary DNS Server: Mot assigned

Services Restarted After: 1 seconds

Allowed Protocols for Each Paort Paort Trunking FCIDR Mapping Edit Close
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4 ciick Add.

Mapped IP Addresses

| Add | Delets

FQDN IP Address

| Select All | | Ceselact All

ak. | | Crancel

5 Enter the hostname (FQDN) and the IP address that you want to map, then click OK.

FQDN Mapping Settings

*Required |¢|

FQDN *: | |
IF*Address*:| |

(] | | Cance|

6 Click OK again. The process is complete once you close the confirmation window that appears.
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Email Notification

Your TeraStation can send you email reports daily, or whenever settings are changed or an error occurs. You can
configure the events that will trigger notifications from any of the following functions: quotas, drives (internal,
external, or RAID array), fan, backup, replication, failover, antivirus, system alert.

Refer to the contextual help in Settings for more detailed information such as when the notification email will be
sent or the differences between the notification categories.

Enabling Email Notification

Follow the procedure below to enable email notification functionality.

1 From Settings, click Management.

% Management

2 Move the email notification switch ( |:- ) to the -: position to enable email notification.

. Email Notification

3 Click the settings icon ( ﬁ ) to the right of “Email Notification”.

. Email Notification [ B e

4 Click Edit.
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5 Enter your email server settings and the notification email’s default subject, then configure recipients and the
time when email reports will be sent.
If you select an authentication type other than “Disable” from the drop-down list, you can enter the sender

email address and credentials of the email server.

-

Email Hotification Settings

SMTP Server Address * :
SMTP Port * :

Authentication Type:

Redpients * :

Send Daily Report at:

25

Disable

TeraStation Status

Name

Select All Deselect Al

00 | Hours

*Required |iE) -

Delzte Select from List
Redpients Class
Ok Cancel

6 Click OK. The process is complete when you select either Yes or No to have a test email sent.

Changing Events for Email Reports

1 From Settings, click Management.

% Management

2 Click the settings icon ( t} ) to the right of “Email Notification”.

. Email Notification

3 Click Advanced Report Settings.
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4 On the displayed screen, select or clear the category’s checkboxes, then click OK.

Report Settings

Categories

Drive Quota User
Group

Storage Internal Drive
RAID Array
USE Drive

Fan

Backup

Replication

Failover

Wirus 5can

System Alert

Q-
Daily Report Info Notice Error
oK Cancel

Notification emails will be categorized into the following importance levels. Refer to the chart below for the
detailed information of category importance levels.

Levels

Details

Daily Report

Describes the status of the TeraStation in a daily report email.

Info

Sends a notification email if an event occurs. Info reports will contain just
information such as capacity information, job starts/completes, etc.

Notice

Sends a notification email if a non-critical error occurs. Refer to the “Notices”
section in chapter 13 for the list of events that will trigger this event notification.
Notice reports will contain warnings such as something has failed, but the
function or unit can continue operating as usual. It is recommended to perform
the corrective action for the notice as soon as possible.

Error

Sends a notification email if a critical error occurs. Refer to the “Errors” section in
chapter 13 for the list of events that will trigger this event notification.

Error reports will describe critical failures that prevented a function or unit from
operating properly. It is recommended to perform the corrective action for the
error immediately.

5 Click OK.The process is complete once you close the confirmation window that appears.

Sleep Mode

To save energy, you can specify times to put the TeraStation into sleep (standby) mode, during which the drives and

LEDs are turned off.

1 From Settings, click Management.

% Management
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2 Click the settings icon ( ¢ ) to the right of “Sleep Timer".

Sleep Timer -a-

3 Click Edit.

4 Specify the timer interval, wake-up time, and time to enter sleep mode, then click OK.

Sleep Timer Settings

e )
Timer 1
Schedule: | Weekly v
[] Sunday Monday Tuesday Wednesday Thursday Friday [ Saturday
Wake Upat: 07 | hours 00 v minutes
Begin Sleep at: 22 v hours 00 v minutes
Timer 2
Schedule: | Disable v
Wake Up at
Begin Sleep at
Timer 3
Schedule: | Disable v
Wake Up at
Begin Sleep at
v
(214 Cancel

5 The process is complete once you close the confirmation window that appears.

Notes:
« Up to three timers can be set.

« The time to enter sleep mode can be set from 12:00 a.m. to 3:45 a.m. of the next day. The time to wake from sleep
mode can be set from 12:00 a.m. to 11:45 p.m. If the time to enter sleep mode is after 12:00 a.m., the wake-up
time setting may be from 4:00 a.m. to 11:45 p.m.

- The time to enter sleep mode should not be set to the same time as or earlier than the start time.

« If sleep mode timer is scheduled to go off while logging in to Settings, checking or formatting a drive, running
a backup process, or setting a backup job within five minutes of the current time, the TeraStation will not enter
sleep mode when the configured time is reached.

« Examples of timer settings are shown below:

°o Example 1:
If running at a current time of 10:00 a.m. Wednesday
Timer 1: Daily 12:00-24:00
Timer 2: Not used

Timer 3: Not used
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No operation is performed at 12:00 p.m. and the unit enters sleep mode at 12:00 a.m.

o

Example 2:

If running at a current time of 10:00 a.m. Wednesday
Timer 1: Daily 9:00-18:00

Timer 2: Wednesday 10:00-20:00

Timer 3: Not used

On days other than Wednesday, normal operation begins at 9:00 a.m. and the unit enters sleep mode at 6:00
p.m. On Wednesday, the unit enters sleep mode at 8:00 p.m. As on Wednesday, if scheduled times in the
timer overlap, normal operation begins at the earliest time, and the unit enters sleep mode at the latest time.

o

Example 3:

If running at a current time of 10:00 a.m. Wednesday
Timer 1: Daily 9:00-18:00

Timer 2: Wednesday 10:00-1:00 a.m. of the next day
Timer 3: Not used

On days other than Wednesday, normal operation begins at 9:00 a.m. and the unit enters sleep mode at
6:00 p.m. On Wednesday, normal operation begins at 10:00 a.m. and the unit enters sleep mode at 1:00 a.m.
of the next day. As on Wednesday, if scheduled times in the timer overlap, normal operation begins at the
earliest time, and the unit enters sleep mode at the latest time.

o

Example 4:

If running at a current time of 10:00 a.m. Wednesday

Timer 1: Daily 9:00-18:00

Timer 2: Wednesday 7:30-22:00

Timer 3: Not used

On days other than Wednesday, normal operation begins at 9:00 a.m. and the unit enters sleep mode at 6:00
p.m. On Wednesday, normal operation begins at 7:30 a.m. and the unit enters sleep mode at 10:00 p.m. As
on Wednesday, if scheduled times in the timer overlap, normal operation begins at the earliest time, and the
unit enters sleep mode at the latest time.

« To wake the TeraStation from sleep mode before the wake-up time, press and hold down the power button for
three seconds.

UPS (Uninterruptible Power Supply)

If a UPS (sold separately) is attached, the TeraStation can be automatically shut down to protect data in the event of
a power outage.

Notes:
If the TeraStation is connected directly to a UPS, select “Sync with UPS connected to this TeraStation”. If a different
Buffalo NAS device is connected to the UPS, select “Sync with UPS connected to another Buffalo NAS device on
the same network”. After making this selection, enter the IP address of the Buffalo NAS device that will be the
sync source into “Other Buffalo NAS's IP Address”.

+ If you don't want to connect any UPS devices, select “Do not synchronize with UPS”and the operation for if a
power supply failure occurred. If “Use last state” at “AC Power Recovery” is selected, the TeraStation will revert to
the state before the power supply failure occurred. If “Stay off”is selected, the TeraStation will remain off even
after the TeraStation shuts down due to the power supply failure.

When the TeraStation restarts after an automatic shutdown such as from a power outage or power supply issue,
verify that external power has been restored. If the TeraStation is turned on while it is still running on the UPS and
external power has not been restored, the automatic shutdown will not be performed, even after the specified
time elapses.

« If the power supply from the UPS to the TeraStation stops and restarts when UPS recovery is enabled, the
TeraStation will automatically restart.
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1 Plug the power cable of the UPS to a wall socket.

2 Connect the power cable of the TeraStation to the UPS.
3 Connect the UPS and the TeraStation.

4 Turn on the UPS, then the TeraStation.

5 From Settings, click Management.

% Management

6 Click the settings icon ( t} ) to the right of “Power Management”.

\; Power Management ﬁ UPS not synced.

7 Ciick Edit.

8 Configure the desired settings, then click OK.

-

Power Management Settings
L)
*Required | @) -
UPS Sync Settings

UPS Sync:
@ Sync with UPS connected to this TeraStation

UPS Connection Type: v

Shutdown Will Occur If: @ Power outages longer than |1 minutes

Y

v
(71 UPS sends low battery signal

Override Shutdown Conditions: [7] Delay shut down until the number of ISCSI connections reaches zero

Shut Down UPS After TeraStation Shuts @ Yes
Down:

@ No

() Do not synchronize with UPS

oK Cancel

9 The process is complete once you close the confirmation window that appears.
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Logs

Displaying TeraStation’s Logs

Follow the procedure to check the TeraStation’s logs.

1 From Settings, click Management.

% Management

2 Click the settings icon ( ﬁ ) to the right of “Logs”.

Logs

3 Select a log to view.

Log Settings

Transfer Logs:
Create Shortcut to Logs:

Archive Rule for Fle Access Logs:

Log View:

Flle Access Logs:

~=Disahled

==Dizabled
Save Logs to: System area
Units: Size
File Sizes: 100 MB
\ersions: 13
System logs

File access logs
Replication logs
Files that have not been backed up

The file access logs may contain access via SMB, FTP, or WebAccess, or
Settings login/logout history.

Dalete

Edit Cloze

Note: The file access log stores file access events that occurred on the internal drives. File access on USB drives

are not logged.

4 The process is complete when the selected log is displayed.

Note: All logs are encoded in UTF-8 format. To make sure they display correctly, change the software encoding to

“UTF-8",
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Transferring Logs to the Syslog Server

1 From Settings, click Management.

% Management

2 Click the settings icon ( ﬁ ) to the right of “Logs".

Logs

3 Click Edit.

4 enable “Syslog Transfer".

Log Settings

Syslog Transfer:

[ S S NI S S (R

i@ Enable

Syslog Server IP Address * :
Logs to Transfer: [7] System logs

[7] Ale access logs

(") Disable

5 Enter the IP address of the syslog server where you want to transfer the logs to.

6 Select the type of log that you want to transfer from “Logs to Transfer” and click OK.

7 The process is complete once you close the confirmation window that appears.

Creating a Shortcut to the Logs in the Shared Folder

*Required [@

1 From Settings, click Management.

% Management

2 Click the settings icon ( t} ) to the right of “Logs".

Logs

3 Click Edit.
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4 Enable “Create Shortcut to Logs”.

Create Shortcut to Logs: g Enable

Target Folder * : Eromse

(i) Disable

5 Click Browse under “Target Folder” and select the shared folder where the created shortcut will lead, then click
OK.

6 The process is complete once you close the confirmation window that appears.
In the selected shared folder, a folder named “system_log” will now contain the shortcuts to logs.

Changing Archive Rules for File Access Logs

You can configure how many logs are kept or how long each log will be kept on the TeraStation.

1 From Settings, click Management.

% Management

2 Click the settings icon ( ﬁ ) to the right of “Logs”.

Logs el

3 Click Edit.

4 Specify the location and select the unit and version to save logs to the right of “Archive Rule for File Access
Logs". For example, if you select “Month” for the unit and enter “7" for the version, the file access logs for the
next 7 months will be saved on the TeraStation.

Archive Rule for Fle Access Logs:  Save Logs to: @ System area () Spedfied folder
Target Folder
Units: Day Week Month @ Size
File Szes * : 100 MB
Versions * : 13 t
Archive Size: 1300 MB

Available duration and capacity to save logs will vary depending on the unit. The following values are
available:
+ Log destination is set to the system area
Unit (Size): 1-100 for file sizes and 1-13 for all versions
« Log destination is set to a designated folder
o Unit (Day): 1-367 for all versions
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o Unit (Week): 1-53 for all versions
o Unit (Month): 1-13 for all versions
o Unit (Size): 1-100 for file sizes and 1-13 for all versions

5 Click OK.The process is complete once you close the confirmation window that appears.

Notes:
« To delete the saved logs, click Delete at the window in step 3.

- Ifthere is not enough space to save logs, the 170 message will appear as a notification. If it does, free up space
by deleting the current file access logs. If no free space is made available elsewhere, older logs will automatically
be deleted.

If the shared folder to which logs are saved was created on a drive or RAID array, and that drive or RAID array is
later changed using RMM, the log folder will be automatically changed to the system area. The 172 message will
also appear as a notification.

+ You cannot delete a RAID array, format a drive, or change a folder name while file access logs are being saved to
the shared folder.

Updating the Firmware

If a new firmware version is available, a message is displayed when you access Settings. To either manually or
automatically update the firmware, follow the appropriate procedure below.

Notes:
If all drives and RAID arrays on the TeraStation have LVM enabled but no LVM volumes have been created, you will
not able to update the firmware from Settings.

« Settings will not be available while the firmware is updating. Don't try to access Settings from another computer
until the update is finished.

Updating Manually Using Settings

To update the firmware from Settings, follow the procedure below.

1 From Settings, click Management.

% Management

2 Click the settings icon ( ﬁ ) to the right of “Update”.

0 Update -n- A firmware update is available.

3 Click ok.
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4 Click Install Update.

Update Settings

Update Notification:  Enabled
Auto Update: Diszbled

Edit

*#E A firmware update is avalable. #+*F ""

If the I7@ and I71 messages appear fTregquently, delete the logs by referring to
the procedure below.

Step 1: Delete all existing file access logs. If the log files are necessary, c
opy them to another location.

1. From Settings, navigate to ‘Management® > “Logs”.

2. Click ‘Delete® to the right of “File Access Logs™.

3. Click “Yes”.

Mote: If you want to copy log files to another location, follow the procedure b

o I

W

Check for Updates In=tall Update Cloze

5 The “Confirm Operation” screen will open. Enter the confirmation number, then click OK.

6 The process is complete once you close the confirmation window that appears. Refresh the browser and log in
to Settings again.

You can also download the latest firmware from the Buffalo website.

Enabling Automatic Update

1 From Settings, click Management.

% Management

2 Click the settings icon ( ﬁ ) to the right of “Update”.

0 Update -n- This TeraStation is using the latest firmware.

3 click ok,

4 Ciick Edit.
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5 Select either “Update the firmware automatically” or “Update the firmware on schedule’, then click OK.

If you select to update on schedule, choose a specific time of day for the update to occur.

Update Settings

Update Notification: g Enable i) Disable
If you enable update notification, sending usage feedback of your environment wil also be
enabled.
Frivacy Policy for Usage Feedback
Updated on July 2021: We have updated the privacy policy regarding usage feedback by
removing the statement "collected information won't contain your personal data” from the
descriptions, as well as adding that any collected personal data will be processed strictly in
accordance with our privacy policy.
Auto Update: (71 Update the firmware automatically
(71 Update the firmware on schedule
Update Time
i@ Do not update automatically
QK. Cancel|
6 The process is complete once you close the confirmation window that appears.
Configuring Update Notification
Configure whether or not to receive a notification when a new firmware version becomes available.
1 From Settings, click Management.
% Management
2 Click the settings icon ( ﬁ ) to the right of “Update”.
O Update -n- This TeraStation is using the latest firmware.

3 Click ok.

4 ciick edit.
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5 Select to enable or disable update notification and click OK.

Update Settings

Update Noftification: g Enable () Disable

If you enable update notification, sending usage feedback of your environment wil also be
enabled.

Privacy Policy for Usage Feedback

Updated on July 2021: We have updated the privacy policy regarding usage feedback by
removing the statement "collected information won't contain your personal data” from the
descriptions, as well as adding that any collected personal data will be processed strictly in
accordance with our privacy policy.

Auto Update: (71 Update the firmware automatically
(71 Update the firmware on schedule
Update Time

i@ Do not update automatically

QK Cancel

6 The process is complete once you close the confirmation window that appears.

For further optimized firmware updates and product usability improvements, Buffalo may ask you to send your
usage and environment information. For more details such as the information sent and how it will be handled by us,
click Privacy Policy for Usage Feedback.

If update notification is enabled, it will also automatically enable sending usage feedback to Buffalo. If you don’t
want to send this information to us, disable update notification.

Name, Date, Time, and Language

Configure the TeraStation’s hostname, date, time, and language as shown below.

Note: To change the settings of a TeraStation that is being used as an iSCSI drive, navigate to Storage > iSCS/ in
Settings and move the iSCSI switch to the off position temporarily before changing settings.

1 From Settings, click Management.

% Management

2 Click the settings icon ( ¢ ) to the right of “Name/Time/Language”.

e Name/Time/Language o

3 Click Edit.

4 From the Name tab, enter the TeraStation’s name and description.

The name will be used for identifying your TeraStation on the network. When your TeraStation is detected,
the name will be used as the hostname. The hostname may contain up to 15 alphanumeric characters and
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hyphens (-). The first and last characters should not be a hyphen; do not use the following word as a hostname:
localhost.

r .|

Mame/Time/Language

* Required @ -

Mame Time Languape Manasgement Information

Mame * @ | TS34100493

Description: | TeraStation

QK Cancel

k 4

5 Click the Time tab. Enable “Date/Time Source” and select the “Use default NTP server” checkbox. If you disable
the NTP function, click Use Local Date/Time to use your computer’s time settings for the TeraStation.

F 7

Name/Time/Language

*Required |i@ -
Mame Time Language Management Information

Date/Time Source:

i@ Enable
Use default NTP server
NTP Synchronization Frequency: | Daily w
() Disable
Time Zone:
(UTC+09:00) Osaka, Sapporo, Tokyo b

Ok Cancel

By default, the TeraStation adjusts its clock automatically by using a default NTP server. This NTP server belongs
to Internet Multi Feed Inc. For more information, visit http://www.jst. mfeed.ad.jp.

To use a different NTP server, clear the “Use default NTP server” checkbox and enter a new NTP IP address or

its hostname, then click OK. If an NTP server is specified by name instead of IP address, make sure that a DNS
server is configured for the TeraStation.

Note: The internal clocks of the TeraStation and other devices on your network may run at slightly different
speeds. Over a long period of time, your network devices may show somewhat different times, which can
cause network problems. If clocks on your network vary by more than five minutes, unexpected behavior
may occur. For best results, keep all clocks on your network devices set to the same time by adjusting them
regularly, or use an NTP server to correct them all automatically.
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6 Click the Language tab and select the language to be used.

Name/Time/Language

*Required @) -
Mame Time Language Management Information
Character Encoding: | CP437 s
Display Language: English g

Ok Cancel

Note: This tab changes the language used by the TeraStation for email notifications and other functions. To
change the language displayed in Settings, go to Settings and click Language from the menu bar. Choose your
desired language from the drop-down list.

7 Click the Management Information tab. Enter the desired location and administrator information.

Name/Time/Language

*Required @) -
Mame Time Language Management Information
Location:
Administrator:

Ok Cancel

8 Click OK when all settings are configured.

9 The process is complete once you close the confirmation window that appears.

Beep Alerts

You can set the TeraStation to beep if certain errors occur.

1 From Settings, click Management.

% Management

2 Click the settings icon ( ¢ ) to the right of “Notifications”.

P> Notifications -a-

3 Click Edit.

4 Click the Alert Sound tab.
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5 Select the triggers to make the alert beep, then click OK.

Motification Settings

AMert Sound | Front Panel
Triggers When Beeping: Overheating
Drive error
Fan failure
UPS power fallure

Ok

6 The process is complete once you close the confirmation window that appears.

Cancel

LEDs

You may adjust the brightness of the LEDs on the TeraStation.

1 From Settings, click Management.

% Management

2 Click the settings icon ( t} ) to the right of “Notifications".

P> Notifications ﬁ

3 Click Edit.
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4 From the Front Panel tab, configure your desired settings and click OK.

Motification Settings

Brightness Settings

Brightness (Normal): Dim «———————| Bright

Brightness Timer: (7 Enable i@ Disable

Ok ] [ Cancel

5 The process is complete once you close the confirmation window that appears.
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Replacing a Defective Drive

Drive replacement procedures will vary depending on what RAID mode is configured for the TeraStation. Refer to
the replacement procedure in the following sections corresponding to the configured RAID mode. The following
drive replacement examples use the case of the TS3410DN, TS3420DN, and TS3420DS TeraStation models.

LEDs
Drives on the TeraStation will have its status LED glow green during normal operation. If a drive fails, its error LED
will glow red.

\
| 2
\

1 Error LED

Glows red if a drive has failed.

2 Status LEDs
The failed drive’s status LED will be glowing a steady red. A drive with a red status LED is ready to hot-swap.

Notes
Do not unplug a drive whose status LED is green instead of red. Dismount it first or shut down the TeraStation
before swapping a working drive. If you remove the drive without properly dismounting it, data may be lost and
the TeraStation may malfunction.

+ If using the TS3420DS or TS3420RS TeraStation models, use a Buffalo OP-HD-2Y series drive as the replacement
drive. Use a Buffalo OP-HDN series drive as the replacement drive for other series TeraStations. The replacement
drive should be the same capacity or larger as the original drive. If a larger drive is used, the extra space will not
be usable in a RAID array.

- To avoid damaging the TeraStation with static electricity, ground yourself by touching something made of metal
before handling any sensitive electronic parts.

- After a drive is replaced, it will take about 30 minutes before normal file reading and writing operations are
restored. Settings may not be accessible during this period.

Do not change the order of the drives on the TeraStation. For example, pulling out the drive in slot 1 and

replacing it with the drive in slot 2 may cause data to be corrupted or lost.
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« If the status LEDs do not change after a new drive is installed, click Redetect Drive in Settings.

Drive Replacement for a Redundant RAID Array (TeraStation Is On)

If a drive used on a redundant RAID array fails, you need to recover the RAID array after replacing the defective drive
to a new drive. If a drive used as JBOD fails, you need to format the replaced drive after replacing the defective drive
to a new drive.

Follow the procedure below to recover the RAID array. If replacing multiple malfunctioning drives at once, refer to
the “Drive Replacement for a Redundant RAID Array (TeraStation Is Off)” section.

1 Back up the saved data to another location before replacing the failed drive. If one or more drives fail during
drive replacement, data can no longer be retrieved from the TeraStation.

2 Open the front cover with the included key.

%
o
CHY o
JOI 8

W

)

e

3 The failed drive's status LED will be glowing red. Push its unlock button and swing the lock mechanism out.
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Drives without red status LEDs lit are still on. Do not unplug or remove them.

4 Pull out the drive cartridge and remove it from the TeraStation.

5 Insert the new drive into the empty slot with the lock mechanism remaining open.

Push here to insert.
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6 Swing the lock back down until it clicks into place.

7 When the replaced drive is recognized, the status LED will flash red and the 131 message will appear as a

notification.

8 Close the front cover.

9 Press the function button. The TeraStation will beep once. Press and hold the button until the TeraStation

beeps again.

1 0 The RAID array recovery will begin. The I18 message will appear as a notification after a few minutes. The

process is complete when the 118 message disappears.

Drive Replacement for a Redundant RAID Array (TeraStation Is Off)

If a drive used on a redundant RAID array fails, you need to recover the RAID array after replacing the defective drive
to a new drive. If a drive used as JBOD fails, you need to format the replaced drive after replacing the defective drive

to a new drive.
Follow the procedure below to recover the RAID array.
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1 Back up the saved data to another location before replacing the failed drive. If one or more drives fail during
drive replacement, data can no longer be retrieved from the TeraStation.

2 Open the front cover with the included key.

3 The failed drive’s status LED will be glowing red. Push its unlock button and swing the lock mechanism out.
4 Pull out the drive cartridge and remove it from the TeraStation.

5 Insert the new drive into the empty slot with the lock mechanism remaining open.

6 Swing the lock back down until it clicks into place.

7 Press the power button on the TeraStation.

8 When the replaced drive is recognized, the status LED will flash red and the I32 message will appear as a
notification.

9 Close the front cover.
1 0 From Settings, navigate to Storage > RAID.

1 1 Click the RAID array that held the failed drive, then select the replaced drive and click Recover RAID Array.

1 2 The RAID array recovery will begin. The 118 message will appear as a notification after a few minutes. The
process is complete when the 118 message disappears.

Drive Replacement for a RAID 0 Array

If a drive used in a RAID 0 array fails, you need to delete the RAID array, format the replaced drive, then create a RAID
0 array again after replacing the defective drive to a new drive.

Note: If a drive malfunctions in a RAID 0 array, all data on the RAID array will be lost. All of the settings for the shared
folders (such as access restrictions) are erased after replacing a drive from a RAID 0 array.

1 Turn off the TeraStation.

2 Open the front cover with the included key.

3 The failed drive’s status LED will be blinking red. Push its unlock button and swing the lock mechanism out.
4 Pull out the drive cartridge and remove it from the TeraStation.

5 Insert the new drive into the empty slot with the lock mechanism remaining open.

6 Swing the lock back down until it clicks into place.

7 Press the power button on the TeraStation.

8 When the replaced drive is recognized, the status LED will flash red and the 132 message will appear as a
notification.

9 Close the front cover.
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1 0 Delete the RAID array that held the failed drive by referring to the “Using JBOD” section in chapter 4.

1 1 Format the replaced drive by referring to the “Formatting Drives” section in chapter 4.

1 2 Create a new RAID 0 array by referring to the “Creating a RAID Array” section in chapter 4.

1 3 The process is complete once the new RAID 0 array is created. Next, create a shared folder by referring to the
“Adding a Shared Folder” section in chapter 3.

Drive Replacement for a JBOD

If a drive used as JBOD fails, you need to format the replaced drive after replacing the defective drive to a new drive.

Note: If a drive malfunctions in JBOD, all data on the drive will be lost.

1 Turn off the TeraStation.

2 Open the front cover with the included key.

3 The failed drive’s status LED will be blinking red. Push its unlock button and swing the lock mechanism out.
4 Pull out the drive cartridge and remove it from the TeraStation.

5 Insert the new drive into the empty slot with the lock mechanism remaining open.

6 Swing the lock back down until it clicks into place.

7 Press the power button on the TeraStation.

8 When the replaced drive is recognized, the status LED will flash red.

9 Close the front cover.

1 0 Format the replaced drive by referring to the “Formatting Drives” section in chapter 4.

1 1 The process is complete once the drive is formatted. Next, create a shared folder by referring to the “Adding a
Shared Folder” section in chapter 3.

Drive Replacement for a Hot Spare

If your TeraStation’s drives are in a redundant RAID mode and you have a hot spare enabled, a malfunctioning drive
in the array is replaced with a hot spare and the RAID array is rebuilt automatically. The status LED will continue to
glow red for the failed drive even after the RAID array is rebuilt with the hot spare. After you replace the failed drive
with a new drive, follow the procedure below to configure the new drive as a hot spare.

1 Open the front cover with the included key.

2 The failed drive’s status LED will be glowing red. Push its unlock button and swing the lock mechanism out.
3 Pull out the drive cartridge and remove it from the TeraStation.

4 Insert the new drive into the empty slot with the lock mechanism remaining open.

5 Swing the lock back down until it clicks into place.
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6 When the replaced drive is recognized, the status LED will flash red and the I31 message will appear as a
notification.

7 Close the front cover.

8 Press the function button. The TeraStation will beep once. Press and hold the button until the TeraStation
beeps again.

9 The process is completed once the replaced drive is set as a hot spare.

If you want to use the replaced drive as a normal drive rather than a hot spare, navigate to Storage > RAID and click
the RAID array, select the new drive, and click Set as a normal drive.

Replacing a Non-Malfunctioning Drive

If you must change a drive that is not malfunctioning, shut down the TeraStation, then disconnect the drive.

A new drive should be inserted after turning on the TeraStation. Make sure that the startup process is successful

by checking that the power LED changes to a steady green. If you need to replace more than one drive all at once,
replace the drives one at a time to preserve your data. When replacing the non-malfunctioning drive, the RAID array
will function as below:

Operating in a Redundant RAID Array
If you are using a redundant RAID mode such as RAID 1, 5, or 6, the RAID array will enter degraded mode after
replacing the drive. You will be unable to use the TeraStation until you recover the RAID array with a new drive.

Operating in RAID 0
All data on the RAID array will be deleted after replacing the drive. You will be unable to use the TeraStation until
you delete and create a new RAID array with a new drive.

Operating in JBOD
All data on that drive will be deleted after replacing the drive. You will be unable to use the TeraStation until you
format a new drive.

Re-Inserting Drives

If the E14 or E16 error appears as a notification after initial bootup, follow the procedure below to re-insert the
internal drives.

1 Turn off the TeraStation.

2 Open the front cover with the included key.
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3 Push a drive’s unlock button and swing the lock mechanism out.

%ﬂ\

<)
—\//)

7
\_

o

4 Pull out the drive cartridge and remove it from the TeraStation.

5 Insert the drive back into the same slot with the lock mechanism remaining open.

Push here to insert.

6 Swing the lock back down until it clicks into place.

7 Repeat steps 3-6 for all other installed drives.

8 Once every drive has been re-inserted, close the front cover.
9 Press the power button on the TeraStation.

1 0 The process is complete when any error messages disappear.
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“Recovery needed” Appears under the “Status” Field on the
RAID Array List

If “Recovery needed”is displayed under the “Status” field for a RAID array on the RAID array list window as below, the
RAID array needs to be recovered.

RAID Array List

MName RAID Mode Status Total Capacity Used Space % Used File System
Array 1 RAID 5 Recovery needed 222555 GB 0GB 0.00 % XFS
Array 2 Mo RAID array is configurad.
3
Options Close

Follow the procedure below to recover the RAID array.

1 From Settings, click Storage.

&= storage

2 Click the settings icon ( ﬁ ) to the right of “RAID".

RAID o
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3 Click Recover RAID Array.

Array 1
Current RAID Mode: RAID 5

The RAID array neads to be recoverad. Click 'Recover RAID Array’.
Dirive Status Model Name Shared Folder Capacity Spare Drive
Drive 1 Array 1/ Mormal ST3000VMNO04-2M21 - 7419.3 GB _
Drive 2 Array 1/ Mormal ST8000VMNO04-2M21 > 7419.3 GB _
Drive 3 Array 1/ Mormal ST3000VMNO04-2M21 - 7419.3 GB _
Drive 4 Array 1/ Mormal ST8000VMNO04-2M21 > 7419.3 GB _

Select Al Deselect Al
Delete RAID Array Recower RAID Array Cancel

4 The process is complete once you close the confirmation window that appears.

TeraStation Does Not Work Properly

If an error occurs that prevents the TeraStation from booting up properly, one or more of the following symptoms
may occur. In such a case, try the corresponding corrective action to recover from the error, described in each
section below. If the error is still not resolved, contact Buffalo technical support for assistance.

« The power LED keeps blinking instead of turning into a solid glow; follow the procedure at the “Power LED Keeps

Blinking” section below.

« An"“i"symbol is displayed with the TeraStation icon and the 161 message appears as a notification; follow step 3
and after at the “Power LED Keeps Blinking” section below.

« An“i"symbol is displayed with the TeraStation icon and “EM” is added to your TeraStation’s hostname on NAS
Navigator2; follow the procedure at the “Booting the TeraStation in Emergency Mode” section below.

Power LED Keeps Blinking

While the TeraStation’s power LED keeps blinking, you may see the 161 message. In such a case, follow the
procedure below to recover from drive setup mode.

1 Press and hold down the power button for three seconds to turn off the TeraStation.

2 Turn the TeraStation back on while holding down the function button. You should hold down the function
button for at least 10 seconds after pressing the power button.

3 When the power LED changes from blinking to glowing, release the function button and open Settings from
NAS Navigator2.
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4 Make sure that “Recover firmware” is selected from the drop-down list under “Action’, then click Start Setup.

.} Drive Setup

Unit Firmware Version : 5.46-0.04

Drive Status Info Version Model Name Capacity Primary Drive Action
Drive 1 Recognized System#1_(D:1/4) 5.46-0.04 ST4000VNO08-2DR166 3726 GB ® Recover firmware ~
Drive 2 Recognized System#1_(D:2/4) 5.46-0.04 ST4000VNO08-2DR166 3726 GB Recover firmware
Drive 3 Recognized System#1_(D:3/4) 5.46-0.04 ST4000VNO08-2DR166 3726 GB Recover firmware
Drive 4 Recognized System#1_(D:4/4) 5.46-0.04 ST4000VNO08-2DR166 3726 GB Recover firmware
Select the action to take when recovering the firmware.
@ Revert settings to those of the last shutdown
This will revert settings to those that were saved before the last shutdown.
(O Revert settings to those of the last boot (Time When Boot Occurred: 07/19/2022 10:09:52)
— This will reve that were saved - .
~——
Tve: e Eliecie ELL

Redetect Drive Start Setup

Secure Erase

This will erase data securely from all drives on this TeraStation. For more detailed information about this feature, refer to the user manual.
To start erasing data, click 'Start Secure Erase’. To check data erasure history, click "View Log'

View Log Start Secure Erase

Note: There are two more options for “Action” other than “Recover firmware”. The details for all options are
below:

« Use the drive's firmware: The TeraStation will boot using the firmware on the drive.

- Recover firmware: The TeraStation will be recovered using the firmware on the NAND flash.
+ Format drive: The drive will be formatted.

5 The “Confirm Operation” screen will open. Enter the confirmation number, then click OK.
6 The recovery process will start. When the process is finished, click OK.

7 The TeraStation will shut down automatically. Press the power button to turn it on.

The TeraStation will be recovered from the malfunction that is keeping the power LED blinking. Make sure the

TeraStation finishes booting properly.
Notes:

« If the TeraStation does not recover from the error after trying the procedure above, try again from the first step.

. If the TeraStation did not power off properly in the previous shutdown, a message will appear in the window as

below:

This TeraStation was not shut down properly.
Select the action to take when recovering the firmware.

-

o
im

vert settings to those of the last boot (Time When Boot Occurred: 06/07/2019 14:28:14)
This will revert settings to those that were saved during the last boot.
Revert using latest settings

This will revert settings to the latest ones before

not apply to the recovered unit.

recovering the firmware. Some settings may not be restored if they
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Booting the TeraStation in Emergency Mode

un
|

If the TeraStation boots up in emergency mode, depending on your TeraStation model, an
with the TeraStation icon and “EM”is added to your TeraStation’s hostname.

symbol is displayed

% MAS Mavigator2

‘ Menu + og Vi

To recover from emergency mode, follow the procedure below.

1 Download the firmware updater from the Buffalo website.
2 Extract the downloaded file by double-clicking it and launch the updater.

3 Update the firmware for the TeraStation unit that is currently in emergency mode.

When the “i” symbol and “EM” disappear from the icon and the hostname on NAS Navigator2, the TeraStation is no
longer in emergency mode.

Notes:
« Try updating the firmware several times. Even if it fails after the “Partition not found.” message appears, it may
succeed after several tries.

« If the TeraStation does not shut down properly due to a power outage or the power cable getting disconnected
while the TeraStation is on, data on the TeraStation may be corrupted when the TeraStation boots in emergency
mode. In such a case, the corrupted data may not be recoverable even if you try the procedure above.

« When the “Updating may have failed.” message appears, restart the TeraStation and check whether the unit has
been recovered from emergency mode.

Unable to Access Shared Folders

If you cannot access a shared folder, check the following aspects:
- The logged-in user information has been added to Windows network credentials.
The folder owner and access permissions have been configured properly.

To configure the TeraStation to have the network credentials window appear when accessing a shared folder,
refer to the “Opening the Network Credentials Window” section. If the folder owner and access permissions have
accidentally been changed to incorrect parameters, restore them by referring the “Restoring Owner and Permission

Settings” section.

Opening the Network Credentials Window

Due to security reasons, you may be unable to access shared folders from computers running certain Windows
versions. In such a case, follow the procedure below to change the TeraStation settings so you can be prompted to
enter a Windows credential.

1 From Settings, click File Sharing.

I File sharing
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2 Click the settings icon ( ¢ ) to the right of “SMB”.,

o sve D &

3 Click Edit.

4 Change the “Action When Authentication Fails” option to “Show network credentials window", then click OK.

Users

IDs for Domain Users

Action When Authentication Fais: @) Show network credentiaks window

(") Log in as guest

5 The process is complete when the file sharing menu list is displayed.

The settings are now changed. A window to enter a username and password will appear the next time you access a
shared folder but fails.

Restoring Owner and Permission Settings

If you changed the owner to an unexpected user or accidentally lost permissions to a specific folder, you can follow
the procedure below to restore them.

1 From Settings, click File Sharing.

[ File sharing

2 Click the settings icon ( ¢ ) to the right of “Folder Setup”.

o Folder Setup ﬁ 1 folders
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3 Click Advanced Settings for Subfolders.

Shared Folder List

Q-
Create Folder Delete Folder Empty Recycle Bin Filter: b 4
Name Drive/Array Recyde Bin SMB = AFP Backup Webdccess More Details
info - - - = - §
] share Array 1 - - -
L4 >
Select Al Deselect Al W
Advanced Settings for Subfolders Cloze

4 Select a folder to restore permissions from the tree.

Access Restrictions for Subfolders

Refresh 0 -
= [ dropbox Job Settings
= [ share Folder Name: share

Folder Path: /share
Owner: root (uid : 0 )
Actions: [7] Change owner to "admin”

Return permissions to "Full control”

Action Range: @ Apply to al folders and files in the folder
[7] Do not apply to folders and files in subfolders and beyond

) Apply to selected user's folders and files

Remaining Jobs: 0 oK

Job List Close

Note: If you select a root shared folder from the tree, the action will not apply to the recycle bin. To apply the
action to the recycle bin, select it instead.
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5 Select the actions and action range to run, then click OK.
6 The “Confirm Operation” screen will open. Enter the confirmation number, then click OK.

7 The process is complete once you close the confirmation window that appears.

Cleaning the Dustproof Filter

If your TeraStation has a front cover and you are trying to clean the dustproof filter on the front cover, follow the
procedure below.

1 Open the front cover with the included key.

o
%\ )l
0]

>,
o

A
= ~
| =

2 Remove the front cover while holding the hook downward.
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3 Remove the dustproof filter from the front cover and clear any dust, such as by using a vacuum cleaner.

““\“
7
=

4 When cleaning is finished, return the filter and the front cover.

5 Close the front cover.

(U

7
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NAS Navigator2

NAS Navigator2 is a utility program that makes it easy to display Settings, change the Buffalo NAS device’s IP
address, or check its drives. To install NAS Navigator2, refer to the appropriate procedure below for your computer.

Windows

The NAS Navigator2 installer for a Windows computer is available from the d.buffalo website, accessible from either
https://d.buffalo.jp/TS3010/ or https://d.buffalo.jp/TS3020/. For TeraStation Essentials users, the NAS Navigator2
installer is available from the same TS3020 URL.

Once you have accessed the URL, select the region and model to go to your specific model’s d.buffalo website.
Download the NAS Navigator2 installer and install the utility onto your computer.

Refer to the software help for more detailed information on operating the software. To open the help, launch NAS
Navigator2 and navigate to Menu > Help.

macOS

The NAS Navigator2 app for a macOS computer is available from Mac App Store. Download the app and install it.
Refer to the software help for more detailed information on operating the software. To open the help, launch NAS
Navigator2 and navigate to Help > NAS Navigator2 Help from the menu bar.

NovaBACKUP

NovaBACKUP is a Windows utility that lets you back up data on your computer.

The NovaBACKUP installer is available from the d.buffalo website, accessible from either https://d.buffalo.jip/TS3010/
or https://d.buffalo.jp/TS3020/. For TeraStation Essentials users, the NovaBAKUP installer is available from the same
TS3020 URL.

Once you have accessed the URL, select the region and model to go to your specific model’s d.buffalo website.
Download the NovaBACKUP installer and install the utility onto your computer.

To download the installer, you will need the serial number of your TeraStation. The serial number is printed on the
label on the back or the top of the unit. For the TS3410RN, TS3420RN, and TS3420RS TeraStation models, the serial
number can be found on the front as well. Refer to the “Diagrams” section in chapter 2 for information on where to
find the serial number of your device.
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Info and Error LEDs

Errors

If a critical error occurs, the error LED will glow red. Confirm the current status from the Dashboard in Settings or by
using NAS Navigator2. If NAS Navigator2 displays the error as an unknown error, check the Dashboard in Settings for

the error details.

If there is a corresponding corrective action described below for the code, try it first. If the code is still displayed after
trying the corrective action, contact Buffalo technical support for assistance.

TeraStation.

Code Description Corrective Action
Shut down the TeraStation safely and wait
ntil the power outage ends. If certain
The TeraStation is running on the UPS 3 I. pow 'u g .I
settings are configured, the TeraStation
battery due to a power outage. .
may shut down automatically when the
error is detected.
E10 If the setting to use the UPS connected to
this TeraStation has been configured, the
UPS cable may be disconnected. .
- Verify that the UPS cable or Ethernet cable
If the setting to use the UPS connected to .
i is connected properly.
another TeraStation on the same network
has been configured, the Ethernet cable of
this TeraStation may be disconnected.
Check that no foreign objects or dust are
logging the fan. If forei bject
E1l1l An error occurred in the fan speed. clogging the fan. T any .orelgn opjects of
dust are found, use a pair of tweezers, an
air duster, or other tools to remove them.
. Move the TeraStation to a cool location. Do
A rise in the system temperature may have . .
E12 not place objects in the area around the
exceeded the allowable safety value. .
TeraStation.
If the message appears after initial bootup,
make sure drives are inserted properly
by referring to the “Re-Inserting Drives”
E14 The RAID array cannot be mounted. section in chapter 11. For all other cases,
run a drive check on the RAID array by
referring to the “Checking Drives” section
in chapter 4.
Re-insert the drive by referring to the “Re-
El6 Unable to find the drive. einsertthe r|"ve yrererring to the e
Inserting Drives” section in chapter 11.
Format the drive by referring to the
“F tting Drives” ioninch 4,
E22 Unable to mount the drive. OHmatting . ”VP:S section m.c apter
After formatting, if the error still appears
after rebooting, replace the drive.
Reconfigure the failover backup
Unable to find the failover back
E27 I fov ckup TeraStation for failover by referring to the

“Configuring Failover” section in chapter 5.
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Code Description Corrective Action
Replace the drive by referring to th
An error occurred, so the drive was B P ace- e drive Yre errln? © . ¢ .
E30 Replacing a Defective Drive” section in
removed from the RAID array.
chapter 11.
E42 The migration process has been canceled Refer to the NAS migration guide for the
because an error occurred. detailed corrective actions.
Notices

If a non-critical error occurs, the info LED will glow amber. Confirm the current status from the Dashboard in Settings
or by using NAS Navigator2. If NAS Navigator2 displays the error as an unknown error, check the Dashboard in
Settings for the error details.
If there is a corresponding corrective action described below for the code, try it first. If the code is still displayed after
trying the corrective action, contact Buffalo technical support for assistance.
You can click the “Clear” button to delete messages from the Dashboard.

Code Description Corrective Action
. Move the TeraStation to a cool location. Do
Arise in the system temperature may have . .
I10 not place objects in the area around the
exceeded the allowable safety value. .
TeraStation.
Replace the drive by referring to the
I11 The drive has too many bad sectors. “Replacing a Defective Drive” section in
chapter 11.
Check if the E30 error is also displayed. If
I12 Operating in degraded mode. it is, refer to the corrective action for the
E30Q error.
From Settings, navigate to Backup >
. N Replication and click Resync to execute
An error occurred in replication, or -
o ; resynchronization.
synchronization between the main and ) ,
I33 . ) : ) If you configured the subfolders’access
backup TeraStations failed during failover L . .
) . restrictions to be inherited to the
configuration. - . - .
replication or failover destinations, disable
them or change the destinations.
Delete the infected files from the
I34 A virus scan found a virus. .
quarantine folder.
Initialization from the USB initialization
. . o Make sure that the drive in slot 1 is present
144 drive was initiated, but the drive in slot 1 ) S
and fully inserted into its slot.
was not detected.
I45 Initialization failed. -
149 The main TeraStation in the failover Make sure that the main TeraStation is on,
configuration cannot be found. working, and connected to the network.
Refer to the “Backup Logs for If Backup
I54 The backup job failed. Fails” section in chapter 5 and try the
respective corrective actions.
Settings can only be restored for the
Authentication during initialization of ng . Y . .
I55 . . TeraStation whose settings were originally
settings failed.
saved.
Try using manual authentication instead
I59 Boot authentication failed. by referring to the “If the TeraStation
Cannot Be Accessed” section in chapter 7.
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Code Description Corrective Action
Open Settings and check the status of
Connecting to the cloud storaae service the job that failed for the cloud service.
I64 failed o 9 Refer to the error log on the job list of the
’ specific cloud storage service and check
the cause of the error.
166 The free space has decreased to 1% or less. | Increase the free space.
There is not h t fil
170 ereIs not ehough space to save file Delete file access logs to free up space.
access logs.
, Reconfigure the settings by referring to
Th folder f logs h
I72 e target folder for saving logs has been the “Changing Archive Rules for File Access
changed to the system area. . S
Logs” section in chapter 10.
Refer to the NAS migrati ide for the
I75 Some items could not be migrated. . . mlqra' OngHIce
detailed corrective actions.

Information Events

After you change any settings, the info LED will glow amber. Confirm the current status from the Dashboard
in Settings or by using NAS Navigator2. If NAS Navigator2 displays the status as an unknown error, check the
Dashboard in Settings for the status details.
If there is a corresponding corrective action described below for the code, try it first. If the code is still displayed after
trying the corrective action, contact Buffalo technical support for assistance.
You can click the “Clear” button to delete messages from the Dashboard.

Code Description Corrective Action

Iol Checking the system area. -

I13 Formatting the RAID array. -

I14 Checking the RAID array. -
Examining the error status of the RAID

I15 array. i
Note: Transfer speeds are slower during
the examination process.

I16 Creating the RAID array. -
Resynchronizing the RAID array.

I17 Note: Transfer speeds are slower during -
resynchronization.
Recovering the RAID array.

I18 Note: Transfer speeds are slower during -
the rebuilding process.

I19 Rewriting drives in the TeraStation with Os. | -

120 Formatting the drive. -

I21 Checking the drive. -
The initialization process has been started

I23 by using the init button and settings are -
being initialized.

I25 Updating the TeraStation firmware. Do not turn off the TeraStation’s power.
The initialization process has been started

I26 by using Settings and all settings are being | -
initialized.

127 Checking the USB drive. -
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Code Description Corrective Action
I28 Formatting the USB drive. -
Press the function button. If the RAID array
enters degraded mode, the array will be
built using th drive. Otherwise, th
Appears before the function button is rebul _usmg, e newdnive erwise, the
. ) new drive will be set as a hot spare.
I31 pressed in order to use a newly-inserted ) .
) To use a drive as normal instead of
drive. . P
a hot spare drive, refer to the “Drive
Replacement for a Hot Spare” section in
chapter 11.
A ft lacing the dri hen th
bpears atter replacing the . rlye W gn N From Settings, either recover the RAID
132 RAID array needs to be rebuilt in Settings .
o array or format the drive.
or formatting is necessary.
The initialization process has been started
I37 by using the USB initialization drive and -
settings are being initialized.
I38 Settings initialization is finished. -
140 Beginning settings initialization. All data i
on the drive in slot 1 will be deleted.
Press the function button to start the
I41 L -
settings initialization process.
142 Preparing to start the settings initialization |
process.
The TeraStation was started from the USB
143 initialization drive, but the settings cannot |
be initialized from this USB initialization
drive.
Data migration or conversion (RAID
I46 i .|g _I . version ( Do not turn off the TeraStation’s power.
migration) is in progress.
Data migrati ion (RAID
147 E.) a m.lgra. Io.n or conversion ( Do not turn off the TeraStation’s power.
migration) is in progress.
P hol he f i
This TeraStation is ready to become ress angl old down the unct.lon but'tc‘m
. . . of the failover backup TeraStation until it
I48 the failover backup device for the main . .
. stops beeping to accept failover backup
TeraStation.
status.
I50 Failover maintenance is in progress. Do not turn off the TeraStation’s power.
I51 Initializing the failover configuration. Do not turn off the TeraStation’s power.
Update the firmware by referring to the
I52 A new firmware version has been released. | “Updating the Firmware” section in chapter
10.
Recover from drive setup mode by
I6l The unit is in drive setup mode. referring to the “Power LED Keeps Blinking”
section in chapter 11.
165 The free space has decreased past the Increase the free space or change the
configured threshold percentage. threshold to a lower value.
Th i ied Ider |
I71 © Space [s occupied so olderlogs were Delete file access logs to free up space.
removed.
I73 Data or settings migration is in progress. -
Ref he NAS migrati ide for th
174 Data or settings migration has finished. efer to the migration guide for the

detailed corrective actions.
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Default Settings

admin

password

“share”* and “info”** for both Windows and macOS computers.
*The recycle bin is enabled by default.
**|t is a read-only share.

The TeraStation will get its IP address automatically from a DHCP server
on the network. If no DHCP server is available, then an IP address will be
assigned as follows:

IP Address: 169.254.xxx.xxx (“xxx” is a number randomly assigned when
booting the TeraStation.)

Subnet Mask: 255.255.0.0

"o

“hdusers’, “admin’, and “guest”
You cannot edit or delete these default groups.

WORKGROUP

1,500 bytes

Enabled

SMB Protocol Auto

Recycle Bin Permissions All users

macOS Temp Files Keep when original file is deleted

Action When Authentication

Fails Log in as guest

Enhanced Compatibility with

macOS Clients Disabled

Enabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

Disabled

NTP Enabled

Disabled

Restore admin username and password

Init Button Settings
9 to factory defaults

Disabled
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RAID Mode

RAID 1

TS3210DN, TS3220DN: RAID 1
TS3410DN, TS3420DN, TS3410RN, TS3420RN (partially-populated model):

TS3410DN, TS3420DN, TS3420DS, TS3410RN, TS3420RN, TS3420RS: RAID 5

Specifications

Check the Buffalo website for the latest product information and specifications.

1GbE LAN Interface

Standards Compliance

IEEE 802.3ab (1000BASE-T), IEEE 802.3u (100BASE-TX), IEEE
802.3 (10BASE-T)

Data Transfer Rates

10/100/1000 Mbps (auto sensing)

Number of Ports

TS3210DN, TS3410DN, TS3410RN: 2
TS3220DN, TS3420DN, TS3420DS, TS3420RN, TS3420RS: 1

2.5GbE LAN Interface

Standard Compliance

IEEE 802.3bz (2.5GBASE-T), IEEE 802.3ab (1000BASE-T), IEEE
802.3u (100BASE-TX)

Data Transfer Rates

2.5 Gbps, 100/1000 Mbps (auto sensing)

Number of Ports

TS3220DN, TS3420DN, TS3420DS, TS3420RN, TS3420RS: 1

Common Specs for LAN
Interface

Connector Type

RJ-45 8-pin (auto MDI-X)

Supported Protocols

TCP/IP

Network File Services

SMB/CIFS, AFP, FTP/SFTP, NFS, HTTP/HTTPS, SNMP

MTU Sizes

1,500-9,216 bytes

USB Interface

Standards Compliance

USB3.2Gen 1

Data Transfer Rates

Max. 5 Gbps

Number of Ports

TS3210DN, TS3220DN, TS3410DN, TS3420DN, TS3420DS: 2
TS3410RN, TS3420RN, TS3420RS: 3

Connector Type

Type A

Internal Drive

Number of Drive Bays

TS3210DN, TS3220DN: 2
TS3410DN, TS3420DN, TS3420DS, TS3410RN, TS3420RN,
TS3420RS: 4

Drive Interface

SATA 6 Gbps

Supported RAID

TS3210DN, TS3220DN: 0, 1, JBOD (individual drives)
TS3410DN, TS3420DN, TS3420DS, TS3410RN, TS3420RN,
TS3420RS: 0, 1,5, 6, 10, JBOD (individual drives)

Replacement Drive

TS3210DN, TS3410DN, TS3410RN, TS3220DN, TS3420DN,
TS3420RN: Buffalo OP-HDN series drive

TS3420DS, TS3420RS: Buffalo OP-HD-2Y series drive

Note: The replacement drive should be the same capacity
or larger as the original drive. The drives listed above are
available from the Buffalo website.
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Power Supply

TS3210DN, TS3410DN: AC 100-240V, 1.5 A, 50/60 Hz
TS3220DN, TS3420DN, TS3420DS: AC 100-240V, 1.2 A,
50/60 Hz

TS3410RN, TS3420RN, TS3420RS: AC 100-240V, 2.5-1.25 A,
50/60 Hz

Dimensions (W x H x D,
excluding protruding
parts)

TS3210DN, TS3220DN: 170 X 170 x 230 mm (6.7 X 6.7 x 9.1
in.)

TS3410DN, TS3420DN, TS3420DS: 170 x 215 x 230 mm (6.7
X 8.5x9.1in.)

TS3410RN, TS3420RN, TS3420RS: 430 x 44.3 x 430 mm (16.9
X 1.7x16.9in.)

Weight

TS3210DN: approx. 4.8 kg (10.6 Ibs)

TS3220DN: approx. 4.7 kg (10.4 Ibs)

TS3410DN (partially-populated model): approx. 5.6 kg (12.3
Ibs)

TS3410DN, TS3420DN, TS3420DS: approx. 7.0 kg (15.4 Ibs)
TS3420DN (partially-populated model): approx. 5.2 kg (11.5
Ibs)

TS3410RN: approx. 8.5 kg (18.7 lbs)

TS3410RN (partially-populated model): approx. 6.8 kg (15.0
Ibs)

TS3420RN, TS3420RS: approx. 8.6 kg (19.0 Ibs)

TS3420RN (partially-populated model): approx. 6.7 kg (14.8
Ibs)

Maximum Power
Consumption

TS3210DN, TS3220DN, TS3410DN, TS3420DN, TS3420DS: 85
W
TS3410RN, TS3420RN, TS3420RS: 100 W

Operating Environment

Temperature: 0-40°C (32-104°F)
Humidity: 10-85% non-condensing

Compatible Devices

Windows PCs, Apple silicon- and Intel-based Mac
computers with wired or wireless Ethernet connection.

Supported OS

- TS3210DN, TS3410DN, and TS3410RN:
Windows 11, 10, 8.1, 7 SP1 or later
Windows Server 2022, 2019, 2016, 2012 R2, 2012, 2008
R2,2008
mac0S 13.0,12.0,11.0,10.15, 10.14, 10.13, 10.12, 10.11,
10.10, 10.9
- TS3220DN, TS3420DN, and TS3420RN:
Windows 11, 10, 8.1, 7 SP1 or later
Windows Server 2022, 2019, 2016, 2012 R2, 2012
mac0S 13.0,12.0,11.0,10.15, 10.14, 10.13, 10.12, 10.11
. TS3420DS and TS3420RS:
Windows 11, 10, 8.1
Windows Server 2022, 2019, 2016, 2012 R2
macO0S 13.0,12.0,11.0,10.15, 10.14, 10.13, 10.12, 10.11
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